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The purpose of this document is to explain you how to connect 2 remote equipments over the
Internet using the second Ethernet interface of 2 eWONs (though a VPN connection).
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Hardware and software requirements Chapter 1.

Hardware and software requirements

Hardware requirements
In order to follow this guide you will need:
m 2 eWONs with a second Ethernet interface (2005 CD or eWON 4005 CD)

Software requirements

eWON configuration software:

The eWON is configured through its web server. So all you need is a standard Web
Browser software like Internet Exploreri or Firefoxii,

Additionally we suggest you to download the eBuddy utility on our website :
http://support.ewon.biz.

This utility allows to list all the eWONs on your network and to change the default IP
address of an eWON to match your LAN IP address range. With eBuddy you can also
easily upgrade the firmware of your eWON (if required).

Other programming software:
N/A

eWON Firmware Version

To be able to follow this guide your eWON needs a firmware version 5.0 or higher.
A simple way to realize the eWON firmware upgrade is to use eBuddy, the eWON
software companion.
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Introduction

Chapter 2.

Introduction

In this document, we will see how to link 2 remote sites together using VPN over the
Internet. We will use 2 eWONs 2005CD and establish a VPN connection over the
Internet using the second Ethernet interface.

Router A
IP- 10.0.0.254

Cad

Device(s) A
3524621118 IP: 192.'“;:3 1.4
Mask: 255.265 2550
Puck P Galeway: 182 16812
LAN
l I .

eWON A

1P LAN; 192.168.1.2
Mask: 255,255 255.0
1P WAN;: 10.0.120.921
GW-10.0.0.254

T

Device(s) B
IP: 152.168.2.5

Putc IP o 5l

eWON B

IP LAN: 182 168.2.2
Mask: 255255 265.0
P WAM: 10,1.0.125

GW: 10.1.0.1

Router B
IP: 10,1,0.1

Mask: 255.255.255.0
Gateway: 192.168.2.2

M - =

>

D e -

through a VPN connection:

e Configure the Internet connection on both eWONs
e Configure the eWON A for VPN incoming (as VPN Server)

Configure the eWON B for VPN outgoing (as VPN Client Server)

Set the eWON A LAN address as default gateway of your devices of site A

Here are the steps to make 2 networks communicate (eWON A — eWON B)

Set the eWON B LAN address as default gateway of your devices of site B

NOANS Make sure that the IP addresses of site A are on a different range than the

# addresses of site B, otherwise, the routing will be impossible.

teIWON
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Configure the eWON VPN Server Chapter 3.

Configure the eWON VPN Server

In our example, eWON A is the VPN Server.

LAN and WAN IP Interface Configuration

Configuration — System Setup — Communication —
Network Connections — Ethernet — Eth1-LAN

eeWON System Setup @
Sarpt setup Users Setup _

General Communica fion

@ CoM config Ethernet LAN Connection

[+
T e
= Q Network connections

: 192.168.1.2

Bl L Ethernet

b b, [EERD S AN 255.255.255.0

b Eth2 - WAN

-- L Modem Update

=@ wen

Set the eWWON LAN IP Address.

Configuration — System Setup — Communication —
Network Connections — Ethernet — Eth2-WAN

_ceWON @

?-) COM Config Ethernet WAN Connection
[—]Q Network connections
- Ethernet 10.0.120.121
Lo L Etht - LaN 255.255.255.0
<. [EnZ2WAN 10.0.0.254

+ L Modem

@ ven

E]---L Networking Config
[]---K Manage Config

Set the eWON WAN IP Address.
The default gateway should be the IP address of the ADSL router of eWON A.
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3. Configure the eWON VPN Server

VPN Configuration

Configuration — System Setup — Communication —
Network Connections — VPN — Global

CeWON @

“ Lommunlﬁhon

\JEOM Config

¥ Interfaces

El g Metwork connections
EI& Ethernet

VPN Connection configuration

b AU Eth2 - WAN
B L Modem

u Incoming
Eu Cutgoing Really Advanced options Please do not change, unless you know exactly what you are doing!
- Global
B Serverl
e B Server2
2-& ven

b Global

----@Incoming
: @Outgoing

Adapt the UDP port used for the Incoming VPN connection if needed. By default Port
In is set on 0 which means that the eWON is listening on port 1194 for the incoming
VPN connection.

Configuration — System Setup — Communication —
Network Connections — VPN — Incoming

%Wou Tag Setup System Setup 10 Server Config @

t)l:t!l'-‘l Config

'k Interfaces

EI% Metwork connections
=& Ethernet

L Modem

2@ ven

Accept incoming VPN connection configuration

- Global

@ Incoming
.
_@Dutgolng

[]---L Metworking Config 10.254.0.2

I:I"-'k Manage Config 10.254.0.1
Update |

Check «listen for incoming VPN connection».

Enter a Passphrase (and remember the Passphrase !!)
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3. Configure the eWON VPN Server

Assign the VPN IP address: leave it on automatic. Set it manually only in case of
address conflict.

Internet Connection Configuration

Configuration — System Setup — Communication —
Networking Config — Internet Connection

_<eWON @
\J COM Config Internet connection setup
- ¥ Interfaces

:I---% Network connections

= L Metworking Config

Ethernet WAN connection [

FID Internet Connection
----- @ VPN Connection

----- & Publish IP Address

----- @ Callback

- {4y Routing _

----- % proxy
----- 0 security (+)

----- £ IP Services
:I---i& Manage Config

Update | :
Select «Ethernet Wan connection» for the Network connection
Check «Maintain connection».

Disable the Publish WAN IP address.

Routing Configuration

Configuration — System Setup — Communication —
Networking Config — VPN Connection
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3. Configure the eWON VPN Server

«eWON ooowin | e B3

(D) COM Config VPN network setup

1@ rorors

[—]Q Metwork connections
=& Ethernet

-- L Modem

=@ ven

R [Lupdte |
Update
"'@Incoming

_@Outgoing

[_]_L MNetworking Config

----- I]D Internet Connection
----- @ VPN Connection

----- & Publish IP Address
----- &4 Callback

----- f_:} Routing

----- £ 1P Services
I:I---l-‘&- Manage Config

Make sure that the VPN network setup is on «Listen for incoming VPN from client».

Configuration — System Setup — Communication —
Networking Config — Routing

CeWON ooowien | wewer P

E}) COM Config Routing setup

- ¥ Interfaces

[]---Q Network connections
..... |'.‘b Internet Connection MNAT and TF (Transparent Forwarding)

= L Metworking Config
----- @ VPN Connection MAT and TF disabled [+
..... 3 i
&" Publizh IF Address Static routes table

----- & Callback
X ) ion Gateway C
----- v+ Routing h
..... -, Proxy 0.0.0.0
----- ﬂ Security

----- £ IP Services
I:I---l-‘&- Manage Config

These changes will be effective from next WAN connection

Update |

Enable «Route all gateway traffic through VPN».
Select «NAT and TF disabled».
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3. Configure the eWON VPN Server

Security Configuration

Configuration — System Setup — Communication —
Networking Config — Security

_ceWON @

’:I)COM Config

[:I_X Interfaces

[]---Q Metwork connections
[_]_L Networking Config

----- I]ﬁ Internet Connection
----- @ VPN Connection

eWON

Networking security setup
'WAN Protection

----- & Publish IP Address
----- @ Callback

----- f_:} Routing

Transparent Forwarding

..... - Proxy These changes will be effective from next WAN connection
----- N Security

Update |
----- £ 1P Services

I:I---l-‘&- Manage Config

In WAN Protection level: select «Allow all...», and perhaps, adjust it later to «Discard
all traffic excepted VPN and initiated trafficy.

Reboot your eWON

For the eWON to take the VPN connection configuration into account, you will have to
reboot it. Otherwise the VPN parameters will not be applied.
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Configure the eWON VPN Client Chapter 4.

Configure the eWON VPN Client

In our example, eWON B is the VPN Client.

LAN and WAN IP Interface Configuration

Configuration — System Setup — Communication —
Network Connections — Ethernet — Eth1-LAN

CeWON IR T

(@) com config
¥ Interfaces

Address Setup m
=] Q Network connections
B b Ethernet 192.168.2.2
< Ethi - LAN 255.255.255.0

Ethernet LAN Connection

- M Eth2 - WAN
- s Modem Update
=@ ven

Set the eWWON LAN IP Address.

Configuration — System Setup — Communication —
Network Connections — Ethernet — Eht2-WAN

C(eWeN T Sit S 50 Saver Confi @
Scwt setup et ]

(@) coM Config
[ ¥ Interfaces

HQ Metwork connections
B b Ethernet 10.1.0.125
- b Ethi - LAN 255.255.255.0

¢ b Eth2 - WAN
" L Modem

=T ven

[]--L Networking Config
[]--"“. Manage Config

Ethernet WAN Connection

10.1.0.1

Set the eWWON WAN IP Address.

The default gateway should be the IP address of the ADSL router of eWWON B.
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4. Configure the eWON VPN Client

VPN Configuration

Configuration — System Setup — Communication —
Network Connections — VPN — Global

& e Script Setup Users Setup Pages List _

@ COM Config

* Interfaces

Elg Metwork connections
E|=& Ethernet

..... L, Ethi - LAN

b AU Eth2 - WAN
= L Modem

u Incoming

= uOutgoing

CeWON I T )
7

VPN Connection configuration
Advanced options

@Incoming

e T outgoing

Adapt the UDP port used for the outgoing VPN connection if needed. By default, 1194 is
used on the other eWON for the incoming VPN connection.

Configuration — System Setup — Communication —
Network Connections — VPN — Outgoing

Configure the eWON for outgoing VPN connection to another eWON.

CeWON 10 Sever Conf

Communication Storage -

(@ coM confi
Q ontia Establish outgoing VPN connection configuration
F- ¥ Interfaces

: . VPN activation rule
Elé MNetwork connections

E|.=&= Ethernst
© e dl Ethi - LAN v

" L Moderm Remote VPN WAN address o

B-F ven
- Glabal
----@Incnming
@Outgoing
[:I---L Metworking Config
I:I"'n Manage Config

10.254.0.1
10.254.0.2

Update |

Enable «Establish VPN connection».
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4. Configure the eWON VPN Client

For the «Primary server» enter the public IP address of the ADSL Router of eWON A.
Select «Other eWON» for the «Connect to...:»
Passphrase: enter the Passphrase you configured for eWON A.

Assign the VPN IP address: leave it on automatic. Set it manually only in case of
address conflict.

Internet Connection Configuration

Configuration — System Setup — Communication —
Networking Config — Internet Connection

CeWON ooowias | i BN

WO

@ COM Config Internet connection setup
- ﬁ Network connections

o . . Ethernet WAN connection =
= l_ Metworking Config

.-

----- I'|D Internet Connection

----- @ WPN Connection Publish WAN IP address

""" &' Publish IF Address D|sab|ed v

----- & Callback

f:} Routing
----- & Proxy "0On demand"” Internet connection
----- ﬂ Security o

----- £ 1P Services
[]---K Manage Config

Update |

Select «Ethernet Wan connection» for the Network connection.
Check «Maintain connection».
Disable the Publish WAN IP address.

Routing Configuration

Configuration — System Setup — Communication —
Networking Config — VPN Connection
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4. Configure the eWON VPN Client

CeWON T ST

(D) oM Config VPN network setup

g

[]--Q Network connections
EIL Metworking Config

: I]ﬁ Internet Connection
@ VPN Connection

& Publish IP Address Tet
pdate |
&4 Callback

tr Routing

Choose : «Establish outgoing VPN to server».

Configuration — System Setup — Communication —
Networking Config — Routing

CeWON TR T

& EWON

@) COM Config
B ¥ Interfaces

- Q Network connections
=53 L Networking Config
..... |'I‘D Internet Connection NAT and TF (Transparent Forwarding)

Routing setup

sSpecial rules

W]
; =
----- @ VPN Connection
""" o

----- & Callback

----- i Routing

----- €% IP Services
I:I---l-‘& Manage Config

These changes will be effective from next WAN connection

Update |

Select «NAT and TF disabled».
Enable «Route all gateway traffic through VPN».

Security Configuration

Configuration — System Setup — Communication —
Networking Config — Security
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4. Configure the eWON VPN Client

_ceWON ST T

G:n:rﬂl Lommunlmhon

JCOM Config

Bl ¥ Interfaces

- g Metwork connections
[_]..._L Networking Config

----- I]ﬁ Internet Connection
----- @ WEN Connection

..... &" Publish IF Address
----- &4 Callback

----- %= Routing

Networking security setup
WAHN Protection

Transparent Forwarding

..... - Proxy These changes will be effective from next WAN connection
----- 0 security

Update |
----- £% 1P Services

E]---K Manage Config

WAN Protection level: select «Allow all...», and perhaps adjust it later to «Discard all
traffic excepted VPN and initiated traffic».

Reboot your eWON

For the eWON to take the VPN connection configuration into account, you will have to
reboot it. Otherwise the VPN parameters will not be applied.
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Configuration of the ADSL Routers Chapter 5.

Configuration of the ADSL Routers

Port Forwarding
You will have to configure the ADSL router of site A to make a port forwarding

(router A).

Router A

o

I
I
|
I
1
1
|
Port

Eil'“"""\

eWON A

0
NTERNET

"C_/\._f
For example, if you use the eWON standard VPN configuration you will have to define
that all the incoming packets on UDP port 1194 will have to be redirected to the WAN
IP address of your eWON (eWON A) at UDP port 1194. (Attention: UDP port <> TCP

port).
*» Current rules *
@ Add a new port forwarding ruls f
A
Proto | Source Destination Remark Actic 4
4
UDP  Uplink ANY : 1194 »» 10.0.120.121: 1134 ncoming VPN connection B 4
R TP T Y T Ly n.-...J’\“,-,-‘-u.-\_’-._h /

B Btttk e e T g
On router B we do not need to configure the port forwarding, because only outgoing
connections are used on this eWON.

Public IP address

To make the VPN connection work, you need to specify in the eWON VPN Client
(eWON B) the public IP address of the router of site A. So, you need a static public IP
address for the site A. If you do not have a static IP address, then you can configure
your router for dynamic DNS and use the dynamic domain name in the eWON VPN
Client. Instead of router A, eWON can also be configured for dynamic DNS.

The public IP address of the router of site B do not need to be static and it is not
necessary to know.
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Configuration of the devices behind the eWONs Chapter 6.

Configuration of the devices behind the eWONs

All the devices connected to the LAN of eWON A must have the LAN IP address of
eWON A as Gateway.

All the devices connected to the LAN of eWON B must have the LAN IP address of
eWON B as Gateway, as shown in our introduction picture.
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Connection Establishment Chapter 7.

Connection Establishment

One the VPN connection has been configured, the connection will be automatically
established when the eWON is powered on. To make sure that the VPN connection is
indeed established, follow this path:

Diagnostic — Status — Status

View IO Alarm Surnmary Diagnostic L |
Alarm History Files Transfer
EventLog Status Scheduled Actions Real Time Log
.
Modbus Select a diagnostic page 1
Unitelway
DF1
EthernetlP ‘
EthernetlP gateway ‘
System Info ;
™ T = Py B e P SR

Click on «Status» to make the following page open:
In our example the VPN allocated IP address is 10.254.0.2 for eWON A.

PPP allocated IP address 0.0.0.0
Current IP transparent forward address 0.0.0.0
VPN allocated IP address 10.254.0.2
PPP accumulated incoming traffic [u} Bytes

PPP accumulated outgoing traffic [u} Bytes

ADSL Line status

ADSL WAN status
ADSL Local IP 0.0.0.0
ADSL Remote TP 0.0.0.0
ADSL Primary DNS 0.0.0.0
ADSL Secondary DNS 0.0.0.0
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7. Connection Establishment

The eWON B received the VPN IP address 10.254.0.1

PPP allocated IP address 0.0.0.0

Current IP transparent forward address 0.0.0.0

VPN allocated IP address 10.254.0,1
PPP accumulated incoming traffic 0 Bytes
PPP accumulated outgoing traffic 0 Bytes
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Troubleshooting Chapter 8.

Troubleshooting

If a VPN connection has been established, but the devices behind the eWONs
do not communicate:

e Check that devices on site A are not on the same LAN IP address range as
the LAN IP address range of devices on site B.

e Make sure that each eWON is the default gateway of the devices linked to it.

If the VPN connection cannot be established:

e Verify that the eWON Server WAN IP address range is different from the
eWON Client WAN IP address range.

e Make sure that each router is the default gateway of the eWON it is linked to:
router A=default gateway of eWON A and router B=default gateway of eWON
B.

If the VPN connection is interrupted:

e Check if the «Maintain Connection» is indeed activated in each eWON (in the
Internet Connection configuration page).
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Revisions
Revision Level Date Description

1.0 2008-12-20 First release.

i Microsoft, Internet Explorer, Windows and Windows XP are either registered trademarks or trademarks of
Microsoft Corporation
i Firefox is a trademark of the Mozilla Foundation

Document build number: 124

Note concerning the warranty and the rights of ownership:

The information contained in this document is subject to modification without notice.
The vendor and the authors of this manual are not liable for the errors it may contain, nor for their
eventual consequences.

No liability or warranty, explicit or implicit, is made concerning quality, the accuracy
and the correctness of the information contained in this document. In no case the manufacturer's
responsibility could be called for direct, indirect, accidental or other damage occurring from any
defect of the product or errors coming from this document.

The product names are mentioned in this manual for information purposes only. The
trade marks and the product names or marks contained in this document are the property of their
respective owners.

This document contains materials protected by the International Copyright Laws. All
reproduction rights are reserved. No part of this handbook can be reproduced, transmitted or copied
in any way without written consent from the manufacturer and/or the authors of this handbook

eWON sa, Member of ACTL Group. Subject to change without notice.
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