eWON Application User Guide

AUG 016 / Rev 1.0

(s

=

g

P Connect 2 eWONs Together Using a Phone
= Connection
9 How to

()]

7))

=

o

>

Phone Line
(PPP Connection)

m E r—

This guide is intended to explain how to connect 2 sites together using a phone connection.
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Hardware and software requirements Chapter 1.

Hardware and software requirements

Hardware requirements
In order to follow this guide you will need:
m 2 eWONs with integrated modem (for example : eWON 2001)

Software requirements

eWON configuration software:

The eWON is configured through its web server. So all you need is a standard Web
Browser software like Internet Exploreri or Firefoxii,

Additionally we suggest you to download the eBuddy utility on our website :
http://support.ewon.biz.

This utility allows to list all the eWONs on your network and to change the default IP
address of an eWON to match your LAN IP address range. With eBuddy you can also
easily upgrade the firmware of your eWON (if required).

Other programming software:
N/A

eWON Firmware Version

To be able to follow this guide your eWON needs a firmware version 5.0 or higher.
A simple way to realize the eWON firmware upgrade is to use eBuddy, the eWON
software companion.

- Connect 2 eWONs Together Using a Phone Connection (How to Page 3/16
teWON 9 o (How to) o


http://support.ewon.biz/

Introduction Chapter 2.

Introduction

With its embedded PSTN, ISDN or GSM/GPRS modem, the eWON is your access
point to field applications and your service gateway to perform remote maintenance
on distant equipments.

In this document, we will see how to link 2 remote sites together using a PPP
connection. We will use 2 eWONsSs.

The feasible connections are:

- PSTNto PSTN

- PSTN to GSM data

- |ISDN to ISDN

Be aware that PSTN and ISDN are not compatible.

]

Phone Line
(PPP Connection)

5 . '
i
t
]

IP: 152.168.1.4
A Masi 785 355 1550
Gateway: 152.168.1.53

IP: 182.168.2.4
Mask: 255, 265 255.0
Gateway: 152.168.2.13

WO Client aWOM Sarver
IP: 192.168.1.53 IP 182 168215
Mask: 255.255.255.0 Mask: 255 255 255,

Here are the steps to make 2 networks communicate (eWON A — eWON §)
through a PPP connection:

e Configure the outgoing modem connection on the eWON Client (eWON A)
e Configure the incoming modem connection on the eWON Server (€WON B)
e Setthe eWON A LAN address as default gateway of your devices of site A
e Setthe eWON B LAN address as default gateway of your devices of site B
e Activate the IP forwarding on both eWWONs

N[®2U= Make sure that the IP address of site A is on a different range than the
# address of site B. Otherwise, the routing will be impossible.
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eWON Client Configuration Chapter 3.

eWON Client Configuration

Modem Configuration

In our example, the eWON Client is eWON A. Depending on the type of modem, you
will have to configure different parameters.

Configuration — System Setup — Communication —
Interfaces — Modem

PSTN Modem Configuration
¢t eWeN

?jgcon Config
5 'ﬁ Interfaces

MODEM

i - E@ Ethl (LAN)
Eﬁ_} Network connections

9 I Networking Config ATRFELR05&K3IRD28C1

o, Manags Soafigan.

Let the Modem Init String unchanged. You might have to adapt it only to fit your local
telephone requirements on some special situations.

ISDN Modem Configuration

_cewoN oensew | sevwcon | venten |

Q)COI‘-‘I Config
- & Interfaces
- L Modem
- BB} Ethi (LAN)
- BB Eth2 (WAN)
: - & Network connecticns
I l Metworking Config

I h Manage Config
_J\'\_\""“"“‘“‘\M =

eWON

MODEM

Let the Modem Init String unchanged. If needed, you may insert the identification
number of your line in the MSN field.
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3. eWON Client Configuration

GSM data Modem Configuration

Let the Modem Init String to its default value. Insert the PIN Code of your SIM card.

{@) com config
E- & Interfaces

L Maodem

i BES Ethi (LAN)
[‘]e.ﬁ MNetwaork connections
=& Ethernet

E| L Modem

u Incoming
+y Cutgoing

59 ven

I:I---L Networking Config
I:I---l-'&- Manage Config

R N A .

@’GWON System Setup 10 Server Config Main Menu

MODEM

ATE&FED&DI&CI+IFC=2,2;+C5N]
I

# Reboot your eWON for your PIN code to be applied.

In the Operator selection field, you can choose if your mobile phone operator should
be allocated automatically or forced.

The other fields (upper part) cannot be modified, they only give you status information:

The Modem Detected field displays the textual description of the e WON
internal modem detected.

The Signal Level field shows the current signal level of your GSM/GPRS
communication. The signal level must be between 20 and 31 (signal levels
below 18 could work, but the communication could be slower or even
interrupted). If you get 0 or 99, check your local environment and your antenna
isolation/power.

The Network field indicates if you are able to connect to the GSM/GPRS
network. You should read «Home network» (when you are in your country)
and «Roaming» (when you are abroad) to communicate safely.

The Operator field displays the current GSM provider that you are using.

CeWeN

Connect 2 eWONs Together Using a Phone Connection (How to) Page 6/16



3. eWON Client Configuration

Outgoing PPP Connection Configuration

Configuration — System Setup — Communication —
Network Connections — Modem — Outgoing — Global

%’ewo“ N Alarm Summary Dizgnostic Configuration
Al Hicory Fis Transtr Log off

@) cOM Config
1‘) PPP outgoing Connection [& Enabled

H- ¥ Interfaces
5@ Network comnections
b Ethernet

EI LModem
ulncnming
= UOutgomg

P Global Maximum connection time

B Serverl
: B Server2
& & ven
- L Networking Config
= K Manage Config
D Security

[ Always return to server 1 =
W Default config

Error recovery

First of all, enable the PPP outgoing Connection.

As you can see, the Idle Time before hanging up is at 120 by default. This means

that the eWON will drop the line after 120 seconds if there is no traffic between both
eWON:Ss.

The Max outgoing call duration is at 60, meaning that the maximum duration of call
will be 60 seconds. The eWON will drop the line whether there is traffic or not
between the eWONSs.

Of course, you can modify those values according to your needs.
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3. eWON Client Configuration

Configuration — System Setup — Communication —
Network Connections — Modem — Outgoing — Server1

%,ewou View IO Alarm Summary Diagnostic Configuration

& ewon | Alarm History Files Transfer Log off G

————
?-) COM Config PPP outgoing Connection - Server 1

[ Interf,
X e
E—]Q Network connections

L, Ethernet

& b odem
u Incoming
Eh CQutgoing
: P Global
; B Serverl

5 2
H @ B srver Configuration commeon to all servers (summary) - editable in global outgoing configuration
. VPN

[+ L Metweorking Cenfig
H--i&- Manage Cenfig

0 security

K Default config

Update |

In the Server phone number field, insert the phone number that the eWON Client will
use to call the eWON Server. In User name and Password fields, type a valid user
name and password of the eWON Server. Do not check the CHAP box.

Routing Configuration

Configuration — System Setup — Communication —
Network Config— Internet Connection

Eﬂ COM Config Internet connection setup

[ g Network connections
Modem Connection [+
= l Metworking Config
I]D Internet Connection u

@ VPN Cennection Publish WAN IP address

- & Publish IP Address Dlsabled =
@ Callback
f +r Routing

In the Network connection field, select Modem Connection. There is no need to
check the Maintain connection box. If you check it, this will force the eWON Client to
establish an outgoing connection every time the connection is interrupted which can
be very expensive.

Configuration — System Setup — Communication —
Network Config — Routing
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3. eWON Client Configuration

[ e | cmmew | e | sy

(@) cOM Config
[]_" ¥, Interfaces
- @ Network connections
= L Networking Config L d
I'D Internet Connection MAT and TF (Transparent Forwarding)
& Publish IP Address
- & Callback

:_‘ Routing

Routing setup

IP Forwarding

NAT and TF disabled >

Static routes table

|
[+ h Manage Config

_"} Security
Lo ¥ IP Services

These changes will be effective from next WAN connection e
Update | )

If you want to reach the devices connected to the eWON LAN port, enable the IP
forwarding between IP interfaces box. Do not enable the NAT and TF.

If you want to reach the eWON only, do not enable this box so that you avoid to
connect to the device(s) on the LAN side.

\[®2I= In eWONSs with VPN capabilities (e.g.: eWON 2005 CD, eWON 4101,...) the

IP forwarding option is activated by default and does not appear on the
Routing setup page.
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eWON Server Configuration Chapter 4.

eWON Server Configuration

Modem Configuration
In our example, the eWON Client is eWON B. Depending on the type of modem, you
will have to configure different parameters.

PSTN Modem Configuration

(/Qwou Tag Setup System Setup 10 Server Config
e

(@) com config
: ¥, Interfaces

- L Modem

- H® Ethi (LAN)

MODEM

ﬂ & Network connections

:| l_ Netwarking Config AT&FE1I&QS5&K3IRD2ECT

_-l-'J‘h. Manaas Lagfig .

Let the Modem Init String unchanged. You might need to adapt it only to fit your local
telephone requirements on some special situations.

ISDN Modem Configuration

CeWeN System setwp |10 Server Confiy

“ meunlmhm _

Q)CDM Config

& Interfaces
L Modem
BS Ethi (LaN)
B8 Ethz (WaN)
Network connections
L Networking Config
+ R Manage Config
e AR g, D R ———

MODEM

Let the Modem Init String unchanged. Here you may need to insert the identification

number of your line in the MSN field if you have several equipments on your ISDN
line.
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4. eWON Server Configuration

GSM data Modem Configuration

‘#ewou Tag Setup System Setup 10 Server Config Main Menu .

General Communication Storage

{@) com config
- ¥, Interfaces

MODEM

o E® Eth1 (LAN)
E-J\'-B Metwork connections
=& Ethernet

E| L Modem

u Inceming
U Cutgeing
=@ ven

ATE&FEQ&DI&CL+IFC=2,2;+C5NY
I

[]---L Networking Config
[]"-i&- Manage Config

L A i e T

Let the Modem Init String to its default value. Insert the PIN Code of your SIM card.

# Reboot your eWON for your PIN code to be applied.

In the Operator selection field, you can choose if your mobile phone operator should
be allocated automatically or forced.

The other fields (upper part) cannot be modified, they only give you status
information:

e The Modem Detected field displays the textual description of the e WON
internal modem detected.

e The Signal Level field shows the current signal level for your GSM/GPRS
communication. The signal level must be between 20 and 31 (signal levels
below 18 could work, but the communication could be slower or even
interrupted). If you get 0 or 99, check your local environment and your antenna
isolation/power.

e The Network field indicates if you are able to connect to the GSM/GPRS
network. You should read «Home network» (when you are in your country)
and «Roaming» (when you are abroad) to communicate safely.

e The Operator field displays the current GSM provider that you are using.
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4. eWON Server Configuration

Incoming PPP Connection Configuration

Configuration — System Setup — Communication —
Network connections — Modem — Incoming

{0) com config ) N y
5)'% Interfaces PPP incoming Connection = [———
:_I t_\, Network connections AT AT

T

u Incoming

Eu Qutgoing v

E P Global I

B Server2 o0

=D ven —
]--L Networking Config _
]--i& Manage Config

Check the PPP incoming Connection box and enable the Use incoming for
outgoing box so that the incoming connection becomes default gateway.

Set the Idle time before hanging up (by default, the line is interrupted after 240
seconds of inactivity). Bear in mind that there is no need to change the eWON PPP
server IP address and the PPP Client IP address. Of course, you can adapt those
parameters according to your needs.

When the PPP connection is established, the eWON receives a PPP IP address and
will thus be reachable at address 202.0.0.240 over the PPP connection. Of course,
you can still reach your eWON through its local LAN IP address using the same PPP
connection.

(81 The PPP IP address MUST differ from the e WON local IP address.
Otherwise, the routing is impossible. This is the reason why there is no need
‘? the default settings.
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4. eWON Server Configuration

Routing Configuration

Configuration — System Setup — Communication —
Network Config— Internet Connection

fl) com config
B %g Interfaces

Internet connection setup

228 ﬁ_, Network connections

. Mo Internet access | =
EIL Metworking Config
; Internet Connection L

- VN Connection Publish WAN IP address

- &0 Publish IP Address
-y Routing

Select No Internet access in the Network connection field. No need to check the
Maintain connection box as this eWON (Server) will wait until the eWON Client calls
it.

Configuration — System Setup — Communication —
Network Config — Routing

@ COM Config Routing setup
[+ & Interfaces IP Forwarding
[+ g Network connections =
= L Metworking Config R EEEEEEEE——N—SS——— —..*k
|"D Internet Connection MNAT and TF (Transparent Forwarding)
d“ Publish IP Address NAT and TF disabled
& Callback Static routes table
* Routing

ﬁ Security
% 1P Services
|2} R Manage Config

These changes will be effective fram next WAN cannection

Update | /

If you want to reach the devices connected to the eWON LAN port, enable the IP
forwarding between IP interfaces box. Do not enable the NAT and TF.

If you want to reach the eWON only, do not enable this box so that you avoid to
connect to the device(s) on the LAN side.

\®2I= In eWONSs with VPN capabilities (e.g.: eWON 2005 CD, eWON 4101,...) the

IP forwarding option is activated by default and does not appear on the
Routing setup page.

CeWeN
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Connection Establishment Chapter 5.

Connection Establishment

Permanent connection

In the eWON A, check the Maintain Connection box so that the eWON A will try to
re-establish the connection if it was interrupted. Make sure that connection settings
are correctly configured (the max call duration and call budget).

Triggered by a device behind eWON server A

Configuration — System Setup — Communication —
Network Config — Internet Connection

(@) com config
- %€ Interfaces

- @ Network connections

i Ethernet WAN connection =
=] I_ Networking Config
’]‘D Internet Cennection o

@ WPN Connection Publish WAN IP address

-~ &) Publish 1P Address
[ ok O
44 Routing

%Prmcy Ondemand Internet connection
|r_‘| Security

Internet connection setup

£ 1P Services 9
=S '1& Manage Config

Select the Accept dial on demand from ANYONE EXCEPT from option. So, every
time a device on site A needs to connect to side B, the outgoing connection will be
triggered.

By scripting

Thanks to a Tag (in eWON A), it is possible to activate an outgoing connection or only
establish the connection on a certain time.

An example of script allowing the activation of an outgoing connection thanks to the
variation of a Tag can be found in our document KB-0017-0
(http://support.ewon.biz/kb.html).
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Troubleshooting Chapter 6.

Troubleshooting

eWON A cannot reach eWON B

e Check the phone number, user name and password used for the PPP
connection.

e Maybe you need to add an access code before your phone number.
(e.g. 0, 0032212345678)

The PPP connection is established, but the devices are unreachable

e Check that the devices on site A are not on the same LAN IP address range
as the LAN IP address range of devices on site B.

e Make sure that each eWON is the default gateway of the devices linked to it.

e Verify that you have activate the IP forwarding between IP interfaces option
during the routing configuration.
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Revisions
Revision Level Date Description

1.0 2008-12-20 First release.

i Microsoft, Internet Explorer, Windows and Windows XP are either registered trademarks or trademarks of
Microsoft Corporation
i Firefox is a trademark of the Mozilla Foundation

Document build number: 96

Note concerning the warranty and the rights of ownership:

The information contained in this document is subject to modification without notice.
The vendor and the authors of this manual are not liable for the errors it may contain, nor for their
eventual consequences.

No liability or warranty, explicit or implicit, is made concerning quality, the accuracy
and the correctness of the information contained in this document. In no case the manufacturer's
responsibility could be called for direct, indirect, accidental or other damage occurring from any
defect of the product or errors coming from this document.

The product names are mentioned in this manual for information purposes only. The
trade marks and the product names or marks contained in this document are the property of their
respective owners.

This document contains materials protected by the International Copyright Laws. All
reproduction rights are reserved. No part of this handbook can be reproduced, transmitted or copied
in any way without written consent from the manufacturer and/or the authors of this handbook

eWON sa, Member of ACTL Group. Subject to change without notice.
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