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This Application User Guide explains how to connect to eWONs through the VPN tunnelling
service Talk2M Pro in order to access the equipments connected behind it.

Content




Table of Contents

IR 11 X 11 e 4o Y o T 3
2. Hardware and Software RequUIrements..........ccuuuieeeieeeeeeississssnisss s s sssss s e sssssssssssssssssnmssssessmssssesnnses 4
2.1. Hardware ReqUIFEMENTS........coiiiiiiiiiici e e e e e e e e e e e e e e e e et e e e e et e e e e et e eeeanans 4
2.2. SoOftware REQUIFEMENES.........cooiiiiiiccee e e e e e e e e e e e e e e e et eeeeaaans 4

3. Connect to your Talk2IM ACCOUNL.............ccoieiiiiiierirrrrrrrrrrmmmmesssssss s s s s e s e e e e e e e s rnnmmssssssssssssssssrnnnsssrnnnns 5
3.1. Install eCatcher 0N YOUr PC ... e e e e et e e e eaaaeeaeees 5
3.2. Accessing the TalK2M PrO SEIVICE.......iiiiieiiiie et e e e e e e et e et e e e e e eaeeeanaaes S
3.3, ConNection t0 @n EWON . .....comi e e 6
Getting YOUr @WON ONINE........oiiiiii s 7
Triggering Wireless Modems (GSM/GPRS/EDGE/HSUPA)..........uiiiiiiiiiiiieeeeeeeeeeeeee e 7
Triggering Landline Modems (PSTN)......ooo oot eeeeees 8
(070 ] o =To g = [ or= Ty =T ) TP 9

3.4. Disconnection from an @WON..........ooiiiiii e e e e e e e e e e e e e e e e eeaaanans 10
Hanging-Up (GO OffliNE).......ccooiiiiieeeeeeee et 10

4. Appendix A - Change PasSWOrd........... ..o 1"
5. Appendix B - Connection & Proxy Settings.........cccoouiiiiiiiiniiseseeiirrnn e 12
RSN/ (0] 1 1= 13

’/@W‘N Talk2M Pro - Remote Connection (Application User Guide) Page 2/13
Z



Introduction Chapter 1.

1. Introduction

The present application guide applies to Talk2M Pro, which is the enterprise level version of our
Talk2M VPN tunneling service. Hence, the screen captures of this manual reflect the Pro
version. For more details on Talk2M see: http://www.talk2m.com/

This document explains how to connect to a distant site using our VPN tunneling service Talk2M
Pro. The configuration itself is supposed to be done already.

You will need the following to follow this guide:
e a Talk2M Pro account name

e a user name and password
If you don't have them, you should ask an admin of your Talk2M Pro account

Diagram of a Talk2M connection:
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Hardware and Software Requirements

Chapter 2.

2.1.

2.2,

Hardware and Software Requirements

Hardware Requirements

In order to follow this guide you will need:
e 1 PC featuring a Windows OS and an Internet access to the Internet
e 1eWON with VPN capabilities (either with Ethernet WAN or through modem)
e for example : eWON 2005/4005 CD, eWON Flexy 101, etc.

Software Requirements

The present revision of this document is based upon:
eCatcher V4.x, your VPN-client application to access your eWONs through Talk2M.

You can download it here: http://support.ewon.biz/softwares.htm
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Connect to your Talk2M Account Chapter 3.

3. Connect to your Talk2M Account

3.1. Install eCatcher on your PC

To be able to access your Talk2M Pro account, you will first need to install the last version of the
eCatcher software on your PC. The software can be downloaded from our website
http://support.ewon.biz/softwares.htm

A simple installation wizard will guide you through the installation of eCatcher.

3.2. Accessing the Talk2M Pro service
Start eCatcher.

#. eCatcher, (4.0.0 build 13070)

English ¥ ﬂ

Account: |GettingStarted |

Create a Free+ Account

Username: |admin |

Forgok Password?

Remember Me

[ Jue Tak’M @

To into your Talk2M account, enter your Account name, Username and Password which you
received from an admin of your Talk2M Pro account.

Note: Refer to 5 Appendix B - Connection & Proxy Settings if you need to go through a Proxy
server to access the Internet.
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To make connections, the user will need only the the first button labeled eWONs.

other buttons mostly give access to administration pages where normal users

(*) just can view parameters but not modify them. Except under Users where a
- normal user can change his password if he was allowed/forced to do so by an
administrator.

cWONs For a normal user shows only the eWONs he can connect to.
Allows the normal user to connect or disconnect to an eWON.
For a normal user shows only his own user profile.
Users .
Allows the normal user to change his password.
Pools Allows the normal user to view the Pools he can connect to.
Groups Allows the normal user to view the Groups he is part of.
Account Allows the normal user to view the Account properties.

(*) As this guide is intended to normal users that only need to connect/disconnect to

eWONSs, only the eWONs and Users buttons will be addressed.

3.3. Connection to an eWON

To display the eWON list, click on the eWONs from the menu bar on the left side of the
eCatcher software.

Users

—
mER

Pools

A

GEroups

My eWONs

EWON Site &
Print Shop

Bulk Storage

Packaging Line
‘windrmil

Add EiProperties ==l Logs @ Refresh

User(s) connected Company Site Location

Offline European poal, ...

Offline Printing shop eWW O™

4 | Descripkion

European pool Drukmaster Utrecht

Offline Conveyor Belt _ American pool, ... | Wash Powder Inc, | Site € Beverly Hills, USa
G Offline status no... Palettisation American pool, ... Unified Paper Mills  Site & Misore, India
G Offline status no... Power Plant American pool, ... Heawvy Steel Indus,.. Site ¥ Osaka, Japan

Only the eWONSs to which the logged user has access will be displayed here in the list.
For each eWON, the following information is available:

Name

Status (*)

Description

User(s)

connected

Pool

Displays the eWON's name (as created in Talk2M, not in the eWON itself)

Indicates if the eWON is Offline, Online or Connected

Shows no icon at all when offline, a green icon when online, a red icon when
connected, or a red clock icon when the device needs to be woken-up
(devices featuring wireless modems).

Gives the description of the eWON (free text, optional)

Empty if no user connected at all.

Shows the name of the connected user(s) if the relevant eWON of the
connected user (local or from another interface).

Shows Unknown user if you do not have the permission to see the
connected user or if this user has been configured to remain hidden.

Indicates the pool that this eWWON belongs to.

Custom fields Optional information on this eWON (can be empty).
(*) You can Connect only if the corresponding eWON has the Online status.

@ cWON
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Connect to your Talk2M Account Chapter 3.

Getting your eWON online

When an eWON is Online, the Online label appears in the Status column as well as the
Online icon &

If your eWON is NOT permanently connected to the Internet, you need to trigger its modem to
dial and open an internet connection (go online).

Triggering Wireless Modems (GSM/GPRS/EDGE/HSUPA)

In the case of wireless modems, they are triggered by a short message (SMS). This short
message (SMS) will be automatically sent by Talk2M when you click on the Red clock icon in
the Status column. A small popup opens, click on Wake up. Alternatively, you can click the
Wake up button from the toolbar. A notification popup indicates that the SMS was sent.

m My eWONs

Add @

Users

|
==
Offline

Pocls Offline
Offline
™ " =
Y OFflina kb nokifiad
F 1
o il Ei : — :
Pro perties Notification; g|

Groups

Logs
Wake up

.
y Wakeup SMS Sent

After about 60 seconds, the eWON has established its connection to the Talk2M server through

the Internet. The fact the eWON is online is confirmed by the following icon & in the Status
column.
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Connect to your Talk2M Account Chapter 3.

Triggering Landline Modems (PSTN)

For this kind of modem, Talk2M cannot send a short message (SMS), you have to dial (*) the
modem by yourself. To do so, right-click on the Red clock icon in the Status column (like for
wireless). A small popup opens, click on Wake up. Alternatively, you can click the Wake up
button from the toolbar. A popup with the phone number of the eWON appears:

users | My eWONs

- Add Ei Properties Logs ﬁ Wake up [&F Refresh
==
mER

Pools | Bulk Storage Offline Conveyor Belt American pool, Asian... Beverly Hills, USA  Sit

. Packaging Line T offline stat... Palettisation American pool, Africa... Misore, India Sit
Print Shop Offline Printing shop eWOMN European pool Utrecht Sit
. - Recycling Line Offline eWON of Clapham North High Voltage Pool, Eu... London NW3 Cli

E Matification

':] Please dial +32477284578 to wake up the eWON (Callback must be configured in eWON)

After dialling, depending on the eWON configuration, either let ring the configured number of
times and hang up. Or wait until the eWON the goes on hook and hang up. The eWON then
uses his callback function to go online.

(*) This phone number is configured in the Properties of the corresponding eWON.

When the eWON is online, the green connection icon & appears as well as the hangup icon.
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Chapter 3.

Connect (all carriers)

To establish the VPN connection, select the eWON and click on the Connect icon.

*. eCatcher (4.0.0 build 13070)

G Active connection
WO

My eWONs

Printing shop eWW O™

Conveyor Belt

Palettisation

el | =Y/ON Site £ OFFIlne
Pools | Print Shop Cffline
Bulk Storage Offline
A{: Packaging Line &
b | irncrmill T Offline status no... Power Plant
GEroups

Tom Sawyer [TSR] MyTalkZMaccount  Logout

Mo active connection,

- Add - Properties - Logs Canreck Refresh
'_*_‘ User(s) connected Company

European poal, ...
European pool

Ametrican poal, ...

Ametrican poal, ...

Drukmaster Sike E
Wash Powder Inc,  Site C

Urified Paper Mills

Heavwy Steel Indus... Site X

CEBEX

English ¥ ﬂ

The application is asking Talk2M to create a route and hooks the PC-side with the eWON side,
enabling the VPN connection between the two. Once you are connected to the eWON it appears
in the Active Connection section on top of the window AND the status Connected is displayed
with the connected icon in the Status column.

Once the VPN tunnel is established between the PC and the eWON, not only you are connected
with the eWON, but also (if the eWON dependencies have been configured) with the devices
that are behind it. Double clicking on the hyperlink (1) of the eWON in the Active Connection
area will open the eWON web interface in your Internet browser. If they have been configured
eCatcher also displays the security settings (2) and the devices (3) behind the eWON and the

links to access them.

. eCatcher, (4.0.0 build 12668)

Devices

CEBX

Account

My eWONS

-Add -Propertles -Logs lesconnect .

@D & ackaglng Line {17 10.237.153.103  Palettisation line

Users “‘ LAN: Al devices on network are reachable by connecked users,

@ HMI Wrapping Machine  192,168,120,4:HTTP
E:\ . PLC Control Room 168,120,233

Palettisation Wrapping Machine
192,168,120,233:HTTP  Palettisation Control Room PLC

Tom Sawyer [TSR] MyTalkZMaccount  Logout English ¥ ﬂ
Active connection

Mame

Packaging Lin...| ~@§- Conne...

Bulk Storage Offline
windrmil (63 & orline

@ cWON

Conveyor Belt Beverl... Site C
Power Plant Osaka,.. Site ¥
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Connect to your Talk2M Account Chapter 3.

3.4. Disconnection from an eWON

To close the VPN tunnel of a connected eWON, simply click the Disconnect button E from
the toolbar or in the eWON list. The device disappears from the Active Connection section
once it is disconnected. This disconnection is from the Talk2M service, not from the carrier. The
word and icon Online appearing in the Status column reflects that the connection to the carrier
is still present.

Hanging-Up (Go Offline)

If your eWON is connected through a modem, you can hang up the line (go offline) by selecting

it in the eWON list, right clicking on the green icon % in the status column and select the menu
option Go Offline. Once the device is offline, the Green icon and the word Online are replaced
by the Red clock icon and the word Offline.

#._ eCatcher (4.0.0 build 13070)

Active connection

Mo active connec

My eWONs
Users

Add Properties ==l Logs Conneck Refresh
el | cWON Site A offine el | ags

Pools | print Shop Offline

Bulk Storage
Packaging Line

L
.{
P L]
“windmil
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Chapter 4.

4,

Appendix A - Change Password

Provided they have been authorized/forced to do so in their profile, normal users can change

their user password.

From the left side of eCatcher, click the Users button (1). The following window is displayed:

2 eCatcher (4.1.0 build 13545)

= | S [ |

Users ( 3)
Add Properties Logs Refresh
Name - m Email
pbt 9 Pronarion pbt@ewon.biz
- Logs
=

Description

Chief Operator

Pierre Becquart [pbt] MyTalk2MAccount Logout English v [

Group(s)
Operators

Roof
B1G]

Select the user row in the list (2) and click the Properties button (3) to display your User
Properties window in which you have to click the Modify Password button in the user's main

properties area (4).

’j_ eCatcher (4.1.0 build 13545) |_3_| = B3 X
Pierre Becquart [pbt] MyTalk2MAccount Logout English v &
G User Properties: Pierre Becquart [pbt]
SIS = Back to users Duplicate Delete @ Disable
g Pierre Becquart [pbt]
Chief Operator
_-—T—'_ Email: pt = y
— Building: 5| L. Password ﬁ Modify User Identity.
Production area: S :
ol Room: B] | Mew Password: !@D
lll{: Confirm Password: | m
Groups VPN
This user has no tur]
Account

Now, simply introduce your new password and confirm it in the relevant fields. eCatcher checks
whether the syntax of the new password is meeting the syntax requirements that have been

defined for your Talk2M account.

@ cWON
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Appendix B - Connection & Proxy Settings Chapter 5.

5. Appendix B - Connection & Proxy Settings

Click on the Settings button of the login page to access the eCatcher Settings.

#. eCatcher, (4.0.0 build 13070)

English ¥ E

eWChs

LUsers /

Account

Account: |MyTaIk2MAccount |
Create a Free+ Account

Username: |TSR |

Password: |uuuuuuuuuu |

Forgok Password?

Remember Me

[] Connect sutamatically

Settings

The eCatcher Settings panel opens. To change the connection settings, click on the Modify
button in the Connection & Proxy Settings area.

*. eCatcher (4.0.0 build 13070)

=

vHd

Englis!
#. eCatcher Settings

() Auto Detect

eCatcher Settings

eWONs = Back Syskem logs

Connection & Proy Settings

Users (O} (s F
eCatcher connects Talk2M using TCP port 443, T Modify.

Proxy Server: |10.D.D.14

Port: |3030

pre— Username: |pbt

Password: | e

Show advanced settings...

Here you can define how eCatcher will connect to the Talk2M server. By default eCatcher is
configured in Auto Detect which consists in first trying to connect using UDP, and then fall back
on TCP if the results in UDP are not satisfactory.

To work with a proxy server, select TCP through Proxy server. Fill out the Proxy server
parameters and click on OK.
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Revisions

Revision Level Date

1.0
20
2.1
3.0
4.0

05/07/09
07/10/12
20/09/12
27/01/14
25/03/14

Description

First Release.

Update to eCatcher V 3.1

Update to eCatcher V 3.2 (user visible + reset password)
Update to eCatcher V 4.0

Update for normal users of Talk2ZM PRO only

Document build number: 185

Note concerning the warranty and the rights of ownership:

The information contained in this document is subject to modification without notice.
The vendor and the authors of this manual are not liable for the errors it may contain, nor for their
eventual consequences.

No liability or warranty, explicit or implicit, is made concerning quality, the accuracy
and the correctness of the information contained in this document. In no case the manufacturer's
responsibility could be called for direct, indirect, accidental or other damage occurring from any

defect of the product or errors coming from this document.

The product names are mentioned in this manual for information purposes only. The
trade marks and the product names or marks contained in this document are the property of their
respective owners.

This document contains materials protected by the International Copyright Laws. All
reproduction rights are reserved. No part of this handbook can be reproduced, transmitted or copied
in any way without written consent from the manufacturer and/or the authors of this handbook

eWON sa, Member of ACT'L Group. Subject to change without notice.

€ ecWEON
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