eWON Application User Guide

AUG 027 / Rev 1.0

(3
=
3
; ENDIAN Topologies
s Setup of different Network topologies with
9 Endian Firewalls
é
=
=
>
Supervisor
Ation _

"""v”
ADSL modem \

y‘r—* INTERNET )
IT LAN WAN
—P -

e _en.o;"--'ﬂ




Table of Contents

1. Hardware and software reqUIrEMENES. ..........ooiiiiiiieee e e e e e e enans 3
Hardware reqQUINBIMENTS. ... ... ittt e e e e e e e e e e e e eeeataaa e e e e eeeaeeeeeeenennnnnnneaeees 3
SOfWAIE FEQUITEIMENTS. .. .eeii i e e e e e e e et a e e e e e e e e e e e e e aaaa e e e ra e eeaenns 3
EWON FIrMWEAre VEISION......coiiiiiiiiiieee ettt ettt e e e e e e e e e e e e e e e e e e e e e eeetn e e e eeeeennnnns 3

B N\ 1= AT o [Q 1o o T [ Yo 1 = JA 4
Topology 1: Dedicated SA NEIWOIK. ... 4

ENDIAN CONNECHIVILY SEEUP. .....utttiiiiiieiiiiii e e e 4
OPENVPIN SBIUP. ...ttt e e e e e e e e e e e e e e e et e e e e e e aaeeeeeetaeeeesaaanas 7
LNV @ LN =T =Y (U] o TP 9
(@7 0] o1 1113 o 3 10
Topology 2a: SA in separate NEIWOIK............oeiiiiiiiiiii e 11
ENDIAN CONNECHVILY SEIUP....ceiiiiiiiiiie e e e e e e e e e e e e e e e e e aa e e eeeas 11
L@ oT=T g A o NI (1 o PSPPI 13
EWON SOIUP . . eieiiiiiiie ettt et e e e e e e e e e e e e e e e e e e e e s e s s nnnsssnassassseeeeeeeeeeeeeennns 13
What ask to the Corporate IT..........ooiiiiiiiiii et e e e e e e et 14
(©70] o 131113 (o] =30 15
Topology 2b: SA IN DMZ NEIWOIK........cooiiiiieieeeeee ettt e e 16
ENDIAN CONNECHIVILY SEIUP....covii i et e e e e ees 16
OPENVPIN SBIUP. ... ittt ettt e e e e e e e e e e e e e e e e e et a e e e e e e e s et e eeeaanns 18
LT AT LN IS (oS 18
What ask to the Corporate [T ........oooiiiii e e e e e e e e e e e e 19
@70 o [0 1= o = 3SR 20

RSNV <1 [0] 1= TR PO 21



Hardware and software requirements Chapter 1.

Hardware and software requirements

Hardware requirements
In order to follow this guide you'll need:

m  Minimum 1 eWON-VPN (several is better) with Internet connection
for example: an eWON2005CD on your corporate LAN
or an eWON2101-gprs with a SIMCard
or an eWON2104 with an ADSL connection

m 2 Endian4ewon devices.

m  One Broadband Internet connection without any port restrictions
For example: an ADSL line with an ADSL modem

Software requirements

eWON configuration software:

The eWON is configured through its web server. So, all you need is a standard Web
Browser software like Internet Exploreri or Firefoxii.

Additionally we suggest you to download the eBuddy utility on our website :
http://support.ewon.biz.

This utility allows you to list all the eWWONs on your network and to change the default
IP address of an eWON to match your LAN IP address range. With eBuddy you can
also easily upgrade the firmware of your e WON (if required).

Other programming software:

ENDIAN Firewall is configurable through its web server. So, all you need is a standard
Web Browser software like Internet Explorer' or Firefox'.

eWON Firmware Version

To be able to follow this guide your eWWON needs a firmware version 5.6s2 or higher.
A simple way to realize the eWON firmware upgrade is to use eBuddy, the eWON
software companion.
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Network Topologies Chapter 2.

Network Topologies

Topology 1: Dedicated SA network

SA stands for Supervisor Application.
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Figure 1: Dedicated SA network

This network topology is the simplest one, you have a dedicated Internet connection
to your Supervisor Network.

Your Endian Device will do all the connectivity and security tasks to allow your remote
eWONs to be connected to the LAN network.

ENDIAN Connectivity Setup
On this Endian, you need only to setup 2 interfaces, the GREEN and the RED.
For that, simply use the Network Configuration wizard.

NO2l=  With my ADSL Modem (D-LINK DSL-300T), if | use it as ADSL-Router, the
# internal D-Link firewall will block all ports excepts 80 and 21.

As the ENDIAN is firstly a Firewall and because | want to use OpenVPN
(UDP1194), it's required to setup the ADSL Modem in Bridge mode to
disable the D-Link firewall.

Then, the PPPoE parameters will be setup in the ENDIAN.
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2. Network Topologies

»  Metwork setup wizard

Step 107 Chooze type of RED interface

RELv. untrusted, internet connection QYA

Hardware information

Mumber of irterfaces 5

¥ MNetwwork sstup wizard

) ETHERMET STATIC

' ETHERMET DHCP

& pppoE

7 ADSL (USB, PCl)
 1zon

1 ANALOGLMTS Modem

C GaTBMRY

Cancel | FEr

Step 207 Choose netveork zones

. network seagment far servers accessible from internet (Db

BLUE:

B nione

: C oRaNGE

 BLUE

' GRANGE & BLUE

¢ |

netweork segment for wireless clients (WIFD

Cancel I ek I

¥ Metwork setup wizard
Step 3T Metwork preferences

GREEH (trusted, internal netwoark (LARY:

|192.188.12D.1E

Add additional addreszes (one IPMetmask or IPICIDR per line)

IP acdress:

Interfaces:

Port Link Description MAC Device

1 & Reattek? 00:B0:el:43:65:f5 ethi
O 2 &  Intel 7 00:ED:ele2:chdd ethl
I_ a3 x Intel 7 00:60: el e chds eth2
u 4 Intel 0060 ele2cldE eth3
u 5 ¥ IntelZ 00B0:eledchdf ethd

Hoztrisme: Iefw-1 221755121
Diomainnatme: IIocaIdomain
€44 Cancel | Fr¥ |

network mask:

| /24-255 25652550 |

¥ Metwork setup wizard

Step 47 Internet access preferences
Substep 14 supply connection information

Interfaces:

Port Link Description MAC Device

. 1 * Realtek? O0:E0:el: 436515 ethO
2 & Inelz O:ED: el e cEdd ethi
O 3 x Irtel 7 0E0elercEds eth2

n 4 & Intel 7 00 El el e cEds eth3
5 ¥ Intel? 0060 el e chd? ethd

>

A additional addresses (one IPMetmask or IPACIDR per line) :

Username:

I Nomatafa@an S

Pazzword: Wllele N

[FaF orcHEF =]

Authentication methocd:

¥ Network setup wizard
Step 57 configure DNE resolver

CihlE: automatic

£44 Cancel | By

MTL: & I‘I4DD
D= @ automatic © manual
Service: . I

——

Concentrator name: «
* This field may be blank.

444 Cancel | i |

CeWeN
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2. Network Topologies

¥ Metwork sstup wizard

Step 67 Apply configuration

Congratulstions!
Metweork setup is ready, olick Ok to apply the nesvy configurstion.

(s Cancel I OF.. apply configuration |

3 Hetwork setup wizard &

Step 7T End

“our configuration has been saved. Please wait urtil the dependert services have been reloaded. This may take up to 20 seconds . Enjoy!

Remember to check if P address blocks of services are =il configured as you wish. Mainly check the configuration of "Network based access control" of
the HTTP Prosy.

Now, the ENDIAN has the LAN IP address 192.168.120.16 and is connected to
Internet by the ADSL Line.

To easily manage the “Supervisor Network”, configure the DHCP service with, for
example, DHCP IP range from 120 to 254.

DHCPF configuration

DHCP server » DHCP

Crymamic DS

Clamay antivirus Green interface Enabled 2 Save |
Time server =] Settings

Traffic shaping

Start address W End addres=s W
Default lesse time (min) * IEU— Mz lesse time (min) * I'I2U—
Domain name suffix W

Pritnary DS W Secondary DS I—
Pritnary NTP server I— Secondaty MTP server I—
Pritnary WINS server address I— Secondary WING server address I—

Save all I * This field is required.

Custom configuration ines

Then, our “Supervisor Network” is divided in two ranges:
- the lower IP addresses (till 119) reserved for fixed |IP addresses
- the upper IP addresses (from 120) reserved for DHCP IP addresses.
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2. Network Topologies

With my ADSL line, the public IP address is dynamic, then, it is useful to setup a
Dynamic DNS service to help eWONSs to find the server.

Services Firesevall

Cynamic DNS client

DHCP server »  Currert hosts
Dynamic DHS

o @ Add a host
Clamay antivirus @
Time server Service Hostname Domain Anonymous wel proxies Wildeards Enabled  Actions

Traffic shaping dyriclrs.org Evan dyrialias net ]| ]| & & §
Faorce update I

Legend: EEnabled [click to disable) [ Disabled [click to enahle) Q)Ed'rt ﬁ Remowve

On the Dynamic DNS page, click on the & £dd=host link and configure your
dynamic DNS account (among dyndns.org, dyns.cx, easydns, no-ip, ...).
My Endian Firewall is now reachable at the address ewon.dynalias.net.

OpenVPN setup

To allow eWONSs or computers to join the “Supervisor Network”, you need to configure
the VPN of the ENDIAN.

Firesavall

OpenyPr - Virtual Private MNetworking

OpenVPH server ﬁ Server configuration | Accourts  Advanced PN client dovwnlosd

Open®Ph client [Gw2Gw]
¥  Global settings

IPzec
Opent'PM zerver enabled: 72
Cyeramic: IP pool start address: I‘I 92168.120.20
Dynamic: 1P pool end address: I'I 92.168.120.40
Save and restart I Dovvnload CA cedificate

Here above, we reserve the addresses from 192.168.120.20 to 40 for the pool of
OpenVPN Clients (eWONs or computers).

%WON ENDIAN Topologies (Setup of different Network topologies with Endian Firewalls) Page 7/21



2. Network Topologies

We need to create one Account for each OpenVPN clients.

Metvwark = Firesavall

OpenyPr - Virual Private Metworking

OpenVPH server Server configuration | Accounts | Advanced WP client dowenload

Cpen PR client (Gw2Gw))
¥ Account configuration

IPsec
Username Remote nets Push nets Static ip Actions
UzerPRH dynamic =3 F &
ewon 00 10.0.100.0/24 dynamic & ¥ &
ol 01 100.101.0124 dynamic & ¥ &
ol 02 1001020024 dynamic & ¥ &
ewonds 10.0.45.0024 dynamic & F &

Add account | Restart DpertyPH server | Dowenload CA certificate

Legend: E’ Enabled (click to dizakble) [ Dizabled (click to enable) r.s/':Ed'rt ﬁ Remove

Here above, we defined 5 accounts, one for a User where we don't defined any
remote nets behind this remote computer, and 4 accounts for eWON devices where
we defined one remote network.

In the Advanced page, you can defined the Protocol/Port (UDP/1194) used by the
OpenVPN and the authentication method (PSK username/password).

Fireweall Proxy

OpenyPM - Virtual Private Metworking

Open¥PH server u Server configuration  Accourts | Advanced | %FPM client dowenload

Opent PR clisnt (Gw2Cw)
»  Advanced settings

Psec
Fart: |1 194 Block DHCP responses coming from tunnel: =2
Protocol: IUDP vl Dion't block traffic between clients: -
Mote: You may allew multiple ports by port forward them
Save and restart I
P TSP . . W - 1o =1 i )

¥ Authenticstion setings
Authentication type

¥ pak [uzernameipassword)

7 % 509 cettificste

3 509 certificate & PSK b factor)

Now, the ENDIAN firewall is well configured to manage the LAN, connect to Internet
and handle the OpenVPN Clients.

%Won ENDIAN Topologies (Setup of different Network topologies with Endian Firewalls) Page 8/21



2. Network Topologies

eWON setup

To configure an eWON, fill the VPN—Qutgoing Page with one account defined in the
ENDIAN firewall and with the certificate of it.

7l) COM Confi
@ ontig Establish outgoing ¥PN connection configuration

- % Interfaces
. ¥PN activation rule
Elg Netwark connections
L, Ethernet

- R Modem

B- Q YR Remote ¥PN WAN address or name: [[RE = R

'@Outgoing
[ Metworking Config
=5

'1& Manage Config

H
2l

e

NIIDWICCAKkKgAwIBAGIEAD ANBgkoahkiGOwOBAQOF AD AsMOswl QY DVOOGE T

MioGA1TECKND ZWZ3 MO8 wDOFDVOODEYZ 1 Zne gO0EwHhe N MDorx MD TwM TI1MD A2

M1 QwODMxNDMyNDQZ Wi AsNQswCOYDVOQGEWI JVDENNAOGALIUEChND ZWES HOSw

WOODEWZ 1 ZnegQ0EwgyE i MADGCSHGS Ib3 DOEBAQULLY IEDwAwgyEKA0 IEAQDL ¥ |
4

You can also use the eWON wizard to setup these parameters.

%W‘N ENDIAN Topologies (Setup of different Network topologies with Endian Firewalls) Page 9/21




2. Network Topologies

Conclusions

. gg LAN:10.0.45.x
L
21/ iﬁ’n}»ﬂis
. hgﬁgz?f: 55.1%%23 VvPN-192.168 120,21
Supervisor ~N
Application ADSL modem CL D
—i -
' AN ’ewon .dynalias. net“TERNET )
> WAN \ =
| SR | \/\_

ENDIAN LAN IP
192.168.120.16

Fixed IP
IP:192.168.120.10
mask:ff.ff.ff.00
gw:192.168.120.16

Your Supervisor Network holds 2 computers, one at fixed IP address 192.168.120.10,
another using DHCP to get the address 192.168.120.753.

These 2 computers have access to Internet through the ENDIAN.

The ewon45 is connected to Internet and is linked to the Supervisor Network by the
address ewon.dynalias.net.
Its VPN interface receives the address 192.168.120.21.

1. From the Supervisor Network, ewon45 is reachable at 192.168.120.21 exactly like if it was on
the same network.

2. From the Supervisor Network, devices connected on the ewon45 LAN are directly reachable
because the ENDIAN Firewall routes all 10.0.45.x requests to the ewon45 VPN client.

3. From the ewon45, the Supervisor Network is reachable.

) ENDIAN Topologies (Setup of different Network topologies with Endian Firewalls Page 10/21
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2. Network Topologies

Topology 2a: SA in separate network

SA stands for Supervisor Application.

Supervisor
cation

SA LAN

& ==

i

e e

ADSL modem )
. an
: INTERNET o

x

ITLAN _crmmmmmntadaN

B~

Corporate IT
Infrastructure

Figure 2: SA in separate network

With this network topology, you will place the Supervisor Network in an existing IT
infrastructure but not directly on the Corporate IT LAN.

The purpose is exactly the same as in Topology 1: Dedicated SA network (link
eWONSs to the SA Network) but you must pass through a corporate network.

ENDIAN connectivity setup

On this “SA Router”, you need only to setup 2 interfaces, the GREEN and the RED,
and both are Ethernet connections.

As the DMZ network is controlled by the Corporate IT, ask the IP address your SA
Router (RED interface) to them.

With the Network Setup Wizard, you will have the following configuration screens:

) ENDIAN Topologies (Setup of different Network topologies with Endian Firewalls Page 11/21
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2. Network Topologies

3 Metwork setup wizard

Step 147 Choose type of RED interface

RED: untrusted, internet connection QA7) Hardware information

ol Mumber of interfaces 4
ETHERMET STATIC

€ ETHERMET DHCP
 Metwork setup wizard

" PRPCE

Step 217 Choose network zones

 aDsL (USB, PCN

 1zon
BLUE: netweork segment for wireless clients (MFD
) ANALOGIUMTS Madem
& onE
© GaTENAY
' oRaNGE
 BLUE

Cancel I 33

 ORANGE & BLUE

444 | Cancel Fey I

¥ Metwork sstup wizard
Step 47 Internet access preferences

RED (uritrusted, internet connection QAGARMY):

4

IP sddress: |192.1BB.22D.1 0 network mask: I A24 - 2552552550 - I

Add additional addresses (one IPMetmask or IPIZIDR per line) :

Irterfaces:

Port Link Description MAC Device

. 1 & Realtek? O0:EDelehi 43 ethi
2 M Resttek? O0:ED elekhid2 ethl
3 M Restek? O0:EDedebidl ahl2

u 4 & Realtek 7 O0:BOele b3 40 athd

[15z 16822015 4

Default gateweay:

: netweark segment for servers accessible from internet (D)

¥ Metwork setup wizard
Step 307 Network preferences

GREEH (trusted, internal network (LANT):

IP address: |192.1BS.12D.1B netwwork mask:l /24 -2ER2EE 2550 - i

Add additional addresses (one IPMetmaszk or IPICIDR per line)

Iterfaces:

Port Link Description MAC Device

1 ¥ FRealtek? 00:60:el a2 h343 ethl
[T 2 ¥ Reatek? 00:60:ele2:h3:42 sthl
0 3 ¥ FReatek? OB el a2 b4l eth2
n 4 o Realtek? O0:E0:el e hi40 ethi
Hoztrisime: Iefw-test
Domsinnatme: Iendiandomain

444 Cancel | Py |

Metwior k setup wizard

MTLE &

Spoof MAC address with: «

* This: field may be kkank.

444 Cancel

—
—

23l

Step 57 configure DMS resolver

manual DS configuration;

DS 1 |192.188.22D.15
DS 2: |192.188.22D.15

<44 | Cancel |

s |

¥ Metwork sstup wizard

Step BT Apply configurstion

Congratulstions!
Metvwork setupis ready, click Ok to apply the neswy configuration.

68 | Cancel 0K, apply configuration

3

Metwork satup wizard

Step 77 End

L

Your configuration has been saved. Please wait until the dependent services have been reloaded. This may take wp to 20 seconds. Enjoy!

Remember to check if IP address blocks of services are still configured as you wish. Mainly check the configuration of "Metwork hased access control” of
the HTTP Proey.

CeWeN

ENDIAN Topologies (Setup of different Network topologies with Endian Firewalls)
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2. Network Topologies

Now, the ENDIAN has the LAN IP address 192.168.120.16 and is WAN side is
connected to Internet by another Ethernet link (192.168.220.x).

To easily manage the “Supervisor Network”, configure the DHCP service with, for
example, DHCP IP range from 120 to 254.

*» [OHCP

Green interface

= Settings
Start address
Default lease time (min) *
Damain name suffix
Primary DMNE
Pritmary MTP server

Pritnary Wil server address

Save al |

Enabled

E—
—
—

Save |

End address I‘I 92.168.120.254
e lease time (min) * |1 440

Secondary DNS I
Secondary MTP setver I
Secondary WINGS server address I

* This field iz required.

OpenVPN setup

The OpenVPN setup is exactly the same as in Topology 1.

see OpenVPN setup on page 7

eWON Setup

To configure an eWON, fill the VPN—Outgoing Page with one account defined in the
ENDIAN firewall and with the certificate of it.

The only difference with the eWON setup from Topology 1 is that you need to reach
the Public IP address of the Corporate Network where your SA Network is placed.

Establish outgoing ¥PN connection configuration

MIIDWICCARKgAWIBAGIEAD ANEgkohkiGOwOEAQOF AD AsMOswl Q¥ DVQQGE I .J"
HAoGALUECHND EWZ3 HOSwDQYDVQODEWZE L ZnegQOEwHheNNDgxMD IwHTI1HDAZ
HIQuODHANDHYNDQZ W) Az MO wC QY DVOQGE I JVDEMNAQGALIUECHND ZWZ3 HOS W
VOODEWZ 1l ZnegQOEwggEiMADGCSgGS I3 DOEBAQUALSG IBDwAwggEKAC IBAQD

You can also use the eWON wizard to setup these parameters.

%Won ENDIAN Topologies (Setup of different Network topologies with Endian Firewalls)

Page 13/21



2. Network Topologies

What ask to the Corporate IT
The minimum you need to ask to IT Guys is:
+ to forward the incoming UDP/1194 traffic to the Endian Router

Then, eWONs and Users could establish a VPN connection with the Supervisor
Network placed inside the Corporate network.

Lol aPAWHE  As this is the Corporate Router securing the Corporate LAN, there
! is no security problem with this topology. The IT staff manages

? alone the security of his network.

N[O2l= By default, you will not be able to go on Internet from the SA Network.
‘# Thus, if you need to go on Internet, you must ask to the IT Staff to allow it.

Common setup of the Corporate Firewall is to allow Corporate LAN to go on the DMZ
but to disable the DMZ to go on the Corporate LAN.

Pay attention that DMZ is only addresses 192.168.220.0/24 (distinct than SA Network
addresses).

By default, as the DMZ link of the Corporate router enters in the WAN (aka Internet) of
the SA Router, all incoming connections are blocked.

Then, from the IT LAN, you must open a VPN connection to gain access to the SA
Network.

Then, the SA Router controls all the security of its SA Network (by creating one VPN
account for each user) and the Corporate Router controls all the security of its
Corporate Network.

If you don't want to open a VPN between IT LAN and SA LAN, one simple way is, on
the SA Router, to add a Firewall rule to forward the incoming TCP80 on the
Supervisor Application Computer.

Proto | Source Destination Remark Actions

19216622010 ) _ =
UER »P 192 16812010: SOHTTR) ROUTE TO 10 RN |

Then, from the IT LAN, you can access to the Supervisor website at the address
http://192.168.220.10 .
That allows ALL Users from the /T LAN to access to the Supervisor.

- ENDIAN Topologies (Setup of different Network topologies with Endian Firewalls Page 14/21
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2. Network Topologies

Conclusions
Fixed IP
IP:192.168.120.10
mask:ff.ff.ff.00
gw:192.168.120.16
Supervisor
.-J-"'= n
Sefve K LAN IP a0 LAN:10.0.45.x
SA LAN 192.168.120.16 ’CD L =
<3 siRoue o1/ ~w45
-‘ll-.--. WAN'P :ﬁ‘_
|I ., 192.168.220.10 ia )/
|~ . vPN:192.168.120.21

: "-\/"'

. ADSL modem f‘ff \,D —
=i . WWW._mycompany.com ap
=0 * DMZ IP o
= - "_',." 192.168(220.15 ’k M ERNET | IE

pra LAN IP
L 10.10.0.16
% ]+

Corporate IT

10.10.0.x Infrastructure

Your SA Network holds only the main Server and is isolated behind the Corporate
Firewall.

The ewon45 is connected to Internet and is linked to the SA Network by the address
of the Corporate Network, generally a fixed IP address like
http://www.mycompany.com using the port UDP 1194.

Its VPN interface receives the address 192.168.120.21.

1. From the SA Network, ewon45 is reachable at 192.168.120.21 exactly like if it was on the same
network.

2. From the SA Network, devices connected on the ewon45 LAN are directly reachable because
the SA Router routes all 10.0.45.x requests to the ewon45 VPN client.

3. From the SA Network, the Corporate Network is unreachable.
From the ewon45, the SA Network is reachable.

. From the Corporate Network, the SA Network may be reachable
- either by opening a VPN Client connection to the SA Network.
- either by adding port forwarding in the SA Router.
But Corporate Firewall could block all traffic from Corporate Net to SA Net

/ ENDIAN Topologies (Setup of different Network topologies with Endian Firewalls Page 15/21
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2. Network Topologies

Topology 2b: SA in DMZ network

Supervisor

icakon
GD‘

ihl Servgr &l

[l =) = |
[=Ivi

e

~
ADSL modem [~ N )

0 = INTERNET
ITLAN | o PAN

1 | Firewall/Router & (g ")

N

f=A) A AT
A

Corporate IT
Infrastructure

Figure 3: SA in DMZ network

This topology is similar to the Topology 2a: SA in separate network but the
Endian4ewon only play the role of VPN Server (no Firewall). The Supervisor Server is
placed on the DMZ (and not behind the DMZ like in Topology 2a).

The Supervisor Network is behind an existing IT infrastructure but not directly on the
Corporate IT LAN.

The purpose is always the same as in other topologies (link eWONSs from Internet to
the SA Network).

ENDIAN connectivity setup

On this Endian4ewon configured as “VPN Server”, you need only one interface
because you don't need to physically separate 2 networks.

In the Endian4ewon, you will need to “disable” the RED, in fact configure it on
Gateway.

As you place your Supervisor Server and the VPN Server on a network fully controlled
by the Corporate IT, you must ask which addresses you can use.

With the Network Setup Wizard, you will have the following configuration screens:

) ENDIAN Topologies (Setup of different Network topologies with Endian Firewalls Page 16/21
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2. Network Topologies

»  Hetwork setup wizard

Step 157 Choose type of RED interface

RED: untrusted, internet connection (WAN) Hardware information

o ETHERMNET STATIC Mumber of interfaces 4
' ETHERMET DHCP

 pppcE

€ ADSL (USB, FCI)

Cizom

' ANALOGLMTS Madem

& GaTBRLY

Cancel | 3y

3 Metwork sstup wizard
Step 307 Metwork preferences

GREEH (trusted, internal netwiark [LAR)D:

IP acddress: |192.188.1 2016 netwark mask: I /24 - 28R 252550 - I

A additional addresses (one IPMetmask or IFCIDR per line)

I

0

3 Metwork setup wizard
Step 207 Choose network zones

© network segment for servers accessible from internet (DMZ)
BLUE: network segment for wireless clients QMFD
& NonE
' ORANGE
O BLE

' ORANGE & BLUE

LS Cancel I E2

¥ Metwork setup wizard
Step 47 Internet access preferences

RED {urtrusted, internet connection (AR

Interfaces: Default gatewwary: |1 9216812015
Port Link Description MAC Device
1 & Reaftsk? 06D ele2h3 43 ethi cic [ I vy I
[T 2 3 FResftek?  O0B0ele2bid2 ethi \’Lk”‘ SRR
[T 3 % FRestek?  0DECe0e2b3 4l eth2 Step 57 configure DRE resaker
4 ¥ Reaftek? 00:E0:e0:e2h3:40 eth3 manual NS configurstion:
CMZ1: |182.188.1 2015
Hostname: Iefw-test
DS 2 |192.188.12D.15
Comainnatme: Iendiandomain
<4< | Cancel | 3y | L4 Cancel | i
¥ Metwork setup wizard
Step 67 Apply configurstion
Congratulations!
Metwiork setup is ready, click Ok to apply the nevy configuration.
< Cancel 0K, apply configuration I
¥  Metwork setup wizard
Step 707 End
“our configuration has heen saved. Please wait until the dependent services have been reloaded. This may take upto 20 zeconds. Enjoy!
Remember to check if IP address blocks of services are still configured as yvou wish. Mainly check the configuration of "Metwork bazed access contral” of
the HTTF Provey.
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2. Network Topologies

Now, the Endian4ewon has the LAN IP address 192.168.120.16 (on two interfaces,
see Step 3 of the wizard) and is connected to Internet by a Gateway (the Corporate
Router).

As the Endian4ewon (VPN Server) is placed in the DMZ of the Corporate Network,
disable the DHCP Service on your Endian4ewon.

¥» DHCP

Green interface Enablzd [l Save |
Settings
OpenVPN setup

The OpenVPN setup is exactly the same as previous Topologies.
see OpenVPN setup on page 7

eWON Setup

To configure an eWON, fill the VPN—Outgoing Page with one account defined in the
ENDIAN firewall and with the certificate of it.

Encode the Public IP address of the Corporate Network where your SA Network is
placed.

Establish outgoing ¥PN connection configuration

¥PN activation rule

Remote ¥PN WAN address or name: [[RE= Ry = iE] TS

NITDWICCARKgAWIBAGIBAD ANEgkghkiGOwlEAQOF AD ASsHOswl QY DVOOGE T

NioGAIUECHND EWZ3HOSwD QY DVOQODEWZ 1 Enc g0 EwHheN D gxMD IwHTI1HDAZ

N3 QwOD M MDMyNDOZ W AsMOswC QYD VOOGE wJ JVDEMMAQGAIUEChND ZWZ3 HOSw

VOODEWZ 1 ZncgO0EwggEi MADGC 3G Ih3DOEBACUALY TRD whwggEKAQIBEAQDR « |
13

You can also use the eWON wizard to setup these parameters.
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2. Network Topologies

What ask to the Corporate IT
In addition of the IP addresses, you must ask to the IT guys:
+ to forward the incoming UDP/1194 traffic to the Endian Router

Then, eWONSs and Users from Internet could establish a VPN connection with the
Supervisor Network.

Lol aPAWEE  As this is the Corporate Router securing the Corporate LAN, there
! is no security problem with this topology. The IT staff manages

? alone all the security of his network.

N[O2l= By default, you will not be able to go on Internet from the SA Network.
# Thus, if you need to go on Internet, you must ask to the IT Staff to allow it.

Common setup of the Corporate Firewall is to allow Corporate LAN to go on the DMZ
but to disable the DMZ to go on the Corporate LAN

In contrast to the Topology 2a: SA in separate network, the Endian4ewon doesn't act
as Firewall, then Users from the Corporate LAN have a direct access to all devices on

the DMZ Network.

ENDIAN Topologies (Setup of different Network topologies with Endian Firewalls Page 19/21
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2. Network Topologies

Conclusions

Fixed IP

IP:192.168.120.10

mask:ff.ff.ff.00

gw:192.168.120.16

Supervisor
LAN IP ab a LAN:10.0.45.x
192.168.120.16 gD By
VBN Server il el Fs

-‘- EEEwy ', 'L| i.

L

a4}
VEN:192.168.120.21

‘: e
: ADSL modem (=6 ) .
= + DMZIP www.mycompany.com ) ao
E - ... 19218012015 ﬁ» N TERNET‘:) :EP
=l amE T LAN —— \WAN e
) 1 | Firewal/Router & 4
| - LAN IP
), 10.10.0.16
E C IT
10.10.0.x orporate

Infrastructure

Your SA Network holds only the main Server and is the DMZ behind the Corporate
Firewall.

The ewon45 is connected to Internet and is linked to the SA Network by the address
of the Corporate Network, generally a fixed |IP address like
http://www.mycompany.com using the port UDP 1194.

Its VPN interface receives the address 192.168.120.217.

1. From the SA Network, ewon45 is reachable at 192.168.120.21 exactly like if it was on the same
network.

2. From the SA Network, devices connected on the ewon45 LAN are directly reachable because
the SA Router routes all 10.0.45.x requests to the ewon45 VPN client.

3. From the SA Network, the Corporate Network is unreachable.
From the ewon45, the SA Network is reachable.

5. From the Corporate Network, the SA Network is reachable
But Corporate Firewall could block all traffic from Corporate Net to SA Net

WIOSAVaWHL  The Supervisor Server must have the VPN Server as Gateway
’ to allow communications with VPN Clients!

* Other computers placed on the DMZ may have the Corporate
Firewall as Gateway (normal configuration).
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Revisions
Revision Level Date Description

1.0 23/04/08 First release.

i Microsoft, Internet Explorer, Windows and Windows XP are either registered trademarks or trademarks of
Microsoft Corporation
i Firefox is a trademark of the Mozilla Foundation

Document build number: 28

Note concerning the warranty and the rights of ownership:

The information contained in this document is subject to modification without notice.
The vendor and the authors of this manual are not liable for the errors it may contain, nor for their
eventual consequences.

No liability or warranty, explicit or implicit, is made concerning quality, the accuracy
and the correctness of the information contained in this document. In no case the manufacturer’s
responsibility could be called for direct, indirect, accidental or other damage occurring from any
defect of the product or errors coming from this document.

The product names are mentioned in this manual for information purposes only. The
trade marks and the product names or marks contained in this document are the property of their
respective owners.

This document contains materials protected by the International Copyright Laws. All
reproduction rights are reserved. No part of this handbook can be reproduced, transmitted or copied
in any way without written consent from the manufacturer and/or the authors of this handbook

eWON sa, Member of ACT'L Group. Subject to change without notice.
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