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MACHINES CAN TALK

Talk2M Pro
Account
Configuration

This guide explains how to configure your Talk2M Pro account properties including user
permissions using eCatcher. Next to basic and advanced account settings, this document is

focused on the notions of users, user groups and roles with their relevant permissions, as well
as the eWONs and eWON pools.

)
c
(]
]
c
(o)
O




Table of Contents

1. Hardware and software reqQUIrEMENTS.............i it e e eeen 3
S o =1 o A1 = T I (=T [ 1T =Y 0 1= €O S 3
1.2, SOftWare reqUIFEMENTS.......coii e e e e e e e e e et e e e et e e e eaa s 3
1.3, EWON FiMWarE VEISION......u ittt et e et ettt e e e e et e et s s s e s e s e s eneeneeneannns 3

B 1] 1o o [ e1 (o] o TSR 4

BT = = ] o Lo £ To ] o 1 PP SRR )
3.1. Users, User Groups, eWON Pools and ROIES.............eeiiiiiiiiiiiiiiiieeeeeee e 5
3.2. Roles of the AdMINIStrators GroUP.........ccuuuiiiii i e e e e e e e eaaeees 6
3.3. Preexisting Groups and POOL............cooiiiiiieeeee e 6

4. Example of a typical Organization.............couuiiiiie et 7
4.1. Step 1 - Create the Maintenance Team USer GroUPS............oooeviiiiiiiiiiiiiiiieeee e ee et eeere e 8
4.2. Step 2 - Create the EWON POOIS..........coooiiiiiieeeece e e 9
4.3. Step 3 - Create the ENAUSEr USer GrOUPS. .......ooiiiiiiiiiiiiiiieeeeee e e e a e e e e e e aaaeees 10
4.4. Step 4 - Allow Maintenance Teams to Manage Enduser Groups..........ccooeveveiieeeeiiineeeeinineeeens "
4.5. Step 5 — Edit the Custom Field Labels............coiiiiiiiiiiiiieeee e 12
4.6. Step 6 — Create the eWONs and Allocate them to their eWON PoOISs...........coovvvvieiiiiiiinninnnn, 12
4.7. Step 7 — Create Users and Allocate them to their User Groups.........cccceeeeeeiiiiiiieiiiiieeeeiiienees 12

5. Appendix A - Automatic eWON Registration.............oooor i e 13
L T R o 4 T Lo o) [P 13
5.2. Activation in the Talk2ZM aCCOUNL...........oooiiiiiiiiiei e 13
5.3. Configuration of the @WON........coiiii e e e eaees 15

6. Appendix B - Custom Field NGAMES........cooiiiiiiiiiii e e e eaans 17

7. Appendix C - Advanced Account Parameters............oooiiiiiiiiiiiiii e 19
7.1. Reservation of Concurrent CONNECLIONS. .......coneieieeee e 19
A o= 113V o] o I o] oYU 20

LSV ] o] o - 21



Hardware and software requirements Chapter 1.

1. Hardware and software requirements

1.1. Hardware requirements

In order to follow this guide you will need:
m 1 eWON with VPN capabilities (for example : eWON 2005/4005CD, eWON Flexy 101 etc.)
m 1 PC with Windows OS and an access to the Internet

1.2. Software requirements

eWON configuration software:
The eWON is configured through its web server. So all you need is a standard Web Browser
software like Internet Exploreri or Firefoxii.

Additionally we suggest you to download the eBuddy utility on our website
http://support.ewon.biz.

This utility allows to list the eWONs on your network and to change the default IP address of an
eWON to match your LAN IP address range. With eBuddy you can also easily upgrade the
firmware of your e WON (if required).

Other programming software:
eCatcher V 4 or higher — VPN tunneling utility required to access the Talk2M services*. You can

download it here: http://support.ewon.biz/softwares.htm

* Note: since the version 3 of eCatcher, the software package to access the Free+ and Pro
services of Talk2M is the same. It is the user account that defines which service is actually
activated.

1.3. eWON Firmware Version

Though applicable with little differences to earlier/later versions, this guide (screen snapshots) is
based upon eWON firmware version 7.0. If your eWON features an earlier version, eBuddy has
a convenient function to upgrade the firmware of your e WON.
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2. Introduction

Talk2M Pro (stands for Talk to Machines Professional version) is an Internet Service designed to
face the growing needs for broadband and wireless access to perform remote maintenance on
distant equipments.

The key added value of Talk2M Pro is the full integration of IT security standards by allowing an
Internet communication tunnel between the user and a remote machine without any IT network
security issue on either side! This major breakthrough allows an easy deployment while hiding the
complexity of the IT network infrastructure.

On demand or permanently, the eWON can establish a VPN connection to one of the Talk2M Pro
VPN servers using UDP or TCP https ports on one side. On the other side, the user establishes a
secure VPN connection to the Talk2M Pro server. This server acts as a relay to interconnect both
VPN tunnels.

eCatcher (the Talk2M Pro Client) connects to the Access server in order to select to which VPN
server it will connect to and receive information about the account, devices, user credentials, etc.
Communication with the Access server is made via a Web Service implemented in XML-RPC
protocol (over HTTPS).

VPN tunnel
gate latch

Encrypted,secure
Bidirectional data traffic Internet VPN tunnel
inside the VPN tunnel to Talk2M
—_— — —
w T W N
L | TalkZM .
Internet Connection a t o ¢ Inrernet ConneCaon connection

& Firewall

& Firewall no firewall
. issues

VWeb-based
VPN-Server platform

| Secure, .:
cCacchr (SRR, :
secure VPN client |
+ PLC i
programming IP camera
software

office remote site
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Basic Notions Chapter 3.

3. Basic Notions

3.1. Users, User Groups, eWON Pools and Roles

One of the main difference between the Talk2M free+ version and the Pro version is that
Talk2M Pro offers the possibility for different users to access different eWWONs at the same time.
With Talk2M Pro it is also possible for example to give a user only access to a certain numbers
of eWONs and to define if this user can manage the other users or not, etc.

Talk2M Pro allows to control the user access based upon:
+ User Groups
+  eWON Pools

Every eWON is part of 1 or several eWON Pools
Every user is part of 1 or several User Groups
It is the User Group that defines the access rights on eWON Pools and on other User Groups

2 Maodify permissions of EU Maintenance Team LQE-J
Operational roles: Adrain roles:
/| Create Poals
Mail Sender /| Create User groups
/| &dmin of this group
Groups:  |Users are adminiskrators of <Client EU F actary = add...
sers are administrators of <Client EU Factory2 =
sers are administrators of <Client EU Factorys s> Remove
Pools:  |Users can administer {Add/Remove/Modify eONs) <EUFactaryl= add...
Users can administer {(add/Remove/Modify eMiONs) <EUF actory2 =
Users can administer (Add/Remove/Modify eMOMs) <EUFactory3= Modify..,
Remave
oK I | Cancel
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Basic Notions Chapter 3.

3.2. Roles of the Administrators Group

The default Administrator Group is a group of super administrators. The users allocated to this
group will have ALL the permissions on users, groups, devices and pools. This is visible in the
default Administrator Group details shown below:

*. eCatcher (4.1.0 build 13480)

Tom Sawyer [TSR] MyTalkZMaccount  Logouk English ¥ ﬂ

E Group Properties: Administrators

EWONs = Back to groups Delete

E Administrators

Users =
Group of Administrators Modify. ..

——
L

Pools Roles
This group has all privileges.
.
-
L]
Groups |sers
admin Tom Sawyer [TSR]
Elio Di Rupa [Mylser]

jcn
Johin Kennedy [JFK]
Johin Smith [ish]

Account

credtezstes [ de Talk'M @

3.3. Preexisting Groups and Pool
When you subscribe to a Talk2M Pro account, following groups and pool are preexisting (note
that the Free+ account has only two Groups and no Pools):

o A default Group named Administrators with the following roles:
This group has all permissions and can access all eWWONs

e A default Group named Users with the following roles:
Mail Sender, SMS Sender
Administer this pool (add/Remove/Modify eWONSs)

e A default Pool named eWON Pool.

You can use these groups and pools as they are or change them at your best convenience.

Note 1: the default group Administrators cannot be deleted it can only be renamed. The roles
and permissions of this default group cannot be edited.

Note 2: The first user associated with the account creation is automatically a member of the
Administrators group. Changing the group to which this first user has been allocated is
possible as long as at least one (other) user has been allocated to the Administrators Group.
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Chapter 4.

4. Example of a typical structure

In order to help you understanding how permissions are managed we will work on the structure

below:

: Admin of-
Machine and access to

Builder alleWONs

Config of- and
access to all
US Factories

us
Maintenance
Team

EU onfig of- and
access to all
EU Factories

Maintenance
Team

by
eWONs
US Factoryl

EWONSs ‘
US Factory?2

EU Factory3

EU Factory2
M2Web

EU Factoryl
M2Web

Access

M2Web
Access

M2Web
Access

M2Web

Access Access
Bl | Endusers i Endusers Endusers Endusers |
EU Factoryl 'i‘ EU Factory2 1’ EU Factory3 ‘i’ US Factoryl | US Factory2 i’

In our example a machine builder has two maintenance teams, one for Europe and another one
for the USA. Each maintenance team takes care of a certain number machines (eWONSs)
installed in factories. At the factory level, the machine builder wants a certain number endusers
to be allowed to access the machines (eWONSs). At all levels, the user permissions are managed

by User Groups. The each user level belongs to a given User Group as shown below:

Admin of-
and access to
all eWONs

Machine
Builder

Config of- and
access to all
US Factories

EU onfig of- and
access to all
EU Factories

Maintenance
Team

Access Access

EU Factory2 i EU Factory3 T

In the next § we describe the 7 steps to configure this structure.
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Example of a typical structure Chapter 4.

4.1. Step 1 - Create the Maintenance Team User Groups

To create the EU Maintenance Team, Select the Groups (1) window and click on the + button

». eCatcher (4.1.0 build 13480 - A%
Tom Saweyer [TSR] MyTalk2MAccount  Logout English ¥ E
g GrOUpS
eWONs (5 £ Add Properties Refresh
s
Marme 4 | Descripkion
Administrators Group of Administrators
Maintenance Group of maintenance engineers
Users
Users Group of Users
|
LN
Pools
*. New Group E
E Marne: ELl Maintenance Team |
Description: Group of the EU Maintenance Team |
Groups
(3
Account

Credigesnes [ Jide Talk'M @
Enter EU Maintenance Team as group Name (3) and optional Description and click Next.

. New Group

X
DOperational roles: Admin roles:
[] 55 Sender Create Poals
[ Mail Sender Create User groups

[ < Back ” Mext = H Cancel

Leave Operational & Admin Roles empty
Click Next

In the two next screens,

leave Roles on Groups and Roles on Pools empty
=> They do not exist yet.

Create the US Maintenance Team group the same way.

Talk2M Pro Account Configuration () Page 8/25
€@ 2c2WON



Example of a typical structure Chapter 4.

4.2. Step 2 - Create the eWON Pools

Select the Pools window and click on the + button.

2 new Pocl I,&J
Pool Marme: EUF actary
Description:
This pool is managed by: El Maintenance Team |
Creake | | Cancel

Enter the EU Factory1 as Pool Name and optionally a Description.
In the This Pool is managed by field, select EU Maintenance Team.
Click Create.

Do the same for the other pools

EU Factory2 and EU Factory3 managed by the EU Maintenance Team
US Factory1 and US Factory2 managed by the US Maintenance Team

Talk2M Pro Account Configuration () Page 9/25
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Example of a typical structure Chapter 4.
4.3. Step 3 - Create the Enduser User Groups
Create a User Group named Enduser EU Factory1
Leave the Operational & Admin Roles empty
Click Next
Operational roles: Admin roles:
[] 5M5 Sender [7] Create Poals
[ Mail Sender [7] Create User groups
[] Admin of this group
| < Back ” Mext = ” Cancel
Give it the M2Web access on the corresponding pool
Role selection LiE-J
Poal; :ELI Factaryd v
IJsers in khis new group can;
[] Administer this poal {Add/RemoveModify eWwins)
[] Madify ewins belonging o this pool
[7] Connect to eWCls using eCatcher
Conneck ko eWORs using M2Wwets
(] 4 ] [ Cancel
Do the same for the other Enduser Groups
Enduser EU Factory?2,
Enduser EU Factory3, etc.
Page 10/25
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4.4. Step 4 — Allow Maintenance Teams to Manage Enduser Groups

Edit the EU Maintenance Group properties.

In the Roles on Groups area allow this User Group to manage each Enduser EU Group

2 eCatcher (4.1.0 build 13545) =T
name name [admin] etk _Training_G10  Logodt English W ﬂ

Group Properties: EU Maintenance Team
I [}
2 Modify permissions of EU Maintenance Team

eWOns
E Operational roles: Admin roles:
Users
|
==
aEEEm

[ 5M3 Sender Create Pools
[ Mail Sender Create User groups

Admin of this graup

Add User Administration Role

Adrninistrator of |

Llient ELF actord

Poals: Isers can administer

[

lUsers can administer OK

Users can administer

~ add...
Ry
2
Add...
[ Cancel
Madify. ..
Remove

Do the same for the US Maintenance Team

Once completed, the EU Maintenance Team should look as follows:

2 Maodify permissions of EU Maintenance Team

[

Operational roles: Adrain roles:
W : Create Pools
[ Mail Sender Create User groups

&drin of this group

Groups:  |Users are administrators of «<Clisnt EU Factoryl=

Pools:

add...
Users are administrators of  <Client EU Factory2=
sers are administrators of <Client EU Factorys s> Remove
Users can administer (dddfRemove/Modify eMOMs) <EUF actory = add...
Users can administer (ddd/Remove/Madify eWOMs) <EUFactory2 =
Users can administer (Add/Remove/Modify eMOMs) <EUFactory3= Modify..,
Remaove

oK ] [ Cancel

Talk2M Pro Account Configuration ()
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Example of a typical structure Chapter 4.

4.5. Step 5 — Edit the Custom Field Labels

Custom fields allow to attach additional info to each User or eWON
The eWON- and User lists can be sorted, filtered on Custom fields.

The eWON and User custom filed labels can be edited under Account > Custom Fields see
details in Appendix B

[
Groups Credit & Contract
E. Credit Balance on 11/03/14 14:53:55: 15,00 € [ Credit and payments. .. l
() 1 concurrent connection {modify) - 0in use
T You hawe a Talk2M Pro account

Contacts

name name - cle@ewon, biz Modify, ..

Custom fields

eWON custom field Mame 1t Custom Field 1 User custom field Mame 1 Custom Field 1
eWON custam field Mame 2: Custom Field 2 User custom field Marme 21 Custom Field 2
eWON custom field Mame 3: Custom Field 3 User custom field Mame 3: Custom Field 3 Madify. .

4.6. Step 6 — Create the eWONs and Allocate them to their eWON Pools

In the eWONSs (1) window click on the + button (2).
"'.6tcher {4.1.0 build 13480) =13

Tom Sawyer [TSR] MyTalkZMaccount  Logout English ¥ ﬂ

e Active connection

EWONs Mo active connection,
E My eWONs
Users [
5" (&3 st
v Offline Print Shop Printing shop eWWON Drukmaster Site E Ukrecht
Paols Offline EBulk Starage Conveyar Belt “Wash Powder Inc. Site Beverly H
ﬁ)’ Offline status notified Packaging Line Palettisation Unified Paper Mills Site A Misore, Ir]
A{: ﬁ)’ Offline status notified “windrmill Power Plant Heawy Steel Industries Site ¥ Osaka, 15
L]
Groups
[ ]

Enter the eWON name and optionally a description (1) and select the type of the connection
(2). Click Next (3).

eWON Name: ( 1“$ecycling Line |

eWiON Descriptiofe et ON of Clapham Maorth |

Permanent (LAN | ADSL [ 3G)
Permanent (LAN | ADSL [ 3G)
Triggered (GPRS § EDGE [ 3G)

FSTH
3
=

Connection Type:

Talk2M Pro Account Configuration () Page 12/25
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Example of a typical structure Chapter 4.

You can optionally fill out the eWON-related custom fields (1) and click on Next (2).

#. New eWON X

Company : Recyscrap Corp,

' These 3 custom
Site |: 1 ': Clapharn Marth _ﬂelds BlrE

' optional, you can

i leave them
Location ondon CES BW empty

These 3 field
labels are 2

confi gurable = Back Mext = Cancel

The Custom Fields (1) allow to enter additional information that will be shown to the users.
These fields can also be used by the filtering function that is available in the user list display.
(for more details see § 6 Appendix B - Custom Field Names.

Click Next (2).

From the eWON belongs to Pool window, click on Add (1) select the EU Factory1 Pool (2),
click OK (4) and Finish (3).

Select a pool.

N
pefach US Factary!
_ Descripkion EU Fadory3
EU Fad
Printing shop e'W| actory2 2
1] Conveyar Belt
_ine Palettisation
Power Plant
3)
ew eWD
P /
eWON belongs to Pool, 2™
EU Factoryl <+ add (1
< Back Create Caniel

Talk2M Pro Account Configuration () Page 13/25
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Example of a typical structure Chapter 4.

At this stage, the Talk2M key configuration wizard opens automatically:

. eCaicher (4.1.0 build 13480)

Tom Saweyer [TSR] MyTalk2MAccount  Logout English ¥ ﬂ
g Talk2M Connectivity: Recycling Line
EWOMNs = Back to eWOM list
‘four eWON is created, You should now configure the Talk2M connection on your WO,
‘fou may configure your eWOR via SMS, activation key or eWOMN name.
Users Select your preferred method to configure your eWON:
- SMS
— Send an SMS to the eMWON with its activation key,
wam f\ﬁ'\”“ It will trigger the remote auto-configuration, Send SMS ko eWwionN
Pools
. Activation Key Every eWON is assigned an Activation Key during its creation in Talkzm,
A{. This key cannot be changed.
. [l
GBS "‘ﬁ"""“— Activation Key: |e47a2ch33f6492036 7FdSddShe7hifee | [ Copy to Clipboard By clicking this but_ton |
you copy the key in .
your clipboard \
E. eWON Name
- [~
& v s eWON Name: Recycling Line | Copy to Clipboard
ccoun = [ ]
}
) —L 2 )

To connect your eWON to the Talk2M Pro server you will need to configure the Talk2M
connection settings on each eWON. There are 3 methods to configure the Talk2M connection,
the most common one is via the Activation Key.

Copy the Activation Key on your clipboard by using the button next to the Activation Key field.
Connect to the relevant eWON and in the Talk2M part of the configuration wizard, paste the
Talk2M key you have on your clipboard.

If you click on the eWON button (1), you will see that your newly created eWON appears in the
list (2). The pools including this eWON are mentioned in the Pool column.

2 eCatcher (4.1.0 build 13545) . (= [ et
name name [admin] e OM_Training_G10  Logout English ¥ ﬂ
E Active connection

eWON: o active connection,

Users

e = R y
Properties Logs I action Refresh

= M+
iia
% Description annected | Pool +| Custom Field 1
of

Iachine ¥ Machine ¥ EL Factan ELI Factan

Create this way as much eWONs than appearing in the diagram shown in § 4 Example of a
typical structure.

Talk2M Pro Account Configuration () Page 14/25
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4.7. Step 7 — Create Users and Allocate them to their User Groups

Select the Users (1) window click on the + button (2). Fill out the User Name, and other fields
(3) including the Password. To be accepted, the password must fulfill the (configurable) syntax
requirements. Next to this conformity check, a password quality gauge indicates the safety level
of the password (for more details see § 7.2 Password Policy).

h 0 b d 0 E
Tom Sawyer [TSR] MyTalk2Maccount  Logout English ¥ ﬂ
E Users
EWONs (9 Add E Fropetties Logs Refresh
Fdine
o
P . New User, 9 @
Users 8
jcn User Mame: |pbt |
TSR
|| Full Mame: |Pierre Becquart |
I'_l_‘I ]Sh
Poal Myllser Email: |pbt@ew0n.blz | Government 16 rue de la loi
‘ools
Description: |ChieF Operator |
- {o Mabile: |o474283200 |
L]
- bl Mew Password |ouuouuuuouuo |
s Confirm Password |ouuouuuuouuo |
E [ user must change: the password at next logon.
(]
o [ Password never expires.
Account
Permissions: Mame is public  [] May edit own properties May change password
4
N
Click Next (4)
. New User. D__<|
Building Schumann
Production area ® Support
R Bl pogsermopionsl L
oem fialds are optional
vou can leave them
Thess figld Bt
labels are
configurable
< Back Mexk = Canicel

The Custom Fields (1) allow to enter additional information that will be shown to the users.
These fields can also be used by the filtering function that is available in the user list display.

(more details see § 6 Appendix B - Custom Field

Click Next (2).

Names)

Talk2M Pro Account Configuration ()
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Chapter 4.
In the User belongs to Group window, click Add (1)
User belongs to Group
- add (1
Select a group. [’X | F—
Administrators
US Maintenance tea
Q)
0 The user must belong ko one group
Select a group, here we took EU Maintenance Team (2) and click on OK (3).
User belongs to Group
EU Maintenance Team |
< Back Creat!"rl Canicel
Click Create.
The new user is now created and belongs to the group EU Maintenance Team.
'@ eCatcher (4.10 build 13545) = & -
name name [admin] eWON_Training_G10  Logout English w ﬂ

. Properties Logs Refresh

Description Graup(s) Cuskom Field 3

cle@ewon.biz Adrniristrators

jcni@ewon, biz _ EUl Maintenance Team

Create this way as much users than appearing in the diagram shown

in § 4 Example of a typical
structure.
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5. Appendix A - Automatic eWON Registration

5.1. Principle

It is possible to have an eWON created automatically in Talk2M from the eWON configuration
wizard, without using eCatcher.

Note: This method should be used carefully because there is a risk to dump an existing eWON
by inadvertently using the same device name. Also one have to make sure that the device name
used is matching a syntax that is understood by the different type of users.

5.2. Activation in the Talk2M account

To activate the Auto-registration function proceed as follows: Open the Talk2M Account
Properties by clicking on the Account button (1). Click on the link Show advanced settings...
(2) at the bottom of this window.

*. eCatcher (4.1.0 build 13480)

-
fr

Pools

Gr1 ps
R

Account

Account Properties: MyTalk2MAccount - Ref 79891

Logs Reports

My Talk 2MAccount Ref; 70891

Wi

Avenue Robert Schuman 22
1400 Mivelles
eWON

Language: French

Credit & Confract

Credit Balance on 03702114 10:42:22; €380.67
3 concurrent connections  {modify) - 0 in use

¥ou have a TalkzM Pro account

Contacts

Mr, Gerald Olivier - gor@ewon,biz

) S

CEX

English ¥ ﬂ

Tom Sawyer [TSR] MyTalkZMaccount  Logout

Modify...

Credit and payments...

Contract details. ..

Modify...

e m— N O N

@ cWON

Talk2M Pro Account Configuration ()
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Appendix A - Automatic eWON Registration Chapter 5.

Scroll down to an area called eWON auto-registration, click on Modify...

#_eCatcher (4.1.0 build 13480) FEX

Tom Sawyer [TSR] MyTalkZMaccount  Logout English ¥ E
E Account Properties: MyTalk2MAccount - Ref 79891

EWONs Logs Reports

E ]
Reserved concurrent connections

1 concurrent connection {out of 3) is reserved For members of group Maintenance’ Modify. ..

Poals eWOM auto-registraction
When a new eWOR registers in talkzM via the eWON configuration wizard, it will be created automatically in the pool ‘American pool’
L
&
L]
£ s
EETS Password Policy

Tick the auto-registration checkbox (1) and open the drop down (2) to select the pool (one single
pool) in which the auto-registered eWONs will be attached. In the example below, the EU
Factory1 pool has been selected.

*_ eWON auto-registration

( 1 ' Allow auto-registration of etWONs

In this pool : [EU Factory! pool v
LIS Factoryl pool
LIS Factory2 pool
E L Factoryd pool

E Ll Factory2 pool 2]

Note: to be able to configure auto-registration, the user logged in Talk2M needs to have the
eWON Administrator permission on the pool that will be used for auto-registration (EU Factory
pool in the example above).

Talk2M Pro Account Configuration () Page 18/25
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Appendix A - Automatic eWON Registration Chapter 5.

5.3. Configuration of the eWON

Access the eWON web site, open the configuration wizard, configure the Internet Connection
(1) of the eWON. Start the Talk2M (2) part of the configuration wizard. In this particular case,
you can ignore the text saying you should create the eWON in Talk2M first.

configuration wizarc

What do you want to configure®

0 1 Configure INTERNET Connection
- Uze this wizard to configure howe the eioh will connect to the Internet.

Q Test INTERMET Connection
| Usze this wizard to test the eON internet connection.
Configure Talk2M connectivity
Talk@ LIz this option to configure this eWWON to connect to talk2i.com
The e™iOr must first be defined in Talk2h.
Configure "eFive"™ connectivity

, GFIVQ Use this option to configure this eWiOR to connect to your eFive WP
| Server
The ek must first be defined in your %P server.
| Configure mdex connectivity
m o Uze this option to configure thiz WO to connect to mdex.

Click on the Register by eWON name button,

onfiguration wizard / TalkZ2h

Selectyour prefered method for configuring the eWWORM on TalkZb.com®?

Register with eWON NAME

[ Y Use the eWON Talk2m name and your Talk2m login 4 c
_—} Thie SOR must first be defined in Talk2h . Ignore_ this
warming

Register with ACTIVATION KEY

A SIE
x Use the eiON "Activation Key' provided by talk2M.com.
;| The e must first be defined in Talk2hd.

Important: Your eWWOM must have awarking Internet Connection
Befare using the wizard, the eWWOM Internet access must he correctly configured.

Talk2M Pro Account Configuration () Page 19/25
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Fill out the Talk2M registration fields (1) and click Next (2).

Select vour prefered method for configuring the eWWOR on Talk2M.com?

Register with eWON NAME
Usze the WO TalkZ2m name and your Talk2m login and pege

Thie &0R must first be defined in Talk2hd. Watch for dUDH cate

eWON Name, if so you
dump the existing eWON

Talk2m Account Mame:
EON Mame; 1
Talk2h Lzer Mame:

My T alk 2k A ccount

TalkZM User Password:
Register with ACTIVATION KEY

Usze the eWWION "Activation Hey' provided by talkZM com.
Thie &0R must first be defined in Talk2hd.

-'\'_"H‘ZSI =

Important; Your edW0 R must have a warking Internet Connection
Before using the wizard, the eWW oM Internet access must be correctly configured.

L O

== Previous

Note: Check for correct spelling of your Account Name, User Name ans User Password,
otherwise Talk2M will not be able to identify you to complete the auto-registration.

Continue the co
wizard, open yo

nfiguration wizard normally until the test is successful. After completion of the
ur Talk2M account with eCatcher and, in the device list, you will now see the

additional eWON that has Auto created on, date... as description.

®._ eCatcher (4.1.0 build 13480)

CEEX

Torn Sawyer [TSR] MyTalkZMaccount  Logout English ¥ ﬂ
E Active connection
EWONs Mo active connection,
E My eWONs
Users
0 H B e
e | Unigue Mame EU Fadaryl auto crested Feb 3, 2013...
Pocls Offline Print Shop EU Fadory2 Printing shop e oM Drukmaster Site E Utrechq
Offline Recycling Line EU Fadory3 ey O of Clapham Morth Recyscrap Inc, Clapham Morth  Londor,
Offline Bulk Storage US Factoryl Conveyor Belt Wash Powder Inc, Site Beverl
- ﬁ)’ Offline statu.., Packaging Line US Fadory2 Palettisation Unified Paper Mills Site A Misore,
Groups ﬁ)’ Offline statu...  Windmil Power Flant Heawy Steel Industries  Sike X Osaka

If the eWON is not appearing and/or that the test performed during the configuration wizard was

not successful, it might be for one of the following reasons:

e You did a spelling error either in your Account Name, User Name or User Password

e The Talk2M account is not configured to allow Auto-Registration

e The registered user does not have the Device Administrator permissions on the group

where new eWONSs are supposed to be registered
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6. Appendix B - Custom Field Names

In your Talk2M Pro account, you can configure 3 custom field names (appearing as column
headers) that will be associated respectively with the users and the eWONSs This allows to add
custom properties but also to filter out the eWONs and/or users based upon these criteria. By

default these labels (column headers) are named
Field Name 1, 2 and 3.

respectively eWON... and User

Custom

To change these names to something making sense for you, proceed as follows: Open the
Talk2M Account Properties by clicking on the Account button (1). Click on the link Show
advanced settings... (2) at the bottom of this window.

#. eCatcher, (4.1.0 build 13480}

Account Properties: MyTalk2MAccount - Ref 79891

Logs Reparks

E My Talk 2MAccount Ref; 79891
Users
=0l
Avenue Robert Schuman 22
- 1400 Mivelles
iia eWON

Language: French

Credit & Contract

Credit Balance on 03/02/14 10:42:22: €380.67
3 concurrent connections  {modifyd - 000 use
ou have a Talk2M Pro account

Account

Contacts

Mr. Gerald Olivier - gor@ewon,biz

) E—

CBX

Tom Sawyer [TSR] MyTalk2Maccount  Logout English ¥ E

Madify. ..

Credit and payments...

Contract details..

Madify. ..

credi€m0.67 [ Jide Talk'M @

Scroll down to an area called Custom fields, click on Modify...

*._ eCatcher (4.1.0 build 13480)

B

Torn Sawyer [TSR] MyTalkZMaccount  Logout English ¥ E
g Account Properties: MyTalk2MAccount - Ref 79891
EWONs Logs Repaorts
. - . NS
3 concurrent connections  {modifyd - 0in use -~
You have a Talk2M Pro account Cankract details. .
Users
Contacts
|
-'1_'- M. Gerald Olivier - gor@ewon.biz
Pools
er® Custom fields
n{’
d eWON custom field Mame 1: Company  User custom field Mame 1: Building
Groups eWON custom field Mame 2: Site User customn field Name 2: Production area
WM custom field Mame 3: Location User custom Field Mame 3: Room

Arcount Reserved concurrent connections
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You can now change these field names to fit your application.

*_ eCatcher {4.1.0 build 13480)

Tom Sawyer [TSR] MyTalk2Maccount  Logouk English W
g Account Properties: MyTalk2MAccount - Ref 79891
EWONs Logs |EHl Reports
3 concurrent connections  (modi *. Custom fields L]
H fou hiave & TalkeM Pro account eWON custom Field Mame 1: |C0mpany |
Users WO custom Field Mame 2: |Site |
. Contacts eMWON custom field Mame 3: |L0cati0n |
|
EEm Mr, Gerald Qlivier - gor@ewon. b Modify,..
User custom field Mame 1: |Building |
Pools
User custarn field Mame 2: |Pr0ducti0n area |
Ciustom fields User custamn field Mame 3: |R00m |
ﬂl{‘
i e oM cuskom figld Mame 1: Conj
Groups eWON cuskom Field Mame 2: Sitef
eON cuskom field Mame 3: Loc
(1
Account Reserved concurrent connections
Mo reserved concurrent connection. B
Click OK. Your custom fields are replacing their default values.
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7. Appendix C - Advanced Account Parameters

7.1. Reservation of Concurrent Connections

It is possible to reserve a certain number of concurrent connections to a given user Group,

Open the Talk2M Account Properties by clicking on the Account button (1). Click on the link
Show advanced settings... at the bottom of this window. Scroll down until you find an area
named Reserved concurrent connections. Click Modify... (2).

Tom Sawryer [TSR] MyTalk2MAccount  Logout English W ﬂ

E Account Properties: MyTalk2MAccount - Ref 79891
EWONs Logs Repatts

=t e —

Users Contacts *. Reserved connections
Mr, Gerald Qlivier - gor@ewon.t Modify..,
- # of connections to reserve:
——
OO For members of group:
edls Custom fields
eWOM custom field Name 1@ Co
eWON custom field Mame 2: Site = gy an e
eWON custom field Mame 3: Location User custom field Mame 3: Room
Reserved concurrent connections
Account 1 concurrent connection {out of 3) is reserved For members of group 'Maintenance’ 2

WO auto-registraction
‘When a new eWCN registers in talk2M via the eWWON configuration wizard, it will be created automatically in the pool ‘American pool' | Maodify...

w

credi€30.67 [ Jide Talk'M @

Password Policy

In the Reserved connection popup, you can select the group that will have this reservation and
the number of connections reserved (the max. number being the total number of concurrent
connections available on this account).

Allows for example endusers to share only 1 concurrent connection while 2 concurrent
connections are reserved for the administrator group.
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7.2. Password Policy

You can customize the password policy of your Talk2M Pro account. To do this, open the
Talk2M Account Properties by clicking on the Account button (1). Click on the link Show
advanced settings... at the bottom of this window. Scroll down until you find an area named
Password Policy. Click Modify... (2).

atch 0 b d 480 L1
dit Pa ord Po [y TalkZMaccount  Logout English W E
E Account Propertles: M) Timimum length: characters
W, o
UL Logs Reports [ Ak least ane letter 3
A
E At least one digit D
Reserved concurrent] At least one special character
Users - .
3 concurrent connection (out Ak least one digit OR ane special characker Madfy...
'_*_‘ Passwords expire after days
mEn
. [ Users musk create at least - different successive passwords
Podls WO auto-registrag
Wrehen a e eWON registers he pool ‘american poal' || Modify, .
Password Policy
Minimum & charackers.
AL least one digit
&t least one special character 9
fccount Passwords expires after 60 days Modify,
M2
There is no entry.
Hide advanced settings... 4
v
Credi:£380.67 | | |1de Tall'M &

In the Edit Password Policy popup you have several options as to the complexity requirements
for password as well as change password requirement and whether a new password has to be

different from the previous one.

For more details on this subject please refer to AUG-057-0-EN-(eCatcher 4 - Security Features
with a Talk2ZM Pro Account).
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Revisions

Revision Level Date Description
1.0 04/05/2009 First Release.
2.0 09/07/2012 Update to eCatcher V 3.1
21 20/09/2012 Update to eCatcher V 3.2 (roles, screenshots)
3.0 31/01/2014 Update to eCatcher 4
4.0 18/03/2014 Harmonize with the sample structure of TP-RA-014

i Microsoft, Internet Explorer, Windows and Windows XP are either registered trademarks or trademarks of
Microsoft Corporation
i Firefox is a trademark of the Mozilla Foundation

Document build number: 252

Note concerning the warranty and the rights of ownership:

The information contained in this document is subject to modification without notice.
The vendor and the authors of this manual are not liable for the errors it may contain, nor for their
eventual consequences.

No liability or warranty, explicit or implicit, is made concerning quality, the accuracy
and the correctness of the information contained in this document. In no case the manufacturer's
responsibility could be called for direct, indirect, accidental or other damage occurring from any
defect of the product or errors coming from this document.

The product names are mentioned in this manual for information purposes only. The
trade marks and the product names or marks contained in this document are the property of their
respective owners.

This document contains materials protected by the International Copyright Laws. All
reproduction rights are reserved. No part of this handbook can be reproduced, transmitted or copied
in any way without written consent from the manufacturer and/or the authors of this handbook

eWON sa, Member of ACT'L Group. Subject to change without notice.
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