eWON Application Guide \ % eWON

AUG 035 / Rev 2'3 MACHINES CAN TALK

Remote Access for Allen-Bradley
PLCs (Rockwell Automation)

NOoM?

Rockwell
Automation
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Hard- and software requirements Chapter 1.

1. Hard- and software requirements

1.1 Hardware requirements
In order to follow this guide you'll need:

m 1 eWON with VPN capabilities (for example eWON 2101CD with integrated
modem or a 2005CD with second Ethernet interface)

m 1 Allen-Bradley® PLC (SLC500 Series or Logix Series)
m PC suitable to configure the eWON and the PLC

1.2 Software requirements

1.2.1 eWON related software

+ Web browser — Internet Explorerii or Firefoxii
to configure the embedded eWON parameters.

+ eBuddy — eWON detection and firmware maintenance utility
http://support.ewon.biz/softwares.htm

+ eCatcher — VPN tunneling utility
http://support.ewon.biz/softwares.htm

Note: this utility will be used to create the Talk2M account and to connect to your
eWON remotely.

1.2.2 Rockwell Automation® related software
¢ RSLinx — Communication utility

+ RSLogix500 if you intend to connect to a PLC of the SLC500 Series
+ RSLogix5000 if you intend to connect to a PLC of the Logix Series

1.3 eWON Firmware Version

Successfully following these guidelines requires an eWON firmware version 6.1 s2 or

higher. The eBuddy application will allow you to upgrade your eWON firmware if
required.
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Objective Chapter 2.

2. Objective

The objective of this document is to guide you through the steps required to enable
remote access of your Allen-Bradley® PLCs.

The remote access setup is composed of 4 different parts:
+ Communicating with your eWON through the Internet
+ Connecting your eWON with your Allen-Bradley® PLC

+ Configuring your Rockwell Automation® software to correctly communicate
through the eWON.

+ Accessing your PLC through the Internet

To configure the eWON, all you need is a Web Browser and to open the internal
Web page of the eWON. (http://10.0.0.53 is the default IP factory setting)

If you are connecting to an eWON for the first time, you should read the "Quick
Start Guide for eWON" shipped with your eWON. This document explains step
by step how to change the IP address of the eWON LAN port in order to be able
to connect to it.
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Typical configuration setup Chapter 3.

3. Typical configuration setup

Configuring remote access is simple. However, you will need to pay attention to the
different IP ranges involved. The diagram below summarizes the different network
ranges in use (IP numbers are examples).

When it is hooked on the Company LAN (or to the Site LAN) the configuration PC
needs to be configured in DHCP-enabled mode for you to be able to go through the
steps involving the general Ethernet/Internet infrastructure.

When it is hooked to the LAN-port of the eWON and the configuration PC needs to be
configured with a fixed IP address - in the eWON LAN range - for you to be able to go
through the steps involving the eWON (and the Ethernet connected PLCs).

Note 1: Because iterations between IP ranges are necessary during the configuration
process, you could consider using 2 different configuration PCs. It is no problem if you
use only one single PC, the present guide mentions each change in IP configuration
that will be required.

Company LAN Internet Site LAN eWON LAN
Qalc > Eixedi |
DHCP-enabled - i i o
I H ;O ‘;
‘ ] £
| DHCP-enabled PLCs (Eth - Serial) |
Company network range Site network range eWWON networl range
100 x 1010, x 192 168 0.x
25525500 SESZRE0.0 2552552550

Note 2: As the picture above shows, under normal circumstances the PC you will use
to remotely access, your eWON and PLCs will be on a different network than the site
network. However, during configuration and testing, connecting PC to the site LAN is
fine. As long as the site LAN address range is different than the eWON LAN address
range you will not have routing issues.
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Prerequisite: Determining suitable IP addresses Chapter 4.

4. Prerequisite: Determining suitable IP addresses

To avoid routing problems later, it is better to start to configure the eWON and the
PLC with LAN IP addresses that will be suitable.

The type of physical carrier (GPRS or WAN/LAN) your eWON will use to connect to
the Internet will have an impact on your |IP address selection.

Before starting the actual configuration, please read the general principles below.

4.1 Internet connection using the WAN Interface

If you plan to connect to the Internet using the WAN interface, the eWON will require a
LAN IP address at the PLC side and a WAN IP address at the network side.

Example of IP ranges involved in a WAN/LAN configuration:

o eWON LAN
E | STONLAN
i
JI—AT
Company LAN 7 siteLAN i() »
10.0.0.x 10.10.0.x 2 E
il 2

Important Note: The company network address ranges (Company LAN and Site LAN
in the example above) are specified and managed by the respective network
administrators. These ranges simply cannot be changed. So before configuring your
eWON LAN IP address and your PLC IP addresses, please ask for:

1. The specified company LAN network range to be used by the PC that will
initiate the remote connection (Company LAN).

In our example this range is 10.0.0.#

2. The specified company LAN network (Site LAN) range (and gateway) which
the eWON WAN port will use to get Internet connection.

In our example this range is 10.10.0.#

Knowing the ranges in use at the Company and Site side, you will be able to select a
range outside these networks for the eWON LAN-port and the PLC.

In the above example, we could select addresses in the 192.168.0.# IP range for the
eWON LAN and PLC since it does not overlap neither with the Company LAN range
nor with the Site LAN range.
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4. Prerequisite: Determining suitable IP addresses

4.2 Internet connection by modem (GSM, PSTN, ADSL)

If you plan to connect to the Internet through a modem, you only need to select an IP
address for the eWON LAN side. The IP address of the eWON LAN interface must be
compatible with the IP address of the PLC, but be outside the network address space
to which your PC is connected (Company LAN). If there is as an overlap between the
IP range of your PC and the IP-range of the eWON and the PLC LAN, the setup will

not route correctly.

Example of IP ranges involved in a GPRS/Edge modem configuration:

Company LAN
10.0.0.x

4.3 For proper routing, remember

NeM2y

eWON LAN
192.168.0.x —

1. The eWON LAN IP address must be part of the same IP range as the PLC LAN.

2. The eWON WAN and LAN IP addresses must be in different IP ranges. The WAN
port of the eWON is generally DHCP-enabled, which is a good way to make sure
that it will be compatible with the company network.

3. The remote PLC network (eWON LAN) must be in a different IP range than the

company network on which your PC is connected (Company LAN).

Company LAN

I 1
m

Network 1

Network 3 = eWON LAN = PLC LAN (all in same range).

Tal 2M

NTERNET

Network 3 # Network 2
Network 3 # Network 1

Site LAN

eWON LAN

Network 2

E

i

L]

)

L]

NeM2y
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Reaching your eWON through the Internet Chapter 5.

5. Reaching your eWON through the Internet

5.1 Step 1: Setting IP address of eWON LAN

Once you have selected your IP addresses, you can start configuring your eWON.
In our example, we will change the default factory address 10.0.0.53 to 192.168.0.53.

To configure your eWON LAN IP:

1. This connection will usually be made through the Company network. It can also
be made with a point-to-point link. At this stage there is no constraint on the IP
range of your PC. For this step, eBuddy can access the eWON even if your PC
and the eWON have different network address ranges. eBuddy — eWON
detection and firmware maintenance utility
http://support.ewon.biz/softwares.htm

Tail
-“i
i

|
I" Company =
- LAN 0 4
5 4

e i
1

Point-to-point connection
(if eWWON model has only 1 LAN port use crossed cable).

2. Start the eBuddy utility on your PC
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5. Reaching your e WON through the Internet

3. Inthe home page, select Set IP Address

8l eBuddy - eWON Maintenance Utility
File “iew Tools Help

eBoddy

Set IP Address

The eWON companion

Iz thiz link to set or modify the IP address of an eWON.
Update Firmware

Cl link to update the firmware of an eWON.
(Mak e eBuddy was updated with the latest firmware)

Backup/Restore Application

Click this link to backup or restore your eWON application.

4. You don't need to fill out the Serial Number, just click on Browse

[=] eBuddy - eWON Maintenance Utiliky
File Wiew Tools Help

eBoddy

Set IP Address

The eWON companion

IP Address Wizard x|

Click this link to set o

Welcome to the IP Address Wizard p ?
Update Firmware Which WO would you ke to corfigure? " e

Setial Mumber! Browse.

User Login

Update eBudd Username: adm

Password: aes

Download the latest
operations.

Switch to List Mode {Ad

= Back I Mext = I Cancel | A

e
T e - . TN Ty

eBuddy finds your eWON. Select it by double-clicking on it and the IP Address
window opens.

5. Enter new LAN IP address and Subnet Mask. Click Next

[$]eBuddy - eWON Maintenance Utility . ".:
File “iew Tools Help i
2] refresh | Y/} wasrdvoce IP Address Wizard x|
Serial Murn,,, = | Device Type

IP Address
0830-0012-59 SN 200500 Here you can specify the new [P settings (07 @H‘N

b

1

Serial Murmber:  0830-0012-59

1P Address: 192 . 168 . 0 . 53 w
Subnet Mask: | 255 . 255 . 255 . O %

B % S

< Back Mext = Cancel H’

AT T A T e —————ff —~r

e, e
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5. Reaching your eWON through the Internet

6. Wait until address update and device reboot are completed. Click Finish.

File Wiew Tools Help L
r #, L
(2] refresh | ) wizerd voce || IP Address Wizard x||d
SerialNum... ~ | Device Type date of remote devi ¥
0830-0012-59 eWOoN 2005CD s i ewo“
|t
9 Update request sent successfully.
£ eWON updated successfully, ;
?
< Back (K
- T i A ol T R -

In our example the eWON was set to LAN IP address 192.168.0.53.
As shown below, this address fits into the PLC-range and does not interfere with
the Company LAN.

Company Site
LAN range 10.0x.x LAN range 10.10.¢x
Mask 255.255.0.0 Mask 255.255.0.0

7. End of step 1

Remote Access for Allen-Bradley PLCs (Rockwell Automation) (How to)

eWWON LAN IP

192.168.0.53 PLCY

IP 192.168.0.61
Mask 255.255.255.0
- GW 192.168.0.53

PLC2

IP 192.168.0.62

Mask 255.255.255.0
- GW192.168.0.53

eWON LAN range
192.168.0.x
Mask 255.255.255.0
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5. Reaching your eWON through the Internet

5.2 Step 2: Configure eWON for Internet connection

To configure your eWON's Internet connection :

1. Configure the network parameters of your configuration PC to encompass the IP
range of the eWON LAN. To do this, go to START, Settings, Network
Connections. Open the currently used connection, select the TCP/IP parameter
row and select a fixed IP address within the range of the eWON LAN. Click OK to
close the wizard.

2. Connect the PC to one of the LAN ports of the eWON.
3. Open your Internet browser and access the eWON internal Web page by typing
the LAN address you just configured (in our example http://192.168.0.53)

4. To open the eWON wizard page, click on Configuration in the toolbar and then
on the wizard @ icon. The following page will be displayed:

Wihat do you want to configure?

0 | Configure INTERNET Connection

- Use this wizard to configure how the Wion will connect ta the Internet
Test INTERNET Connection
Use this wizard to test the 8O internet connection

Configure Talk2M conhectivity
Tullr2M Uze this option to configure this WO to connect to talk2h .com
. The ewiOn must first be defined in Talk2u
Configure "Endian For eWWON" connectivity
Use this option to configure this eWWON to connect to your EnciandsWON
WM server
The evyiON must first be defined in your VPN server

|
-]
=== | Configure mdex connectivity
TG " | Use thiz option to configure this ewO to connect to mdes:

5. Click on the icon next to Configure INTERNET Connection to launch the wizard.
Following window will be displayed (options in drop down are depending on
hardware configuration) :

Internet connection

I Ethemet WAN connection VI
|[No Imtemet access Lwill use for Internet access

Modem Connection ! :
Ethemet WAN connection h:o anded)

<< Previous
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5. Reaching your eWON through the Internet

6. According to your eWON type (with a modem or a second Ethernet interface), you
will have the possibility to choose between different connections:

e Modem Connection
e Ethernet WAN* connection
e ADSL

*WAN refers to wide area network , which is network that covers a broad
external area using the Internet infrastructure, as opposed to LAN referring to
local area network that is restricted to internal networks.

From the next step onwards, we will address the most current access which is
Ethernet WAN connection (for modem connection refer to § 10 Appendix 1 —
Specifics for Modem connections).

7. Make sure the WAN port of the eWON is physically connected with the company
network. Traffic LED do not lit yet as the connection is not yet defined.

8. Select Ethernet WAN connection. The usual configuration for Ethernet is DHCP
enabled (device obtains IP address and Internet access automatically from host).
Use a fixed IP address, Gateway and DNS only if this is clearly required by the
network admin.

Ethernet WAN connection

Address Seluik DHCP vl

IP Address:

Subnet Mask:
Defaut 10.0.0 254 Mot far
Gateway: reference

pNs ¥ via DHCP allocated
automatically

Secondary 0.0.0.0

DNS:
HTTP Proxy

™ Connect to Talk2M through Prooy
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5. Reaching your eWON through the Internet

9. Click Next and go to step 10 Internet Connection Test.

10. The last step of the Internet configuration consist in a communication test. This
test should end up successfully as shown in the snapshot below:

Current operation

. Finished

Results

' Internet connection

« Cnline IP Check

Diagnosis

d

SUCCESE! Internst connection tested

The Internet Connection means that the eWON is correctly configured for an
Internet connection. If this test is not successful, then go back to the previous
configuration steps and recheck all settings for compatibility and accuracy.

The Online IP Check means that the eWON was actually able to reach an IP
address on Internet. It might not be so critical if this particular test fails. Go
ahead with the procedure without being too much concerned.

You normally do not need to read it to complete the present procedure, but we
mention for reference the detailed document describing the use of the wizard:
AUG-019-0-EN-(eWON Configuration for Internet Access Using the Wizard).
http://support.ewon.biz/docs/Talk2M_Free.htm

11. End of step 2.
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5. Reaching your eWON through the Internet

5.3 Step 3: Creating the eWON in your Talk2M account

To connect to your eWON remotely, we will use eCatcher and Talk2M.

1.

You can skip the present point if you already created a Talk2M account. If you
haven't created your Talk2M account yet, install eCatcher and create your Talk2M
account as per § 3 of the guide "Talk2M — Getting started on Service Free+"
available at http://support.ewon.biz/docs/Talk2M_Free.htm. You can download
eCatcher from this link as well.

Connect your configuration PC to the company LAN and configure its network
parameters to DHCP enabled (acquiring an IP address automatically).

On the menu on the left side of the eCatcher interface click on the "+" (New
eWON) icon in the eWON list section. The following window appears:

® New eWON x|
Tal k 'M Now machines can halk
eWON Name : [ My Ewon
WM Description : | This is a descripticn
n eWOM Serial Number : IDB3D-DD12-59
Connection Type : |I.WADSI_ LI

Cancel | Mext

Enter the eWON name you want to use on the Talk2M server to identify the
remote connection to your eWWON.

The eWON Serial Number can be left empty. It will be encoded automatically
during the Talk2M connection configuration of the eWON.

Select the Connection Type to specify how your eWON will be connected to the
Talk2M server using:

¢ a LAN/ADSL connection

¢ a GPRS/EDGE connection or

« an Internet connection over a PSTN connection (analog modem).
If you specify a GPRS/Edge connection, then you will be asked to specify the
phone number. This will allow Talk2M to wake up your eWON remotely

using a Wake-Up SMS as described in § 10 Appendix 1 — Specifics for
Modem connections.
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5. Reaching your e WON through the Internet

Click on Next.

In older versions, you were asked to specify the Remote Network to reach behind
the eWON like shown below. Since firmware version 6.2s0, when launching the
eWON Talk2M wizard to enter the Talk2M-key, the wizard transfers the eWON
LAN IP address to Talk2M automatically. In this case, this step is skipped.

#_New eWON o= x|
Tulk M Mote: this step is skipped in newer Talk2M versions. ...

Mow machines con talk

Remote Network

n WOl LAN IP |192.168.D.53

Metwork, Mask : |255.255.0.0

.. inthis case, the Remote Metwork configuration is acquired avtomatically.

Previous Mext
5. Click on Next.

W New eWON x|
i Ta I k M Mow machines can halk
!
] Customn Field 1 IGroup of locations|

n Custom Field 2 |Location
Custom Field 3 [t
>
Previous | Finish |

Here you can enter additional information concerning your remote connection. The
Custom Fields can be used to classify or filter your different remote connections.
This will allow you to find easily the eWON you need to connect to.
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5. Reaching your eWON through the Internet

6. Click on Finish to add the eWON to the eWON list of your Talk2M account.

The new eWON account will now be displayed in the eWON List section on the
lower part of the window.

¥ oCatcher (3.0.0 build 7195) g ] 1

Active Connection

Devices E

MName

Users
e 5
?m eWON list
=2-T T NN I
[ =] =] = = || I I =) I
Action & | MName ¥ Status Yescription onnects Custom Field 1 | Custom Field 2 | Cuskom Field 3
Settings My Ewon Offline This is a descr... Group of locat. .. Location Unik:

Help
"'J'gg
T II M Manage your Talk2M account and datas on "_"J-—
‘ l -—
Bt . . M la | !‘Z ZM (visit https://my.talk2m.com) )
r_"mg.taIKZm.com Credit : 156 | Idle [pierre] €0 Tallke M

7. End of step 3.
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5. Reaching your eWON through the Internet

5.4 Step 4: Getting the Talk2M activation key for the eWON

Up to now we only added the eWON on our Talk2M account, but we did not yet
configure the eWON to connect to the Talk2M server.

To enable the eWON connecting to the Talk2M server, an activation key is needed.
This key will allow the eWON to get back the VPN keys and certificates needed for the
VPN connection. This step still uses the DHCP-enabled configuration of the previous

step.

To get the activation key, proceed as follows:
1. Select the eWON in the eWON list and click on the Detail button.

e
§
!

Useris) connected

Description

¥ oCatcher (3.0.0 build 7195)

E Active Connection

pevices | | [

Users

eWON list

won | B E G

E— o] o]

“..Sattuﬂ\gi -

The eWON Detail window opens.
2. Click on the eWON Setup button.

: \.,4.\- A

Cuskom Field 3

¥ oCatcher (3.0.0 build 7195) f-
E eWON Detail ¥
- #
e | B E B0 E @ g
E BWON Setup ,
eWON Name : My Evean
T eWON Description This is a description ’
eWON Serial Number : 0530-0012-59 "-3
Connection Type : LAMADSL M
Account
Custom Field 1 Group of locations
Custom Field 2 Location Ty
Settings Custom Field 3 Unik: )
(
Remote Connection
eWON's LAN IP: 192,165.0.53
| Network Mask: 255.255.255.0 N f
\.___w‘ A, , gt e B ol O A e ﬂ_l "/ N et
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5. Reaching your eWON through the Internet

The following window opens:

W oCatcher (3.0.0 build 7195) -|O] x|
E eWON Setup
Devices =
E Select your preferred method to configure your eWON:
R Send an SMS ta the eWOM with its activation key,
Users Configure via SMS It will trigger the remote auto-configuration.
O«
Account
Every device receives an Activation Key during its creation in
Configure via Activation Key TalkzM,
Settings This ke cannot be changed..
AKK‘JN_
Activation Key: 240366F2b046ab21 2a6d7bedbdE2bEsd =] |
Configure via eWON Name
o
s 3 I
e v
eWO0N Name : IMY Ewan e

Help -
.-
=0

T Ik M Manage your Talk2M account and datas on -
a .

= (visit https://my.talk2m.com)

'—_'mg.taIkZm.com Credit @ 158 Idle [pierre] | €8 Tall M

3. Under the Configure via Activation Key section you will find the Activation Key

needed for the eWON configuration. Click on the Copy icon to copy the activation
key into the clipboard of your PC. Keep this information on your clipboard to
complete Step 5 (go to this step).

PR o

N o ' i W S L% -
Every device receives an Activation Key during its creation in (
Configure via Activation Key TalkzmM.
Settings This key cannot be changed. . ’
— -
Activation Key: |z40366F2b046ab21 2a6d7bEdbda2bEGd - P | /
Configure via eWON Name /
P By L T I T L P U N

Note: Using the Activation Key is the standard procedure. Next to this method,
there are 2 alternative methods:

« Configure via eWON Name: During the eWON Talk2M wizard, instead of
using the Activation Key you can alternatively specify the eWON Name and
use the user name and password of your Free+ account.

« Configure via SMS: If your eWON has a GSM modem and if the eWON is
already configured for Internet connection, then you can also send an SMS to
the eWON containing the activation key. When eWON receives the SMS, it will
then trigger automatically the Talk2M connection wizard and will configure
itself to connect to the Talk2M server.

4. End of step 4.
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5. Reaching your e WON through the Internet

5.5 Step 5: Configuring your eWON to connect to Talk2M
1. Configure the network parameters of your configuration PC to encompass the IP
range you used to allocate the LAN IP address to the e WON.
2. Connect the PC to one of the LAN ports of the eWON.
3. Open your Internet browser and access it's internal Web page by typing the LAN
address you just configured (in our example http://192.168.0.53).

4. To open the eWON wizard page, click on Configuration in the toolbar and then
on the Wizard @ icon.

£ Wiew If0 Alarmn Surnmar Diagnostic Configuration
(eWOeN / v 0 0
m Alarrn Histary Files Transfer Log off &

o ,* —ttr B e e - P ™ RS _ ol — ’__'.“-F- W e o

;:% Gwou Setup ok: onfig Main Menu

The wizard window will open:

£@F owoncomgrsimvimrs

What do vou want to configure?

O Configure INTERNET Connection
_Q Test INTERNET Connection
Configure Talk2M connectivity
TO"{ﬁM. se this option to Ot to connect to ta

lian For eWON" connectivity

P Configure "

Q@
Ing

== Configure mdex connectiity
[l U T PR S S N PR L Bl

5. Click on the Talk2M wizard.

The following window will be displayed:

This wizard will guide you through the Talk?M ¢ ion { Click here for old Talk2M Free )

TalkZM

i i
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5. Reaching your eWON through the Internet

Click on Next to register the eWON on the Talk2M server.

Click on Register with ACTIVATION KEY, as in the previous step, we copied the
Activation Key to the clipboard of your PC. Paste the Activation Key
(Ctrl+V).

Selectyour prefered method for registering the edWOR on Talk2.com?

i Register with eWWON NAME

[y Usze the eWiON Talk2m name and your Talk2m login and pasward.
— The evwi0h] must first be defined in Talk2hd.

Register with ACTIVATION KEY
ABRKSIE Usze the eWiOn '&ctivation Key' provided by talkz2hd.com.
n : The evwi0h] must first be defined in Talk2hd.

@ & ACﬁVSﬁDnKEYZ{2}|240388f2b048ab212a8d?b8dbd82b88d |

Important: “our ebWOR must have 3 working Internet Connection
Before using the wizard, the eWOMN Internet access must be correctly configured.

-,

8. Click Next

Note: If you choose the Registration with eWON NAME method, then you will
be asked to enter the Name you specified for the remote connection in your
Talk2M account. You will also need to specify your Talk2M account name and
enter the user name and the password which you use to connect to your Talk2M
account.

The next window of the wizard will ask you if you need to connect through a Proxy
server.

Connect via HTTP proxy [
Enable this option only if you are connected to Internet via proxy (ask
wour network administrator if not sure)

=< Previous m

9. Check this option only if you need to specify a Proxy server for the Internet
connection. Otherwise leave this option unchecked and click Next.
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5. Reaching your eWON through the Internet

10. The Talk2M registration will now start and the result will be displayed on the
wizard page:

Current operation

. Testing Direct HTTP connectivity...

Results

« WAN connection

« UDP connection X X
Wait until test
pProcess is
completed

*  HTTP direct connection

« HTTP Proxy connection

*  Read Talk2M config

«  Test WPN connection

Diagnosis

The eWON will first test the different connections needed to connect to the Talk2M
server (UDP and HTTP or HTTP using a Proxy). Then the e WON will connect to
the Talk2M server and retrieve the VPN keys. At the end, the eWON will establish
the VPN connection to the Talk2M server.

Once the registration and configuration of the eWON are completed, the result will
be displayed on the Wizard page as shown in the following picture:

Current operation
@ rinished

Results

WAN connection

UDP connection

HTTP direct connection

HTTP Proxy connection Operation skipped

Read Talk2M config

N SR 8 B

Test WPN connection

Disgnosis

PN connection will use UDP mode
i SUCCESS: YPN connection configured and tested

11. Click on the Done button to close the wizard.

Your eWON is now configured to connect to the Talk2M server.
12. End of step 5.
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5. Reaching your eWON through the Internet

5.6 Step 6: Connecting the eWON remotely

Now that the eWON is configured to connect to Talk2M, we can establish the remote
connection to the eWON.

1. Connect your configuration PC to the company LAN and configure its network
parameters to DHCP enabled (acquiring an IP address automatically).

Launch eCatcher and open your Talk2M account.

In the eWON list section select the eWON you want to use for the remote
connection.

*_eCatcher, (3.0.0 build 7133)

Active Connection

Devices s

Users

eWON list

E q_Connact
| AN
-

Account

ool can - J_“_.I“L H"\__“' S ,‘A’“\\ P . e At ‘\'-\‘J_ LY .

".-\.A-.-"
The eWON which you just configured should now be displayed as on line (green
tick in the action column). This means that the eWON has established its VPN
connection to the Talk2M server.

4. Double-click the online icon or click on the Connect button displayed in the
eWON list menu to establish the remote connection to this eWON. eCatcher will
now establish the VPN connection to the Talk2M server.

5. Once the VPN connection to the eWON is established, the eWON will be
displayed in the Active connection section on the top of the window.

*. eCatcher (3.0.0 build 7144)

g Active Connection
Devices s
B
WO Company KY 10.8,129.39 eWON ak Company KY adrain 4
Users '.
3 /
eWON list 4
Account -
DERES--E 3
r
v v v v v v v “
@ Plant ¥ CFfling plant x \
N I
> PUY 4 PP S R S P N
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5. Reaching your eWON through the Internet

6. The PC is now connected to the eWON using the VPN tunnel and you can start to
use the remote connection.

7. If you want/need to connect to the eWON itself, you can click on the IP address
link in the Active Connection section, as displayed in the following picture. Once

the home page of the eWON web interface is displayed, you know for sure that
your connection is effective.

#. eCatcher (3.0.0 build 7189)

E Active Connection 'i.:

Devices s

eWON Company B 10.8.129.82; WO ak Company =Y
Users
eWON list

Account
DEREE~-E
v v

Note: For specifics related to modem connection (including GPRS/Edge) please
go to § 10 Appendix 1 — Specifics for Modem connections at the end of this guide.

8. End of step 6.
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5. Reaching your eWON through the Internet

5.7 Step 7: Terminating the remote connection

1. Click on the disconnect button in the Active connection section. This will close the
VPN connection with the eWON.

Active Connection
P
EWON Comparny X\r’ 10.5.129.39 eWON at Comparny =Y ’
s
ewon list )
el ] ¢
b b ,
Ackion ¥ M. User(s] necte
& Plant ¥ PLC &t plant x

i

T il .}#\’,"I“ . ~--\\_,’” o it N N A NN /

2. Note: For specifics related to modem connection (including GPRS/Edge) please
go to § 10 Appendix 1 — Specifics for Modem connections at the end of this

guide.
3. End of step number 7.
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Linking eWON and PLC Chapter 6.

6. Linking eWON and PLC

6.1 Local link capabilities

Depending on whether the PLC will be connected to the eWON with a serial or
Ethernet link, the eWON configuration and the connection to the PLC will be slightly
different. Both types of connections will be explained.

TalkZM

NeM?

PO
i

Keep in mind that you can combine both connection types without any problem. For
example, you can connect at the same time to an SLC500 using the serial port of the
eWON and connect to one or more ControlLogix PLC(s) using the Ethernet
connection between the eWON and the PLC.

6.2 Serial link configuration

DF1

]
NOM?.

1. Set the serial port dip switch of the eWON to RS232 mode (all OFF) to allow the DF1
communication with the PLC. The settings of the switches are indicated on the
eWON sticker on the left hand side of its housing.

1 On earlier models, the
ON layout was inverted, but
switch numbers and all

OFF OFF remain the same.
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6. Linking eWON and PLC

2. Go to the eWON Web page either using the just configured VPN tunnel or a point-to-
point connection to the eWON LAN port.

2N eWON Session (Adm) - Microsoft Internet Explorer. X
File Edit ‘“iew Favortes Tools Help a.

Address |€| http:f{10.8.131.44:81 Ast/MainfAst.chtm V! By o Links *|

Diagnostic @ Configuration

¢ ewou View [jO Alarm Summary
. Files Transfer Log off &

Alarm History
gl .‘__"‘*"H x_.f""‘-\__‘ O l’“,\ ., f ——tco g . t“”"‘"_‘\/’\\"

RSP

2 eWON Session (Adm]) - Microsoft Internet Explorer = (B[]

File  Edit Wiew Favorites Tools  Help

eBack 7 \_,\J E @ \,_;j pSearch *Favorites @ B' :% 'ﬁ

Address @ http:/f10.5.131.44:51 fastiMaindst . shitm
‘%_, ewou Tag Setup
Script Setup etup
E rﬂ"‘,g_# P T R P T e
3. Open the eWON IO Server configuration and go to the I0Server page

4. In the drop down field select the |O-server corresponding to the PLC type you want
to connect to:
DF1 10 Server for SLC500, Micrologix and PLC5 devices

ABLogix 10 Server for CompactLogix, ControlLogix and Flexlogix devices

B o S

Tag Setup

MODBUS  »
MEM

EWOM
MODEUS
METMPI
ShMP

Eﬁj g @ Select 10server

Lasloslk L 1™ uppqe o "ABLOGIX"

738400

4
4
{
4
o {
/
r

Select an IO Server

HITACHI
MITSUFS

B R TN SN S S et PSP SN

5. Set the Baudrate, Parity, Stop Bit and Frame Error detection parameters as
defined in the PLC you want to connect (see next page):
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6. Linking eWON and PLC

DF1 IO Server & Gateway setting: oM is acting as a EIP to DF1 adapter and DF1 10 s

COM Setup

ull Duplesx: MO Handshaking

Topic A : able

- HW Mode: Select Full Duplex NO Handshaking

- Bridge EIP connection: Only check this option if you connect to a CompactLogix,
ControlLogix or Flexlogix PLC. Do not check this option if you connect to an
SLC500 or Micrologix.

On an SLC500 PLC you can find this information in the Channel configuration window
of your PLC project. An example is shown in the picture below:

] RSLogix 500 - TELESERYICE_DEMO2.RSS
File= Edit %iew Search Comms Tools  Window Help
D=EdE &2 B> s Hld & sEE SRS
OFFLIME *| |MoForces ?

Mo Edits *| |Forces Dizabled
Diriver: AB_ETH-1

4=

EI H TT 3 F 3E «r 4 A AEL AES

4=

L4 » [\User £Bit 4 TimeriCounter A Inputiutput 4 Compdi,

[=-(Z1] Praoject
{:| Help
|_:_|C:| Contraller
----- i Controller Properties
----- Q Processzor Status
----- JE 10 configuration
----- I)}E Channel Configursation
----- Bl Muttipoint Monitor
=-[_1 Program Files

Generall Chan. 1 - Spstem Chan. 0 - Spstem I Chan. O - Userl

Source D

Diriver DF1 Full Duples

IS [decimal]
Baud |192DD VI
Parity I MIOME - I
Stop Bits |1 vI

=-[Z1 Dsta Files
..... B Cross Reference
..... [ oo - cutpPuT

— Pratocol Control

TNAAANAA N A AN

~ 1 -mput Control Ling Mo Handshaking ~| AL
..... -STATUS I -
_____ _BINARY Error Detection CRC LI
----- - TIMER Embedded Responses |Enabled -
----- - COUNTER ¥ Duplicate Packet Detect
..... [ rs - conTROL
N ,“"‘“

R A Go - NP PR SN 4
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6. Linking eWON and PLC

6.

Save your settings by clicking on Update Config

T P PP

. o
{Hlnhal Device Bidress: I

" | Fins Metmiatk, Fins Mode,HostLink or Ip

Update Com‘ig@lj Cancel |

Default: 2000

Poll Rate

7. Connect the eWON serial port to the serial port of the PLC (using a DF1 crossed

cable as shown in § 13 Appendix 4 — Serial DF1 cable pinout). This is the same
serial cable you use when you connect the serial port of your PC to the serial port of
the PLC.

Note: In the PLC configuration, the serial port must be configured in DF1 Full
Duplex mode. This is the standard setting for the PLC interface when used for
program maintenance.

8. End of serial link configuration.

6.3 Ethernet link configuration

- Tips -

As of firmware v12, there is a PLC Discovery feature inside the eWON. This allows
the automatic discovery of PLC (linked to the eWON) on the network while you are
connected through Talk2M. No need to set the IP of the PLC in the same range
than the IP of the eWON.

For more information, please refer to AUG-070: PLC Discovery through Talk2M

If firmware version is lower than 12, please follow the procedure hereunder.

eWON LAN [P

= 192.168.0.53 gy PLCH

IP 192.168.0.61
Mask 255.255.255.0
GW 192.168.0.53

.Q]

|

= b — e
IP 192.168.0.62
Mask 2565.255.255.0
GW 192.168.0.53

eWON LAN range
192.168.0.x
Mask 255.255.255.0

Company
LAN range 10.0x.x
Mask 255.255.0.0

Site
LAN range 10.10.3¢x
Mask 255.255.0.0
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6. Linking eWON and PLC

1. If your eWON runs a firmware v6.2s1 or under v12 (see note) AND your application
is straight forward, there is nothing to do but making sure that the PLC IP address is
in the same range than the LAN IP of the e WON.

Note 1: From eWON firmware version 6.2s1 onwards, the Plug'nRoute function
automatically configures the Ethernet routing. With this configuration, it is - in most
cases - no longer necessary to set the eWON address as Gateway into the PLC.

If, for any reason, you are using an earlier firmware version (not recommended) OR
would the Plugn'Route function not work in your specific application , then you should
refer to Appendix 2 — eWON as Gateway in PLC.
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6. Linking eWON and PLC

Note 2: The eWON types with 4 LAN ports (2005CD or 4005CD) can be connected to
the Ethernet port of the PLC directly. Whereas the eWON types with a single LAN port
(2101CD or 4101CD) need to be connected with a crossed cable (single PLC) or an
external switch (multiple PLC).

e o] e switch
f':l Ethernet IP

i

: D £ l F

0 0 g

g -

2. End of Ethernet link configuration.
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PLC software mapping configuration Chapter 7.

7. PLC software mapping configuration

1. This configuration has to be done on a PC hosting the PLC software that will be used for
remote access (DHCP-enabled). This will tell the PLC software to use the remote
connection instead of (or in addition to) the local connection.

2. Start the RSLinx application

3. Select the Communications, Configure Drivers menu options

<y RSLinx Classic OEM
File Edit “Wiews Bl Ele=ldly S%n DDESOPC  Security  Wino

ﬂ ﬁ g RSWho

Configure Drivers., ., I

Configure Shorkcaks, . @

Configure Client Applications. ..

J T A o

~ ol

4. Select or add the AB_ETH-1 (Ethernet Devices) driver and click the Configure button

2 RSLinx Classic OEM

=| & 58| Bliz| 2|

¥
4

Configure Drivers @@
Available Driver Types:
Close
| =l
Help
Configured Drivers:
Mame and Description Status
! - A . Fiunning onfigure..
AB_ETH AB Ethemet RUNNING @ e
| A 2N Funning Startup...
Configure driver: 4B_ETH-1 e E3
— Start
Station Mapping l
Stop
Station  |Host Name dd New
1] | | Delete
1 1001205 EEEE
2 10.0.120.235
NE 192168.053 |®
4 192.168.120.72
5 192.1E8.120.172
B3
247 19216812071
248 10.8.129.70
249 i0.8.128.22
250 102012071
281 1005129
252 1005111
253 10.8.129.85
254 10.0.120.7
awb Cancel

3 o S
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7. PLC software mapping configuration

5. Click on the Add New button to add the IP address on which the PLC can be reached in the

Station Mapping table. This will differ depending on the connection used between the PLC
and the eWON.

o Serial Link: Enter the LAN IP address of the eWON.
In our example 192.168.0.53

« Ethernet Link: Enter the IP address of the PLC.
In our examples, respectively 192.168.0.61 (Logix-Series) and 192.168.0.62 (SLC500-
Series).

Click OK and Close to close the Configure driver window.

6. From the RSLinx menu, select again Communications and then RSWho to check whether

your new PLC is appearing in the list of connected devices. Allow enough time for the
Autobrowser function to find your new device.

Note: you may have to expand manually the driver family to which your new PLC is
attached. In our case here it is the AB_ETH-1, Ethernet.

B RSWho - 1

v Autobrowse I:l

|- = workstation, WREDSS_007 ;
+ ﬁ Linx Gateways, Ethernet ,
+ @5 AB_DF1-1, DH-485 j
- 2= AB ETH-1, Ethernet &

192.165,0.53, 5LC-5/04, TesT SRR,

+ 192,168, 120,71, GLC-5/04, TEST /

S i S R S

Mot Browsing

7. End of software mapping configuration.
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PLC remote access

Chapter 8.

8. PLC remote access

First establish the remote connection to the eWON as explained in Step 6 of the eWON
configuration part.

Once the Talk2M VPN tunnel towards the eWON is established by eCatcher, start RSLogix.

In RSLogix select
- Who Active Go Online (RSLogix500), or
- Who Active (RSLogix5000)

¥ RSLogix 5000
File Edit “iew Search Logic Wellglyifie=ldetN Tools WD

8" RSLogix 500
Tools  Windomw  Help

File  View Rais
Syskem Camms... ' S:0/0

Wha Active

i
i Select Recer@h. o #
No Controller . = f'

AT A e s v

0= _
wWho Active Go Online £ | DFh| | | | |

OFFLINE 5o Online @
|pload. ..

In the tree select the IP address

- of the eWON (for serial connection), or

- of the PLC itself (for Ethernet connection)
and click on the

- OK button (RSLogix500)

- Go Online button (RSLogix5000)

I, peix 500
»
0 & = {
[OFFLINE [#] | [ (
*
|Dri\-'er: .-'-‘-.B_ETH-'Iu | L4 > BUuser £Eit 4 Timer/Counter A& Input/Output 4 Comp

Communications

v Autobrowse I:I

-z AB_ETH-1, Ethernet | | Mebwark Mame
e ] 10.0.120,235, SLC-5/04, MATS01
10.0.120.55, Unrecogrized Device
¥ 10.0.120.71, Unrecognized Device
q.'b 10.0,120,98, Unrecognized Device ’
+ ﬂ 10.0.5.111, CompackLogix Processar,
10.0.5,129, Unrecognized Device
10.120.120.71, Unrecognized Device
10.8.128.22, Unrecognized Device
10.5.129.70, UnrgcognizedRexiig?L
» R P T R L

Mot Browszing
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i Who Active

[ Autobrowse

-|-&5 AB_ETH-1, Ethernet ~
7 10.0.120.55, Unrecognized Device

% 10.0.120.98, Unrecognized Device
+- ] 10.0.5.111, CompactLogix Processor, 1769-L35CR{A LOGIXS335CR x '
7 10,0.5.129, Unrecognized Device - }
% 10.120.120.71, Unrecognized Device Update Fimmiare... I
7 10.8.128.22, Unrecognized Device Close r
7 10.8.129.70, Unrecognized Device i
7 10.8.129.85, Unrecognized Device Help I
‘9 192.168.0.53, Unrecognized Device ’
ﬁlﬁ? 168,120,172, 1756-ENET/A, 1756-EMETJA [@

Backplane, 1756-A10/A -~
u

20, 1756-L55/A LOGIXS55S, feb_3 | (@D

]
E DS 1?56m0du13, SST-PRE-CLXY

7 192.168.120.71, Unrecognized Device ect Path |-
+ 192.168.120.72, 1756-L55/A LOGIXS555, 1756-L55/A 1756-M14)A LOGIXSSSS ‘
[+ &5 AB_ETHIP-1, Ethernet 3 i1 P f }

Fath: AB_ETH-1%192.168.12001 72\B.ackplane\0

S

LA et ol g i s el o A kit g

5. Allow enough time for the connection to actually take place, especially when using a
modem connection since the throughput may be relatively slow.

6. As soon as the connection is working, it appears in the status bar of RSLogix.

RSLogix 500 - MONTESTAMOI.RSS
Edit View Search Comms Tools Window Help

DEW & & e > s NhARmye aan |4
E—H‘D’ib%<>ﬂ>wmus EI f
)

Node:2d | LI»I\User {Bt X TimeriCounter £ inputiOutput K Compare |
el AN e el .\,_:’_.,_,f\_)\_ e P

I4=

REMOTE PROG|#| |No Forces

[No Edits |] [Forces Disabled
Diiver. AB_ETH-1

4=

7% RSLogix 5000 - feb_9% in apr_21.ACD [1756-L55]

File Edit W%iew Search Logic Communications Tools  window  Help pe

s
B|=|d| & £|=|@] ] [ewen =l Hlwlsl B Ml ala] i

Rem Run A2 = Fun Mode [ | Path: [AE_ETH-14192.168.120.172 B ack planet0® =
o Eararss » = Controller O ;
-~
e |a mpaere |l et | 4 [ O[] <
B T e ™ %-"‘\_f-‘-v- N

7. You can now work in remote programming mode.
Once you finished your work with RSLogix:
- Go Offline and close
- Terminate the remote connection to the eWON explained in Step 7 of the eWON
configuration part.

8. End of PLC remote access.
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Troubleshooting

Chapter 9.

9. Troubleshooting

9.1 Cannot reach serial PLC?

If you cannot reach the serial PLC connected to the eWON then verify the following:

Check serial dip switch positions of the eWON (all OFF for RS232).
Check 10Server configuration in eWON page (DF1 and protocol settings)

Open the eWON Event Log [Main Menu, Diagnostic, Event Log] to check for
error messages.

In RSLinx check if the correct IP address has been configured: You must use
either the eWON LAN IP address or the eWON VPN IP address.

To verify if the eWON serial port and the eWON I0Server is correctly configured you
can create a Tag inside the eWON which will poll a register on the PLC. If the polling
succeeds, this indicates that the serial DF1 connection is working correctly.

9.2 Cannot reach Ethernet PLC?

To be able to reach the Ethernet PLC, the following conditions must be fulfilled:

Reboot the PLC after IP address and/or gateway change.

Check that the network LED are lighting at both ends. If they aren't, it means there
is an issue with the Ethernet cable(s). If you use an eWON having a single
Ethernet LAN port (no integrated switch), then you have to use either a crossed
Ethernet cable (point-to-point with single PLC) or an intermediate switch (multiple
PLCs).

You might have a mismatch between the actual IP configuration of the eWON and
the eWON LAN IP address configured as Remote Network in your Talk2M
account. You can check, and if necessary, modify these settings, in eCatcher.
Under the eWON list select the Name of the remote connection and click on the
Detail button.

®_cCatcher (3.0.0 build 7195)

B Active Connection

Devices E

E eWON list
Account ﬁ
I

A

L.-anmRLnOs
Y

Remote Access for Allen-Bradley PLCs (Rockwell Automation) (How to) Page 35/46




9. Troubleshooting

The eWON Detail window will open:

Here you will find the different information you entered earlier. The Remote
Network is specified under the Remote connection section.

eWON Detail
=
CEERE e
eW0ON Ma . WM Company LY
eWON Description eWOM abt Company 2%
eWON Serial Number : 0330-0003-56
Connection Type : LaMjaDsL
Country Belgium
PLC type Allen Bradley pLC

Custom Field 3

Remote Connection
eWON's LAMN IP: 192,168,053

Metwork Mask: 255,255.255.,0

To change the Remote Connection settings, click on the Edit button on the top of
the page.

Once the madification is finished, click on the Save button which is displayed on
the top of the window when in edit mode. After the change you would then have to
save and Disconnect and Connect the VPN bridge to the eWON for Talk2M to
take the modification into account.

The remote PLC network must be in a different range than the company network
on which your PC is connected (see § 5.1 Step 1: Setting IP address of eWON
LAN).
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10. Appendix 1 — Specifics for Modem connections

10.1 General

The basic configuration principles remain the same except for typical modem settings.
Allow enough time for tasks to be executed when you use a modem link.

In the following explanations, we took the most current example of GPRS/Edge
modem. Extrapolating to other modem technologies is rather straight forward.

Only those steps that are different from the LAN/WAN connection are addressed.

10.2 Configuring the eWON for Internet connection (Step 2)

1. In the Internet configuration wizard of the eWON, select Modem Connection
option and, depending on the modem installed in the eWON, the interface asks
the user to fill out the different parameters of the relevant modem. Fill out the
different fields (PIN code, APN and user name/password) according those you
received from your Service Provider. For most Service Providers, User Name and
Password can be left empty. Click Next.

GSM Modem connection (GPRS/EDGE/3G)

S PIN: sesssesnnd

APN: [intemet prosimus be

Mot for reference,
. take your awn PIi-
User Name: [ code, APN and

M : login data.

Password: |........

2. Configure how the eWON should go online, and click Next.

Configure “Go Online" trigger

& Triggered by outgoing actions

" Maintain connection

" Triggered by phone call of outgoing actions .
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3.

4.

In most cases, it will be Triggered by outgoing actions. This option is needed to
be able to use the Wake-Up function. Only check Maintain connection if you
want to use a permanent connection to your e WON device (which can be very
expensive using a GPRS/Edge line).

Configure your online time parameters, and click Next

WO Configuratic ard fInternet Connection

Trigger: Connect for outgoing actions

Idle time before Seconds.

hanging up:

call duration:

W Enable call budget management.

<< Pravious

In most cases, you can leave the default parameters.

The Max outgoing call duration is set by default to 60 minutes. The eWON wiill
drop the Talk2M connection after 1 hour. If you need longer connection times,
enter a higher value or set it to 0 for no limit.

By default, the Idle time before hanging up is set to 120 seconds. You can leave
this value as is. In fact, it is not a useful parameter for a Talk2M connection
because a VPN life bit is periodically exchanged preventing connection
interruptions due to idle times.

5. End of Step 2 in Appendix 1.
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10.3 Creating the eWON in your Talk2M account (Step 3)

1. In the creation process of the eWON in your Talk2M account, the sole additional
steps are:
- specifying the connection type (in our example GPRS/Edge)
- entering the phone number (including 00AB, AB being the country code)

i a eWON Detail
el -T-1 11 [of
J ~
A E eWON Name : L'iweonne au Rippe:
Users eWON Description
; eWON Serial Number : 1036-0021-56
'- - Connection Type : GPRSJEDGE
F o Phone number 0032473541035
Custom Field 1 Belgique:
i Custom Field 2 Nivelle-Baulers
I Custom Field 3 Team Support

(3.0.0 build 7195)

Remote Connection
eWON's LAN IP:

Network Mask:

192.168.120.235

255.255.0.0

.

Talk M

Manage your Talk2ZM account and datas on

MyTalk2mM

(visit https://my.talkZm.com)

il

=

(&>

I v talem.com

Credit : 10,26 |

| 1dle

[pierre] €0 Talk M

2. End of Step 3 in Appendix 1.

10.4 Connecting the eWON remotely (Step 6)

1. If you use an eWON GPRS, then you probably configured the eWON not to stay
connected all the time to the Talk2M server. Before being able to connect to the
eWON over Talk2M you will first need to wake-up the modem of the eWON. To do
this, click on the Wake-up icon in front of the eWON name as shown in the

following picture:

WO list

oEaE0---
W

&ckion ™

&

Mame

eMON Company BY

ondes,

b ol st

ool

=5 Motification;

Offline
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10.5

2. Talk2M sends an SMS (text message) to the eWON to ask the eWON to start its
Internet connection and to connect to the Talk2M server. This can take up to
several minutes; do not interfere until this process is completed.

Note: You do not necessarily need Talk2M to send the wake-up SMS to the
eWON. You can do this using your own GSM (cellular phone). All you need is to
have the dial number of the eWON by the hand and to send the following SMS
(text-message) to it: [Talk2ZMConnect] (without brackets).

3. Once the modem is online, the green Connect icon is shown to allow to bridge the
VPN tunnel.

4. You can now click on the Connect button as explained in the LAN/WAN
procedure to establish the remote connection.

5. Once the VPN tunnel is bridged the red Disconnect icon is shown to allow you to
cut the bridge of the VPN connection.

Active Connection ’
4

IP Drescription

EWON Company xY 10.5.129.39 eWON at Company XY

eWON list

B & G B
o o

6. End of Step 6 in Appendix 1.

Terminating the remote connection (Step 7)

If the eWON to which you were connected uses a Modem connection for the Internet
access, then you probably want to close the Internet connection of the eWON (in
order to save GPRS communication costs). This is done with eCatcher.

Note that there are 2 distinct notions to be considered: Connect / Disconnect that
applies to bridging the VPN tunnel and Go Offline that closes the VPN link and hence
the modem connection (on hook)

1. Click on Disconnect to cut the VPN bridge.

2. Right-click on the Online icon eWON list
in front of the eWON. In the 8 B correct
context menu click on the Go = = = =

offline button to send the

T Jf

disconnect request to the i f
[ u % .

eWON. The eWON will then L;j ¢
close its Internet connection B ;
and after a while the eWON @ 2
will be displayed as offline in i i)
your Talk2M account. B oo T 4 AN SN SN /

3. End of Step 7 in Appendix 1.
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11. Appendix 2 - eWON as Gateway in PLC

If, for any reason, the Plug'nRoute function is not working in your configuration, then
you will need to disable the Plug'nRoute feature in the eWON and configure manually
the eWON LAN IP address as default Gateway in the configuration of the PLC.

3. To disable the Plug'nRoute function, connect to the eWON web site and click on
Configuration, System Setup from the Main Menu. Navigate further to
Communication, Networking Config, Routing and the screen below should be
displayed:

¢ ewou Main Menu

{0)) COM Config

d Routing setup
= Interfaces

Special rules
& Hetwork connections

L Networking Confi
W 1nternet Connection NAT and TF {Transparent Forwarding)
PN Connection

- & Publish IF Address

NAT and TF disabled -
MAT and TF disabled
FAT on LAN (Plug o

% Callback Static routes table AT ang TF m‘#‘%;
thmg@ NAT and TF on WAN__
- ey Proxy
- [ security
£ 1P Services

h Manage Config

These changes will be effective From next WARN connection

Upda& (r

e mam s, A -K"‘\ e B BN e B g g ‘\x P NP o a W,_““w*/*"‘\____"w_"_ "\./‘“’.\m_f"\\f’

Select NAT and TF disabled form the drop-down menu in the Apply NAT and TF
to connection click Update AND reboot the eWWON.

4. Connect your configuration PC (with a fixed IP in the PLC IP range) with the Ethernet
port of the PLC. If you are working with a PLC of the SLC500-Series, start
RSLogix500, select Comms, Go Online and open the Channel Configuration
panel as shown below.

RSLogix 500 - SLC500_ETH_AHE_BAKOO 3.RSS

]

’ |
0@ [s:0/0 - = | & ?
OFFLINE [] [Farcesirstaiza | 2] ‘j [~ T et o o e e e Bl P
Mo Edits !I Forces Enabled |4 4
Driver BB_ETHA Node - 3d 4 [ [\User £Bit £ Timerfounter £ Inpuifoutput £ Compare |

¥§ Channel Configuration

71 SLC500_ETH_AHE..

(- 12X

=0 Preject General Chan. 1-System I Chan. 0- S_l,lstem] Chan 0 - USEII
+ [ Help 0 /
=[] Controller Drriver
i Controller Propetties
() Proceszor Status
i 10 configuration Broadcast Address:|0.0.0.0 DHRIO Link 1D |0 1
- bk ;}Eﬁnna CU”“QUV@E‘UH Hardware Address: |00:00:BC:1E:ED:A4 p!
Channel St X Pass Thru Fouting
[ Muttipoint Monitor IP Acdress 152 1631 62 TableFile 10 ’S
=-{_1] Program Files Subnet Mask:|255.255.255.0
B svso- Gateway Address:[192 168.0.53 (
B svs1- @
ﬁ LaDz- Protocal Contral >
& DfRDEatiow b . e TNy —y F e e

Check or enter the IP address of the PLC (has to be in same range than the eWON
LAN) and enter the eWON LAN address as Gateway.
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If you are working with a PLC of the Logix-Series, start RSLogix5000, select

Communications, Who Active, Go Online and open the properties panel of the
Ethernet card as shown below.

Enter the IP address of the PLC (has to be in same range than the eWON LAN) and
enter the eWON LAN address as Gateway. Click Set and Apply.

{2 RSLogix 5000, - feb_9 in testcle. ACD/[1756-1.55]

File Edit View Search Logic Communications Tools Window Help

A
S — »
8|l =] &8 || [ewon = &%l [ V= @la P
Rem Aun [ ™ Run Mode Path: [AB_ETH-TV152.168.1201 72\ Backplans\0" | ﬁ )
No Forces » ¥ Contraller 0K )
™ W Battery Fault :
o Edis & m 1 Il (=0 = e ) R RO R L
Vo er 1.1 ey s ST s

=145 Controller Feb_9
& controller Tags
3 Contraller Fault Handler
[ Power-Up Handler
=455 Tasks
] @ MainTask
+ Eﬂ; MainProgram
3 Unscheduled Pragrams
=455 Maotion Eroups
3 Ungrouped Axes
(3 mdd-on Instructions
=145 Data Types

B Module Properties: Local:2 {1756-ENBT 1.1)

Generall Eonnectlon] HSNatW’orx] Module Info | F

] Port Diagnostics ] Backplane]

Dormain Mame: ’7 f
Host Mame: ’7 f
)
&
]
{

1P Address: 182 168 0 El
[Must Match IP Address on General Tab)

Subnet Mask: 255 . 285 . 2585 . 0 Select Port Speed: | 100 Mbps =2
Gateway Address{ | 192 . 168 . 0 .53

Current Part Speed: 100 Mbps
Frimary DNS

Server Sddress: L Select Duplew: Half Duplex -

[, User-Defined g:{g\fg?‘%ggj o .0 .0 .10 Current Duplex: Half Duplex
+ C@, Skrings [Changes to Port Speed and
[ add-on-Defined I” Enable Bootp Duplex require module reset.)
+ mh Predefined r s
C@, Module-Defined I Enable DNS Fm— 5
23 Trends [~ Auto-Negotiate Port Speed and Duplex & Set
=423 [ Configuration !
=8 1756 Backplane, 1756-410
ffa [0] 1756-L55 feb_g
+ B [2]1756-ENBT Etherne@ Status: Running ’T‘ Cancel | @_ Help (

R T

R T

5. Do not forget to save/download the new settings into the PLC. If you want to make

6.

sure, go offline and back online and check whether the uploaded configuration is OK.

You can now make the physical link between the PLC to the Ethernet LAN port of the
eWON.

End of Ethernet link configuration.

What if you cannot set Gateway on PLC?

Setting the eWON as Gateway in the PLC is not always possible. In such case, you
should first make sure the Plug'nRoute feature does not work in your specific case.
If so, disable Plug'nRoute like explained in point 1 above and reboot your eWWON.

You can now use the eWON Proxy feature to allow remote connection to the PLC
without mapping the eWON IP address as gateway.

Detailed information on how to do this can be found on the eWON Web site: "How to
proxy a PLC protocol" http://support.ewon.biz/docs/Proxy PLC.htm

When using a Proxy, in combination with a Talk2ZM Connection, then you need to
map the VPN IP address of the eWON in RSLinx to allow the remote connection.
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This is

impacting:

§ 5.6 Step 6: Connecting the eWON remotely - point 5 — you need to fetch the VPN IP
address allocated by Talk2M. Keep only the core IP, not the port part, this would be
10.8.129.82 in the example below.

Devices

Account

Settings

e

. eCatcher (3.0.0 build 7189)

Active Connection
Mame ¥ ' Description

eWON Company BY eWON at Company BY

eWON list

§ 6 Linking eWON and PLC — you need to configure the proxy feature of the eWON.
See detailed description in document referenced above.

§ 7 PLC software mapping configuration — you need to map the VPN IP address

instead

of the eWON LAN I[P address.

Configure driver: AB_ETH-1

Station Mapping l

Configure Drivers

Avetlelslls v T ) Station Host Hame ~ dd New
i 0 192168.120.135 &—1
| 10.0.120.98 Delete

10.0.120.235
Configured Drivers: 192.168.0.53

MName and [ escription 192188120 72

AB_DF1-1 DF1 Sta: 0 COM1: RUN 192188.120.172
AB_ETH-1 4B Ethemet RUNNING 10.0120.135

AB_ETHIP-1 A-B Ethernet RLUNMIY 10612967 (21

192168.120.71
10.8.123.70
10.8.128.22
1012012071
1005129
10.0.5111
10.8.129.85

GG ]

{ : i 0K | Cancel

§ 8 PLC remote access — point 4 — The PLC appears in the list with |P_address of the

VPN (n

ot its own IP address).
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12. Appendix 3 — Security aspects

12.1

12.2

Login security

A good security practice consists in modifying the login and password of the default
super user adm/adm (this default super user cannot be deleted). Modifying the default

super user is done by clicking on Configuration, Users Setup button on the main
menu of the eWON web page.

Traffic security

Since the eWON firmware version 6.2s1 (see note), when the Talk2M wizard is
executed, the WAN Security setting is set automatically to Discard all traffic
excepted VPN and initiated traffic. This is preventing third party traffic to interact
with your private traffic.

If, for any reason, your eWON runs an earlier firmware version (not recommended)
OR that you want to check the WAN protection status, you can do it using the

following path: Configuration, System Setup, Communication, Networking
Config, Security.

Check that the Discard all traffic excepted VPN and initiated traffic check-box is
ticked.

. eWeN

{{l) coM Config

[]—‘E Interfaces

B @__ Metwork connections

IZ—]@ Metwarking Config

l‘D Internet Connection

@ WPN Connection

A Publish TP Address
= Callback

Networking security setup

WAN Protection

Transparent Forwarding
egar Routing

"‘ Proxy

_nJ Secutity These changes will be effective From next Wak connection r
g% IS e o
[]--.llﬁ_ Manage Config @ j
SN W R Y VY y t & s 2t Tt el

If the eWON is configured to use a modem to go out on the Internet, then the WAN
connection is the GPRS/EDGE connection. This type of access definitely requires
protection. If the eWON is configured to use its second Ethernet Interface to go out
on the Internet, then the WAN connection is the Ethernet WAN port that uses the
company infrastructure and benefits from the IT protections in place. Hence, this type
of access is less exposed to security issues.

Note: The changes applied on this page will only be effective from the next WAN
connection. So from the next GPRS connection, or after an eWON reboot if you use
the 2™ Ethernet port of the e WON for the Internet connection.
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Chapter 13.

13. Appendix 4 — Serial DF1 cable pinout

1747-CP3 cable between eWON and SLC-500 - pinout

SLC-500

eWON

1

[;+]

Rx

——

Tx

GND

| | | W

~J

RTS

|~ ®| | & W] M

]

CTS

The cable you can use is the standard Allen-Bradley serial cable.

One of the basic genuine Allen-Bradley references is 1747-CP3.
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consequences.

No liability or warranty, explicit or implicit, is made concerning quality, the accuracy and the
correctness of the information contained in this document. In no case the manufacturer's responsibility could
be called for direct, indirect, accidental or other damage occurring from any defect of the product or errors
coming from this document.

The product names are mentioned in this manual for information purposes only. The trade marks
and the product names or marks contained in this document are the property of their respective owners.

This document contains materials protected by the International Copyright Laws. All reproduction
rights are reserved. No part of this handbook can be reproduced, transmitted or copied in any way without
written consent from the manufacturer and/or the authors of this handbook

eWON sa, Member of ACT'L Group.
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