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Remote Access for
Omron PLCs

This guide explains in a few steps how to configure your eWON, your Talk2M account and
your PLC software to access your Omron PLCs for remote diagnosis and programming.
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Hard- and software requirements Chapter 1.

1. Hard- and software requirements

1.1 Hardware requirements
In order to follow this guide you'll need:

m 1 eWON with VPN capabilities (for example eWON 2101CD with integrated
modem or a 2005CD with second Ethernet interface)

= 1 OMRONPLC
m PC suitable to configure the eWON and the PLC

1.2 Software requirements

1.2.1 eWON related software

+ Web browser — Internet Exploreri or Firefoxii
to configure the embedded eWON parameters.

+ eBuddy — eWON detection and firmware maintenance utility
http://support.ewon.biz/softwares.htm

+ eCatcher — VPN tunneling utility
http://support.ewon.biz/softwares.htm
Note: this utility will be used to create the Talk2M account and to connect to your
eWON remotely.

1.2.2 Omron related software

¢ CX-Programmer — PLC console

1.3 eWON Firmware Version

Successfully following these guidelines requires an eWON firmware version 6.1s2 or
higher. The eBuddy application will allow you to upgrade your eWON firmware if
required.
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Objective Chapter 2.

2. Objective

The objective of this document is to guide you through the steps required to enable
remote access of your Omron PLCs.

The remote access setup is composed of 4 different parts:

+ Communicating with your eWON through the Internet

+ Connecting your eWON with your Omron PLC

+ Configuring your Omron software to correctly communicate through the eWON.
+ Accessing your PLC through the Internet

To configure the eWON, all you need is a Web Browser and to open the internal
Web page of the eWON. (http://10.0.0.53 is the default IP factory setting)

If you are connecting to an eWON for the first time, you should read the "Quick
Start Guide for eWWON" shipped with your eWON. This document explains step
by step how to change the IP address of the eWON LAN port in order to be able
to connect to it.
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Typical configuration setup Chapter 3.

3. Typical configuration setup

Configuring remote access is simple. However, you will need to pay attention to the
different IP ranges involved. The diagram below summarizes the different network
ranges in use (IP numbers are examples).

When it is hooked on the Company LAN (or to the Site LAN) the configuration PC
needs to be configured in DHCP-enabled mode for you to be able to go through the
steps involving the general Ethernet/Internet infrastructure.

When it is hooked to the LAN-port of the eWON and the configuration PC needs to be
configured with a fixed IP address - in the eWON LAN range - for you to be able to go
through the steps involving the eWON (and the Ethernet connected PLCs).

Note 1: Because iterations between IP ranges are necessary during the configuration
process, you could consider using 2 different configuration PCs. It is no problem if you
use only one single PC, the present guide mentions each change in IP configuration
that will be required.

Company LAN Internet Site LAN eWON LAN
Qalc > Eixedi |
DHCP-enabled - i i o
I H ;O ‘;
‘ ] £
| DHCP-enabled PLCs (Eth - Serial) |
Company network range Site network range eWWON networl range
100 x 1010, x 192 168 0.x
25525500 SESZRE0.0 2552552550

Note 2: As the picture above shows, under normal circumstances the PC you will use
to remotely access your eWON and PLCs will be on a different network than the site
network. However, during configuration and testing, connecting PC to the site LAN is
fine. As long as the site LAN address range is different than the eWON LAN address
range you will not have routing issues.

Remote Access for Omron PLCs (How to) Page 5/50



Prerequisite: Determining suitable IP addresses Chapter 4.

4. Prerequisite: Determining suitable IP addresses

To avoid routing problems later, it is better to start to configure the eWON and the
PLC with LAN IP addresses that will be suitable.

The type of physical carrier (GPRS or WAN/LAN) your eWON will use to connect to
the Internet will have an impact on your |IP address selection.

Before starting the actual configuration, please read the general principles below.

4.1 Internet connection using the WAN Interface

If you plan to connect to the Internet using the WAN interface, the eWON will require a
LAN IP address at the PLC side and a WAN IP address at the network side.

Example of IP ranges involved in a WAN/LAN configuration:

o eWON LAN
E | STONLAN
i
JI—AT
Company LAN 7 siteLAN i() »
10.0.0.x 10.10.0.x 2 E
il 2

Important Note: The company network address ranges (Company LAN and Site LAN
in the example above) are specified and managed by the respective network
administrators. These ranges simply cannot be changed. So before configuring your
eWON LAN IP address and your PLC IP addresses, please ask for:

1. The specified company LAN network range to be used by the PC that will
initiate the remote connection (Company LAN).

In our example this range is 10.0.0.#

2. The specified company LAN network (Site LAN) range (and gateway) which
the eWON WAN port will use to get Internet connection.

In our example this range is 10.10.0.#

Knowing the ranges in use at the Company and Site side, you will be able to select a
range outside these networks for the eWON LAN-port and the PLC.

In the above example, we could select addresses in the 192.168.0.# IP range for the
eWON LAN and PLC since it does not overlap neither with the Company LAN range
nor with the Site LAN range.
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4. Prerequisite: Determining suitable IP addresses

4.2 Internet connection by modem (GSM, PSTN, ADSL)

If you plan to connect to the Internet through a modem, you only need to select an IP
address for the eWON LAN side. The IP address of the eWON LAN interface must be
compatible with the IP address of the PLC, but be outside the network address space
to which your PC is connected (Company LAN). If there is as an overlap between the
IP range of your PC and the IP-range of the eWON and the PLC LAN, the setup will

not route correctly.

Example of IP ranges involved in a GPRS/Edge modem configuration:

Company LAN
10.0.0.x

4.3 For proper routing, remember

NoM2p

eWON LAN
192.168.0.x —

1. The eWON LAN IP address must be part of the same IP range as the PLC LAN.

2. The eWON WAN and LAN IP addresses must be in different IP ranges. The WAN
port of the eWON is generally DHCP-enabled, which is a good way to make sure
that it will be compatible with the company network.

3. The remote PLC network (eWON LAN) must be in a different IP range than the

company network on which your PC is connected (Company LAN).

Company LAN

- a
-
= <

Network 1

Tal 2M

NTERNET

eWON LAN

P

e | ™
i
Site LAN _ﬂ.[l,
g
Network 2 ZD E.
ol -

Network 3 = eWON LAN = PLC LAN (all in same range).
Network 3 # Network 2
Network 3 # Network 1
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Reaching your eWON through the Internet Chapter 5.

5. Reaching your eWON through the Internet

5.1 Step 1: Setting IP address of eWON LAN

Once you have selected your IP addresses, you can start configuring your eWON.
In our example, we will change the default factory address 10.0.0.53 to 192.168.0.53.

To configure your eWON LAN IP:

1. This connection will usually be made through the Company network. It can also
be made with a point-to-point link. At this stage there is no constraint on the IP
range of your PC. For this step, eBuddy can access the eWON even if your PC
and the eWON have different network address ranges. eBuddy — eWON
detection and firmware maintenance utility
http://support.ewon.biz/softwares.htm

Tail
-“i
i

|
I" Company =
- LAN 0 4
5 4

e i
1

Point-to-point connection
(if eWWON model has only 1 LAN port use crossed cable).

2. Start the eBuddy utility on your PC
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5. Reaching your e WON through the Internet

3. Inthe home page, select Set IP Address

[ cBuddy - eWON Maintenance Utility
File Wiew Tools Help

eBuddy

Set IP Address

The eWON companion

k this link to set or modify the IP address of an eWON.
Update Firmware

< to update the firmware of an eWON.
e eBuddy was updated with the latest firmware)

Backup/Restore Application

ckup or restore your eWON application.

4. You don't need to fill out the Serial Number, just click on Browse

[#leBuddy - eWON Maintenance Utility
File Wiew Tools Help

eBoddg

Set IP Address

The eWON companion

_ IP Address Wizard |
Click this link to set o

Welcome to the IP Address Wizard F 7
Update Firmware which eWON would you like to configure? L7 e

Serial Mumber! Erowse.

User Login

Update eBuddy Uersimetines il

Password:

Download the latest
operations.

Switch to List Mode (A

< Back I Mext = I Cancel | A

SR
T NIl el

eBuddy finds your eWON. Select it by double-clicking on it and the IP Address
window opens.

5. Enter new LAN IP address and Subnet Mask. Click Next

[} eBuddy - eWON Maintenance Utility . %

File “iew Tools Help b

2] reresh _a@ tzardbiode IP Address Wizard X]

Serial Mum... = | Device Type IP Address

0930-0012-59 elOn 2005CD Here vou can specify the new IP settings L @Ho“ *
r

Serial Number:  0830-0012-59

1P Address: 192,168 . 0 . 53 %
Subnet Mask: 255 . 285 . 55 . O w

AAA e

< Back Mext = Cancel ﬁ

“,"w L = " —
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5. Reaching your eWON through the Internet

6. Wait until address update and device reboot are completed. Click Finish.

File Wiew Tools Help L
r #, L
(2] refresh | ) wizerd voce || IP Address Wizard x||d
SerialNum... ~ | Device Type date of remote devi ¥
0830-0012-59 eWOoN 2005CD s i ewo“
|t
9 Update request sent successfully.
£ eWON updated successfully, ;
?
< Back (K
- T i A ol T R -

In our example the eWON was set to LAN IP address 192.168.0.53.
As shown below, this address fits into the PLC-range and does not interfere with

the Company LANSs.

Company

Site
LAN range 10.10.¢x
Mask 255.255.0.0

LAN range 10.0x.x
Mask 255.255.0.0

7. End of step 1

Remote Access for Omron PLCs (How to)

eWWON LAN IP

192.168.0.53 PLCY

IP 192.168.0.61
Mask 255.255.255.0
- GW 192.168.0.53

PLC2

IP 192.168.0.62

Mask 255.255.255.0
- GW192.168.0.53

eWON LAN range
192.168.0.x
Mask 255.255.255.0
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5. Reaching your eWON through the Internet

5.2 Step 2: Configure eWON for Internet connection

To configure your eWON Internet connection :

1. Configure the network parameters of your configuration PC to encompass the IP
range of the eWON LAN. To do this, go to START, Settings, Network
Connections. Open the currently used connection, select the TCP/IP parameter
row and select a fixed IP address within the range of the eWON LAN. Click OK to
close the wizard.

2. Connect the PC to one of the LAN ports of the eWON.
3. Open your Internet browser and access the eWON internal Web page by typing
the LAN address you just configured (in our example http://192.168.0.53)

4. To open the eWON wizard page, click on Configuration in the toolbar and then
on the wizard @ icon. The following page will be displayed:

Wihat do you want to configure?

0 | Configure INTERNET Connection
- Use this wizard to configure how the Wion will connect ta the Internet
‘Q Test INTERNET Connection
A Use this wizard to test the 8O internet connection
Configure Talk2M conhectivity
Tullr2M Uze this option to configure this WO to connect to talk2h .com

The ewiOn must first be defined in Talk2u
Configure "Endian For eWWON" connectivity
| Use this option to configure this eWWON to connect to your EnciandsWON
J WM server
The evyiON must first be defined in your VPN server
=== | Configure mdex connectivity
" | Use this option to configure this evOR to connect to mde:x

5. Click on the icon next to Configure INTERNET Connection to launch the wizard.
Following window will be displayed (options in drop down are depending on
hardware configuration) :

Internet connection

Ethernet WAN connection

Mo Irtemet access il uze for Internet access.
Modemn C
Ethernet
Uncheck 1y 0T
an advanced option.

ztioh recommanded)
ave parameters configured that you wart to keep. This iz

=< Previous
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5. Reaching your eWON through the Internet

6. According to your eWON type (with a modem or a second Ethernet interface), you
will have the possibility to choose between different connections:

e Modem Connection
e Ethernet WAN* connection
e ADSL

*WAN refers to wide area network , which is network that covers a broad
external area using the Internet infrastructure, as opposed to LAN referring to
local area network that is restricted to internal networks.

From the next step onwards, we will address the most current access which is
Ethernet WAN connection (for modem connection refer to Appendix 1 —
Specifics for Modem connections).

7. Make sure the WAN port of the eWON is physically connected with the company
network. Traffic LEDs do not lit yet as the connection is not yet defined.

8. Select Ethernet WAN connection. The usual configuration for Ethernet is DHCP
enabled (device obtains IP address and Internet access automatically from host).
Use a fixed IP address, Gateway and DNS only if this is clearly required by the
network admin.

Ethernet WAN connection

Address Seluik DHCP vl

IP Address:

Subnet Mask:
Defaut 10.0.0 254 Mot far
Gateway: reference

pNs ¥ via DHCP allocated
automatically

Secondary 0.0.0.0

DNS:
HTTP Proxy

™ Connect to Talk2M through Prooy
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5. Reaching your eWON through the Internet

9. Click Next and go to step 10 Internet Connection Test.

10. The last step of the Internet configuration consist in a communication test. This
test should end up successfully as shown in the snapshot below:

Current operation

. Finished

Results

' Internet connection

« Cnline IP Check

Diagnosis

d

SUCCESE! Internst connection tested

The Internet Connection means that the eWON is correctly configured for an
Internet connection. If this test is not successful, then go back to the previous
configuration steps and recheck all settings for compatibility and accuracy.

The Online IP Check means that the eWON was actually able to reach an IP
address on Internet. It might not be so critical if this particular test fails. Go
ahead with the procedure without being too much concerned.

You normally do not need to read this manual to complete the present procedure,
but we mention for reference the detailed document describing the use of the
wizard: AUG-019-0-EN-(eWON Configuration for Internet Access Using the
Wizard). http://support.ewon.biz/docs/Talk2M_Free.htm

11. End of step 2.
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5. Reaching your eWON through the Internet

5.3 Step 3: Creating the eWON in your Talk2M account

To connect to your eWON remotely, we recommend using our eCatcher application
and our Talk2M services.

1.

Connect your configuration PC to the company LAN and configure its network
parameters to DHCP enabled (acquiring an IP address automatically).

Launch eCatcher and follow the procedure to create your Talk2M account as per §
3 of the guide "Talk2M — Getting started on Service Free+" available at

http://support.ewon.biz/docs/Talk2M_Free.htm
You can skip this point if you already created a Talk2M account.

On the menu on the left side of the eCatcher interface click on the "+" (New
eWON) icon in the eWON list section. The following window appears:

% New eWON oo x|
Tul kl\ M Now machines can talk
by
eWoMN Name ! |eWON for Omron
WM Description |Device for technical writing

" el Serial Mumber I

Connection Type & ILF\N,I'P.DSL ;I

Cancel | U

Enter the eWON name you want to use on the Talk2M server to identify the
remote connection to your eWWON.

The eWON Serial Number can be left empty. It will be encoded automatically
during the Talk2M connection configuration of the eWON.

Select the Connection Type to specify how your eWON will be connected to the
Talk2M server using:

¢ a LAN/ADSL connection

¢ a GPRS/EDGE connection or

« an Internet connection over a PSTN connection (analog modem).
If you specify a GPRS/Edge connection, then you will be asked to specify the
phone number. This will allow Talk2M to wake up your eWON remotely

using a Wake-Up SMS as described in Appendix 1 — Specifics for Modem
connections.

Remote Access for Omron PLCs (How to) Page 14/50



http://support.ewon.biz/docs/Talk2M_Free.htm

5. Reaching your e WON through the Internet

Click on Next.

In older versions, you were asked to specify the Remote Network to reach behind
the eWON like shown below. Since firmware version 6.2s0, when launching the
eWON Talk2M wizard to enter the Talk2M-key, the wizard transfers the eWON
LAN IP address to Talk2M automatically. In this case, this step is skipped.

#_New eWON o5 x|
Tﬂlk lM Maote: this step is skipped in newer TalkZW wersions....

Now machines can balk

Remote Network

n ey O LAM IP |192. 165.0.53

Metwark Mask : |z55.255.0.0

... inthis case, the Remote Metwork configuration is acquired automatically.

Previous | exk |
7. Click on Next.
% New eWON o5 x|
Tu I k M Now machines can falk
Custom Field 1 IBeIgium
n Custom Field 2 INi\reIIes
Custom Field 3 |eWON Support
e
Previous | Finish |

Here you can enter additional information concerning your remote connection. The
Custom Fields can be used to classify or filter your different remote connections.
This will allow you to find easily the eWON you need to connect to.
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5. Reaching your eWON through the Internet

8. Click on Finish to add the eWON to the eWON list of your Talk2M account.

The new eWON account will now be displayed in the eWON List section on the

lower part of the window.

¥ cCatcher (3.0.0 build 7195)

Active Connection

olE ol x|

Devices
Users
e 7
eWON list
et || (3 (0D o
I = || = || = ||
Settings eWON For Omron OFfline

Device for tec.,,

Cuskom Field 2

Belgium Mivelles

||

Cuskom Field 3

WO Support

Help
=3
Tq I k M Manage your Talk2M account and datas on :‘J‘
= " e s (visit https://my.talk2m.com) -

§- | my.talkZm.com | Credit : 9,38

Idle

[pierre]l €0 Tallk-M

9. End of step 3.
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5. Reaching your eWON through the Internet

5.4 Step 4: Getting the Talk2M activation key for the eWON
Up to now we only added the eWON on our Talk2M account, but we did not yet

configure the eWON to connect to the Talk2M server.

To enable the eWON connecting to the Talk2M server, an activation key is needed.
This key will allow the eWON to get back the VPN keys and certificates needed for the
VPN connection. This step still uses the DHCP-enabled configuration of the previous

step.
To get the activation key, proceed as follows:

1. Select the eWON in the eWON list and click on the Detail button.

¥ oCatcher (3.0.0 build 7195)

E Active Connection

Devices s

-0

{

Users

eWON list

User(s) connected

Account ﬁ s
| il E

AT
i |

T e
™

The eWON Detail window opens.
2. Click on the eWON Setup button.

: \.,4.\- A

Cuskom Field 3

W oCatcher (3.0.0 build 7195)
g eWON Detail
s
e | K2 E PR B @ 3
EM Setup
eWOoN Name : e'ON For Ornron
T eWON Description Device for technical writing
eWOoN serial Number :
Connection Type : LAR}ADSL
Account
Custom Field 1 Belgium
Custom Field 2 Mivelles
Settings Custom Field 3 WO Suppork

Remote Connection

Remote Access for Omron PLCs (How to)

eWON's LAN IP: 192.168.0.53
Network Mask: 255.255.000
]| .q_,\,__..n._H__\'«_. A R \__\.1',_-__..,...h.hm.-\\‘an—‘ ol “-\_\__.,A--\-'._\\.-
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5. Reaching your eWON through the Internet

The following window opens:

W oCatcher (3.0.0 build 7195) -|O] x|
E eWON Setup
Devices =
E Select your preferred method to configure your eWON:
R Send an SMS ta the eWOM with its activation key,
Users Configure via SMS It will trigger the remote auto-configuration.
O+
Account
Every device receives an Activation Key during its creation in
Configure via Activation Key TalkzM,
Settings This ke cannot be changed..
AKK‘JN_
Activation Key: 240366F2b046ab21 2a6d7bedbdE2bEsd =] |
Configure via eWON Name
o
#_—I 3
eWO0N Name : IMY Ewan e
Help
wll
=8
T I M Manage your Talk2M account and datas on -
alk (&)
-
= .« s e (visit https://my.talk2m.com)

'—_'mg.taIkZm.com Credit @ 158 Idle [pierre] | €8 Tall M

3. Under the Configure via Activation Key section you will find the Activation Key

needed for the eWON configuration. Click on the Copy icon to copy the activation
key into the clipboard of your PC. Keep this information on your clipboard to
complete Step 5 (go to this step).

T T T N
Every device receives an Activation Key during its creation in (
Configure via Activation Key TalkzmM.
Settings This key cannot be changed. . ’
— -
Activation Key: |z40366F2b046ab21 2a6d7bEdbda2bEGd - P | /
Configure via eWON Name /
P By L T I T L P U N

Note: Using the Activation Key is the standard procedure. Next to this method,
there are 2 alternative methods:

« Configure via eWON Name: During the eWON Talk2M wizard, instead of
using the Activation Key you can alternatively specify the eWON Name and
use the user name and password of your Free+ account.

« Configure via SMS: If your eWON has a GSM modem and if the eWON is
already configured for Internet connection, then you can also send an SMS to
the eWON containing the activation key. When eWON receives the SMS, it will
then trigger automatically the Talk2M connection wizard and will configure
itself to connect to the Talk2M server.

4. End of step 4.
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5. Reaching your e WON through the Internet

5.5 Step 5: Configuring your eWON to connect to Talk2M
1. Configure the network parameters of your configuration PC to encompass the IP
range you used to allocate the LAN IP address to the e WON.
2. Connect the PC to one of the LAN ports of the eWON.
3. Open your Internet browser and access it's internal Web page by typing the LAN
address you just configured (in our example http://192.168.0.53)

4. To open the eWON wizard page, click on Configuration in the toolbar and then
on the Wizard @ icon.

[ 2 GWON Wigw If0 Alarmm SUrmrmary Diagnostic Canfiguratian
m Alarrn Histary Files Transfer Log off & @
e AT o B il B o onin ™ s W TN s

Main MenL

VRS T O LU L e

The wizard window will open:

£@F owoncomgrsimvimrs

What do vou want to configure?

0 Configure INTERNET Connection
ﬁ Test INTERNET Connection
Configure Talk2M connectivity

'|'(l"¢2MI Use this omn this eWWION to connect to ta
@ P Configure "Endian For eWON" connectivity

ﬂ"[j& = this WO to connect to your EncliandeyVonl

= m= Configure mdex connectiity

I:Hul;! i A e L L

5. Click on the Talk2M wizard.
The following window will be displayed:

(B ewon conouraon vizard TakaM Senvce config |

This wizard will guide you through the Talk?M ¢ ion { Click here for old Talk2M Free )

TalkZM

i i
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5. Reaching your eWON through the Internet

Click on Next to register the eWON on the Talk2M server.

Click on Register with ACTIVATION KEY, as in the previous step, we copied the
Activation Key to the clipboard of your PC. Paste the Activation Key
(Ctrl+V).

Selectyour prefered method for registering the edWOR on Talk2.com?

i Register with eWWON NAME

[y Usze the eWiON Talk2m name and your Talk2m login and pasward.
— The evwi0h] must first be defined in Talk2hd.

Register with ACTIVATION KEY
ABRKSIE Usze the eWiOn '&ctivation Key' provided by talkz2hd.com.
n : The evwi0h] must first be defined in Talk2hd.

@ & ACﬁVSﬁDnKEYZ{2}|240388f2b048ab212a8d?b8dbd82b88d |

Important: “our ebWOR must have 3 working Internet Connection
Before using the wizard, the eWOMN Internet access must be correctly configured.

-,

8. Click Next

Note: If you choose the Registration with eWON NAME method, then you will
be asked to enter the Name you specified for the remote connection in your
Talk2M account. You will also need to specify your Talk2M account name and
enter the user name and the password which you use to connect to your Talk2M
account.

The next window of the wizard will ask you if you need to connect through a Proxy
server.

Connect via HTTP proxy [
Enable this option only if you are connected to Internet via proxy (ask
wour network administrator if not sure)

=< Previous m

9. Check this option only if you need to specify a Proxy server for the Internet
connection. Otherwise leave this option unchecked and click Next.
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5. Reaching your eWON through the Internet

10. The Talk2M registration will now start and the result will be displayed on the
wizard page:

Current operation

. Testing Direct HTTP connectivity...

Results

« WAN connection

« UDP connection X X
Wait until test
pProcess is
completed

*  HTTP direct connection

« HTTP Proxy connection

*  Read Talk2M config

«  Test WPN connection

Diagnosis

The eWON will first test the different connections needed to connect to the Talk2M
server (UDP and HTTP or HTTP using a Proxy). Then the e WON will connect to
the Talk2M server and retrieve the VPN keys. At the end, the eWON will establish
the VPN connection to the Talk2M server.

Once the registration and configuration of the eWON are completed, the result will
be displayed on the Wizard page as shown in the following picture:

Current operation
@ rinished

Results

WAN connection

UDP connection

HTTP direct connection

HTTP Proxy connection Operation skipped

Read Talk2M config

N SR 8 B

Test WPN connection

Disgnosis

PN connection will use UDP mode
i SUCCESS: YPN connection configured and tested

11. Click on the Done button to close the wizard.

Your eWON is now configured to connect to the Talk2M server.
12. End of step 5.
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5. Reaching your eWON through the Internet

5.6 Step 6: Connecting the eWON remotely

Now that the eWON is configured to connect to Talk2M, we can establish the remote
connection to the eWON.

1. Connect your configuration PC to the company LAN and configure its network
parameters to DHCP enabled (acquiring an IP address automatically).

Launch eCatcher and open your Talk2M account.

In the eWON list section select the eWON you want to use for the remote
connection.

W oCatcher (3.0.0 build 7195)

E Active Connection

4
L
" {
Devices J

y
-
E eWON list &

e | 300 B e @
—— r i "
= | B[ -

Settings

i M

The eWON which you just configured should now be displayed as on line (green
tick in the action column). This means that the eWON has established its VPN
connection to the Talk2M server.

4. Double-click the online icon or click on the Connect button displayed in the
eWON list menu to establish the remote connection to this eWON. eCatcher will
now establish the VPN connection to the Talk2M server.

5. Once the VPN connection to the eWON is established, the eWON will be
displayed in the "Active connection" section on the top of the window.

®_cCatcher (3.0.0 build 7195) ’
a Active Connection /
Devices E ,

WO For Oniron 10.8.131.196:581 Device For technical writing pierre

E WO list

rd
Account E EDisconnect /
I = | . | 2 =/ — m

- ._,f"-.._._l,‘.. AP "\._‘_,\________ A . gt - I"‘\,HP"‘""""I\_\__,\.."-._\_\_ .-’,..- »m—-\—*\___l- proe— ,\“,n._\_

Action
Setkings
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5. Reaching your eWON through the Internet

6. The PC is now connected to the eWON using the VPN tunnel and you can start to
use the remote connection.

7. Click on the IP address link in the Active Connection section, as displayed in the
following picture, to check connectivity by displaying the eWON Web page using
the VPN tunnel.

F
g Active Connection /
Devices E ]

eWOn For Omron 10.8.131. 196481 Device For technical writing pietre t
Users (
E ewonN list

weon: | (€3 (B o

| = | || = ||

Marne #¥ Status

Settings A e O For Omron (Connected

S s Bt S RO o

e

Note: For specifics related to modem connection (including GPRS/Edge) please
go to Appendix 1 — Specifics for Modem connections at the end of this guide.

8. End of step 6.
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5. Reaching your eWON through the Internet

5.7 Step 7: Terminating the remote connection

1. Click on the disconnect button in the Active connection section. This will close the
VPN connection with the eWON.

Active Connection

EWON Comparry ><Y 10.8.129.39 eWON at Company XY

ewon list

B0 E--
A4 A4

F
&
4
{
F 4
__g
o, j~.ri I\r\ﬁ‘-/

2. Note: For specifics related to modem connection (including GPRS/Edge) please
go to Appendix 1 — Specifics for Modem connections at the end of this guide.

3. Endofstep 7.
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Linking eWON and PLC Chapter 6.

6. Linking eWON and PLC

6.1 Local link capabilities

Depending on whether the PLC will be connected to the eWON with a serial or
Ethernet link, the eWON configuration and the connection to the PLC will be slightly
different. Both types of connections will be explained.

NeM?

PO
i

Keep in mind that you can combine both connection types without any problem. For
example, you can connect at the same time to an SLC500 using the serial port of the
eWON and connect to one or more ControlLogix PLC(s) using the Ethernet
connection between the eWON and the PLC.

6.2 Serial link configuration

‘WON2Z035CD|
PR e @ uszn
SR @ @ worew

i
Ao
e —

o

5 Finsid fl fes -

i

NOM?.

1. Set the serial port dip switch of the eWON to RS232 mode (all OFF) to allow the
FINS Hostlink communication with the PLC. The settings of the switches are
indicated on the eWON sticker on the left hand side of its housing.

1 On earlier models, the
ON layout was inverted, but
switch numbers and all

OFF OFF remain the same.
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6. Linking eWON and PLC

2. Go to the eWON Web page either using the just configured VPN tunnel or a point-to-
point connection to the eWON LAN port.

3. Open the eWON IO Server configuration and go to the I0Server page
e/ewou View [JO Alarm Summary Diagniostic Configuration @

4. In the drop down field select the FINS 10 server.

Select an 10 Server

(- )

55-A5511
5738400
57200
CMPAYE
HITACHT
MITSUFY

\'\"’\%‘\‘\, R Y

N"\\W’ S S N e WY L U P R SN S N o

5. Set the Baudrate, Parity, Stop Bit and Frame Error detection parameters as
defined in the PLC you want to connect (see example next page).

FINS I0 Server & Gateway settings

Gateway Configuration

COM Setup

Topic & :

- HW Mode: Select Full Duplex NO Handshaking
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6. Linking eWON and PLC

You can access the PLC serial port parameters using CX-programmer, connecting
locally to the device and checking under Settings the Host Link Port tab. An
example is shown in the picture below. Host Link Port refers to the DB9 interface
while Peripheral Port refers to the small flat connector (this one can also be used, but
for convenience we refer here only to the Host link Port).

..... WM002 PLC Ethernet - CX-Programmer - [PLC_TMO0O02.HouvProgramme1 [Symbols] [Diagram]]
File Edit WYiew Insert PLC  Program  Tools  Window Help

DEHR(ER[s 2o (ani|ewaiss|in naRlereETRE]
s Ko [SEEER|brruw | —opgEFEELK|[|BcE(vme s |8 |[®E

mERRE |4 S 0 E (088 3
=l | vame | Data Type | Address [ value | Rack Location | Usage | Comment J
E--% MewProject
=88 PLC_TMO0Z[CS1G-H] Manitar Made {
- smbes 77 PLC Settings - PLC_TAM002 MEE
SattingQ Filz Cptions  Help (
[ v Cal k
E q CPU Settingsl Timingsl slou Hefreshl Unit Settings  Host Link Port | Peripheral F'Drtl Peripheral Servicel 1 | 4 '
PLC Clock -~ Communications 5 etting {
o Memory £ Ghandard Rl
[_]% Programs @ Custorn  Baud Mode ‘
=458} MouvProgramme1 (00) ISEUU | | IHOSt Link 'l :
..... = Sym‘_jols —Stantode ErmCode (
I sectiont
_____ & Sectionz & Disablz % Received Bytes|255 3: \’
 Set IDKDDDD 3: (= CRILF b
- 2TF Function Blacks  SetEndCode |0%0000 = /
- Response Timeout Unit Mumber Delay—— [ MT/PC Link Max
= “tooms = =] 10ms = S
[default 5000ms) F
_51G-H-CPLI42 Monitor

B W AT -I B T ST

6. Save your settings by clicking on Update Config

Update Cunﬂgdﬁ Cancel |

7. Connect the eWON serial port to the serial port of the PLC (using a FINS crossed
cable as shown in Appendix 4 — Serial cable XW2Z-S002 pinout). This is the same
serial cable you use when you connect the serial port of your PC to the serial port of
the PLC.

Note: In the PLC configuration, the serial port must be configured in FINS Host Link
mode.

8. End of serial link configuration.
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6. Linking eWON and PLC

6.3 Ethernet link configuration

- Tips -

As of firmware v12, there is a PLC Discovery feature inside the eWON. This allows
the automatic discovery of PLC (linked to the eWON) on the network while you are
connected through Talk2M. No need to set the IP of the PLC in the same range
than the IP of the eWON.

For more information, please refer to AUG-070: PLC Discovery through Talk2M

If firmware version is lower than 12, please follow the procedure hereunder.

s EWON LAN IP PLC
S 162.168.0.53 IP 192.168.0.61

Mask 255.255.255.0
GW 192.168.0.53

% ab @ PLC2
IP 192.168.0.62

68.0.6
Mask 255 285%.255.0

i(] » GW 192.168.0.53
Tz
Company Site ] 8 eWWON LAN range
LAN range 10.0.x.x LAN range 10.10.x.x 192.168.0.x
Mask 255.255.0.0 Mask 255.255.0.0 L Mask 255.255.255.0

1. If your eWON runs a firmware 6.2s1 or greater (see note) AND your application is
straight forward, there is nothing to do but making sure that the PLC IP address is in
the same range than the LAN IP of the eWON.

Note 1: From eWON firmware version 6.2s1 onwards, the Plug'nRoute function
automatically configures the Ethernet routing. With this configuration, it is - in most
cases - no longer necessary to set the eWON address as Gateway into the PLC.

If, for any reason, you are using an earlier firmware version (not recommended) OR
would the Plugn'Route function not work in your specific application , then you should
refer to Appendix 2 — eWON as Gateway in PLC.

Note 2: The eWON types with 4 LAN ports (2005CD or 4005CD) can be connected to
the Ethernet port of the PLC directly. Whereas the eWON types with a single LAN port
(2101CD or 4101CD) need to be connected with a crossed cable (single PLC) or an
external switch (multiple PLC).
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6. Linking eWON and PLC

Ethemet IP

2. End of Ethernet link configuration.

switch

:
1 §

1. You first need to configure the PLC IP address. To do this you need to connect your
configuration PC (with a fixed IP in eWON LAN IP range) with the Ethernet port of

the PLC.

2. Start CX-Programmer, open a new project by selecting File, New, select the Device
Type, select Ethernet as communication setting and set the IP address of the PLC.

o CX-Programmer,
Wiew PLC Tools Help

O Mewe... Chrl+h
iaa. " Chr+0
1 TMO0Z_PLC_Ethernet.cxp
2 TMO02_PLC_Gateway.cxp
3 TMO0Z_PLC_Ethernet,cxp
4 TMOOZ _PLIC_Gateway.cxp
5 OmronPLC_SalesDemo. cxp
& PrronPLC_SalesDemo.cxp
7 PLC_Crnron_TS.cxp
8 C4Omron_PGMITESEL. cxp

Exit

Change PLC

Device Mame
( |NewPLLC1

— Device Typ

|cs1GH

{1; vI Settings... |

— Metwork Type

I Ethernet

~— Comment

m Sellings.! : I

Metwork  Driver |
—Workstation Mode Mumber

[EE= |

Metwork Settings [Ethernet]

v Auto-detect

~IP &ddress

|192.188. i

o

Part Mumber —

ISBDD
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6. Linking eWON and PLC

select PLC, Work Online, once online, select PLC, Transfer, From PLC.

Untitled - CX-Programmer

File Edit Wiew Insert
0=l |I3§ |§|§wor oriine CTRL+W

ﬁ Wc@li_ne Simulator CTRLAMAT+ Y
“ « Q ”_@ Exit Simulatar
L=Y=0= |

Pragram Tools Window Help

Untitled - CX-Programmer

Program Check Options...

Automatic Allocation. ..

By Error log Prograrn Assignments
(i) PLC Clock.

G Memary Function Block Memory. r
=& Programs ToPLC...

Partial Transfer 2 4 From PLC...
Protection 4 & with PLC...

—— | File Edit View Insert BZE8N Program Tools ‘Window Help
EI§ MewProject -
= newrLci[csy | | O @n|m§|ée CTRL+W (%4 |JJ’E’£%%|$ n |u@
- i 3 M e Sirnulator CTRLHMATH -
a K@ | 5555@ Exit Simulator D o B & yE Lk |JJ,§|@
’E E @ | Auto Coline 3
—_— Operating Mode »
E% MewProject Manitar »
=D MewPLC1[C51 -
""" = Symhbols Compile All PLC Programs F7

CTRL+T
CTRL+MAI+T

Clear all Memary Areas .
To File...

Edit 4 From File. ..

----- TF Function B

L Data Trace...
Tirme Chart Monitaring...
Faorce 4
et 3

b ‘“‘\‘._,,....‘._\__\u"\_ e, ___,r“\\_

Check all boxes and upload the PLC settings and program.

ntitled - CX-Programmer
File Edit “iew Insert PLC  Program  Tools  Window Help

DEHBESE|RR|[2 2| m0%%

2R |[al&Ea L RBR| 2SR

sXalsEmEr|rwvrw | —osaaxl k|[F e

[ %2 % % %

m B R @ & EE
x|

= % MNewPraject
=1 MewPLCL[C516G-H] Monikor Made
-2 Symbols Upload Options
7 10 Table
Settings PLC: MewPLC1

- [E] Memary card Gk b
~[By Error log perce - Cancel
@) L clock [ R |

g Memory Settings Scan Programs

= ﬁ Programs
E@ MouvProgramme1 (00}

TF Function Blocks

[ Symbolz, Comments, Pragram ind

Transfer To/Fram: I 'l

I Use commerts [rung comments, annotations) of the PC.

o T M -
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6. Linking eWON and PLC

Once the upload completed, open the 10 Table, expand Main Rack, select Ethernet

Unit, right click and select menu option Unit Setup.

%% Untitled - CX-Programmer

File Edit View Insert PLC Program  Tools

‘window  Help

DEH[R|EE| s =

20| A%k %

R [asssLn AR

o X Q[ i[SkE R [T A upw | —0&‘&9?3-&“]@@@%@2

mDEREE & EE

m
T

SE

B % MewProject
=1 NewPLC1[CS16G-H] Monitor Made

& 4

<

Tli| PLC 10 Table - NewPLC1
ﬁ Isér:.:?‘z File Optians Help
- 3 5l (S1G-H-CPU42
& v card :
Errar log
;LC Clock C2Z00H Bpt Uit v
lemor ; )
= % Prngra:’ns ﬂ (03 [Oteed] Empty Slok C5{C1 Bt Linit :
El‘a NouvProgramme (00) Running 4] 04 [0000] Empty Slak 16pe Un!t
3 Symbols 5 05 [0000] Empty Slot 32pt U”!t 4
B Sectiont 5 06 [0000] Empty Slot 45t Lnit 4
B section2 5 07 [0000] Empty Slot E4pt Linit 4
- dF Function Blocks 3 05[0000] Empty Slat 96pt Lnit ’
5 09 [0000] Empty Slat 128pk Unit »
[+ 4, [0000] Rack 01 CSCICPU SIO Urit 3
[+ dgy [ooo0] Rack 02 C5/CI 510 Unit L3

C200H High Speed Counter Unit {C)
C200H Mumerical Conkrol Unit (M)
C200H SIOUJC200H ASCIT Unit {a)
SYSMAC BUS Master ]
Interrupt Unit {8 Bit)

Inkerrupt Unit {16 Bit)

PC Link Unit LK401

Software Switches

Unik Setuy
Unik Mar Uring infFormation
Unit Error

S CC SN e

Mt

6. Enter the IP address of the PLC (has to be in same range than the eWON LAN)

Ethernet Unit CPU Bus Unit ] 21x|

File Options Help
SEMQstTcpl DNS | SMTP| POP | Mail Address | Send Mail| Receive Mail | Auto Adjusi ¢ | »
Broadcast FINS/UDP Port ~ FINS/TCP Pott
& Al1[43B5D) & Default (9600) & Default (3600)
© AllD(4.2B5D) " User defined " User defined
[ [o
IP Address Conversion —Baud Rate ~ TCPAP keep-alive
|192_ 168. 0 . 61 & Auto [dynamic) % Auto IEI min. [0 default [120]]
2} Auto [Static] " 10BASE-T
Sub-net Mask Combined —Destination |P Address ———
|255 J285.0 .0 " IP address table ¥ Change Dynamically
IP Address Table Router Table
(00,000, 000.000 000,000,000, 00
Irs I ﬂ
I'Jeil DeII

/CS1G-H-CPU42  Program
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6. Linking eWON and PLC

7. Do not close the Setup tab before having saved/downloaded the new settings into
the PLC. To do this, click on the Option menu and click Transfer to PLC.

Ethernet Unit CPU Bus Unit :

File | Options Help

Transfer from PL

b Werify
{  Reset Unit
{
Change Ethernet Unit Mode

"~ 3

-
- A e A e me mEh R M o m Rt

8. If you want to make sure your parameters are well stored, go offline and back online
and check whether the uploaded configuration is OK.

9. You can now make the physical link between the PLC to the Ethernet LAN port of the
eWON.

Important note: The eWON types with 4 LAN ports (2005CD or 4005CD) can be
connected to the Ethernet port of the PLC directly. Whereas the eWON types with a
single LAN port (2101CD or 4101CD) need to be connected with a crossed cable
(single PLC) or an external switch (multiple PLC).

E%ll Dl Ethernet IP
t D £ I}-

o
NOoM2p

10. End of Ethernet link configuration.
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PLC software mapping configuration Chapter 7.

7. PLC software mapping configuration

If the PLC is connected to the eWON using its serial link, then you need to apply on your
project the modification shown hereunder to allow the remote connection.

If your PLC is connected to the eWON using an Ethernet connection, then you do not need to
configure something special in your project. Leave the default settings and only adapt the
“‘Response Timeout” if you connect to the eWON using a slower connection (modem
connection, etc.).

1. Once the Talk2M VPN tunnel towards the eWON is established by eCatcher, start CX
Programmer and open the relevant PLC project:

-

= CX-Programmenr

GIEN Visw PLC Tools Help )
0 new. ahi B0 e (mn%(eR|assalsn sl
& Oper... Chrl+0 f"

|5 b nurwm | —ooEEEL k||B|[Se

1 PET_Omron.cxp

2 TMO0Z _PLC_Ethernet.cxp
3 TMO0Z2_PLC_Gateway.cxp
4 TMO0Z2_PLC_Ethe
S TMO0Z _PLC_Gateway.cxp

& OmronPLC _SalesDemo.cxp

104 15

7 PrronPLC_SalesDiema. cxp

8 PLC_Omron_TS.cxp

Exit

2. Once the project open, select and right-click on the main PLC entry in the tree and select
the Change option.

= TM002_PLC_Ethernet - CX-Programmer, - [PLC_TM002.MouvProgrammel [Symbols] [Diagram]]
IE File Edit Wew Insert PLC Program Tools ‘Window Help -

NEH|R|@R| & BE|0C | MET|[2R|[asTalln|nnn s af
axa| [sEmER (s tniw | —opaarLx||B|lcn|lewnd
EEEEEIEE - T -

=l | Mame I Data Type I Address,l’\u'aluel Rack. Locationl Usgi

Change..

----- 10 Table & tnsert

----- Settings

G Mamory &, work Orline

EI% Programs & wark Online Simulator

E@ MouvPrograrnn
53 Symbols Operating Mode 3

@ Sectionl “%‘ Manitaring

AT NNy A

----- TF Function Blocks Aukomatic Allocation, .

e e gt TP e, | L P e,
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7. PLC software mapping configuration

3. Set the PLC parameters including PLC name, PLC family, network type as shown below, for

the network type, select Ethernet(FINS/TCP) for a serial connection and Ethernet for an
Ethernet connection. In both cases, click on the Settings button next to the Network Type

field.

& 2 (
o @ & R gh | Change PLC [5__<| j
Device Name Hdress [ Walue | Rack Location | usf
=5 NewProject [PLC_TMOD2 !
= B0 pLC_TMO02Z[C51G-H] Offline
= Symbals Device Type ,
10 Table [cs1GH =] Ssstings... ;
Settings {
G Memary Metwork Type
=% programs Ethemet{FINS/TCF) v Settings...
= @ MouvProgrammel (00} . =
= Symbols Comment
@ Sectionl f
F sectionz u
T Function Blocks 4
Project '/ oK | Cancel Help (
i i
\\,__|‘_f‘.\_ Y e Y . b ,_,-\‘_.,.\_.\ UV TP, nap L e u,“-_\_...\ POV e Y /

4. Configure the Settings wizard, Network tab

If your PLC is connected to the eWON using the serial link then configure the Network
parameters as shown in the following picture:

Network Settings [Ethernet(FINS/TCP)] 3

Metwark, l Diriveer ]
FIMNS Source Address

Metwork: |0 _%I

FIMNS Dezstination address
Metwork: |0 _%I Mode: |3 =

Frame Length Reszponze Timeout [=]

540 = 20 =
= cw  c

L

|

L

Ok Cancel | Help |

Set the Destination Node to 3 (matching Hostlink Unit is 2).

Set the Destination Network to 0 (same as FINS Serial Network).
Set the Max Frame Length to 540

Set the Response Timeout to 20
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7. PLC software mapping configuration

The example above shows conservative settings used for PSTN modems for the Frame
Length and Response Timeout parameters. Usually you can set less conservative values

there.

Note: If your PLC is connected to the eWON using an Ethernet connection, then keep the
default Network settings (Network:0, Node:0) and just increase the Response Timeout

parameter. An example of Ethernet connection settings is shown below:

Hetwork Settings [Ethernet(FINS/TCR]]

I etworlk, ] Diriver ]
FIMS Source Address

Metwark: |1 _%I

P2 vk 3

FIMS Deszstination Address

Metwork: |0 _%I
Frame Length

2000 _%l

Mode: |0 _%I _|:|

Responsze Timeout [£]

= cm c

Ok Cancel |

Help

Tl

N
5. Now open the Driver tab of the same wizard:

Network Settings [Ethernet{FINS/TCP]]

Metwork  Driver ]

‘whork.station Maode Mumber
v Auto-negotiation 3

IP Address

[132 . 168 . 0 . 53 9600

&

Serial link = |IP address of eVWWON
Etehernet link = |IP address of PLC

FPart Mumber

X

ak. Cancel

Help

Select Automatic Negotiation.

The IP Address will differ depending on the connection used between the PLC and the eWON:
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7. PLC software mapping configuration

+ Serial Link: Enter the LAN IP address of the eWON (e.g.: 192.168.0.53).
o Ethernet Link: Enter the IP address of the PLC.
In both cases Set the TCP Server Port to 9600.

6. Click on OK when finished.

7. Your PLC software is now mapped to the PLC.
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8. PLC remote access

1. Select PLC and Work Online from the CX Programmer main menu and click Yes on the
warning window

= PBT_Omron - CX-Programmen

File Edit iew Insert NEE8N Program  Tools Window

Help '
OEE B & & workone CTRL+W j
= (lb ¥
=
- CX-Programmer ¥5.0 ,
|:r|_I E @ Auto Ooline #
Operating Mode ] About ko connect to the PLC,
Manitar [ Do wou wish ko continue 7
% Symbuols |2| Compile All PLE Programs
10 Table Program Check Options..,
2etings Butomnatic Allocati
g} MBI’ﬂDF}." LEormatic (unt-|lu] A

'“ ﬁ’-%-fyzm:‘\_uk-, W0 i sl “\.\ Y e

Allow enough time for the connection to actually take place, especially when using a serial
and/or modem connection since the throughput may be relatively slow.

As soon as the connection is working, it appears at different places in the CX Programmer
interface:

In the toolbar (online buttons pressed) B | n

= SE2 MewProject
+ In the project tree (Monitor Mode) -2

e MewPLC1[C51G-H] Monitor Mode
= Symbols

In the status bar below (Monitor Mode) _ewPLCiitet:0,Hode:3) - Monitor Made

4. You can now work in remote programming mode.

5. Once you finished your work with CX Programmer :

Select “Work Offline” and close CX programmer

Terminate the remote connection to the eWON explained in Step 7 of the
eWON configuration part.

6. End of PLC remote access.
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Troubleshooting

Chapter 9.

9. Troubleshooting

9.1 Cannot reach serial PLC?

If you cannot reach the serial PLC connected to the eWON then verify the following:

Check serial dip switch positions of the eWON (all OFF for RS232).
Check 10Server configuration in eWON page (FINS and protocol settings)

Open the eWON Event Log [Main Menu, Diagnostic, Event Log] to check for
error messages.

In CX Programmer check if the correct IP address has been configured: You must
use either the eWON LAN IP address or the eWON VPN IP address.

To verify if the eWON serial port and the eWON I0Server is correctly configured you
can create a Tag inside the eWON which will poll a register on the PLC. If the polling
succeeds, this indicates that the serial FINS connection is working correctly.

9.2 Cannot reach Ethernet PLC?

To be able to reach the Ethernet PLC, the following conditions must be fulfilled:

Reboot the PLC after IP address and/or gateway change.

Check that the network LEDs are lighting at both ends. If they aren't, it means
there is an issue with the Ethernet cable(s). If you use an eWON having a single
Ethernet LAN port (no integrated switch), then you have to use either a crossed
Ethernet cable (point-to-point with single PLC) or an intermediate switch (multiple
PLCs).

You might have a mismatch between the actual IP configuration of the eWWON and
the eWON LAN IP address configured as Remote Network in your Talk2M
account. You can check, and if necessary, modify these settings, in eCatcher.
Under the eWON list select the Name of the remote connection and click on the
Detail button.

W eCatcher (3.0.0 build 7195)

B Active Connection

Devices @

E Mame IF 4 Description
E eWON list

v DBDEEG
AT
=

il =l

. oamSENTS
\\

The eWON Detail window will open:

Here you will find the different information you entered earlier. The Remote
Network is specified under the Remote connection section.
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9. Troubleshooting

eWON Detail

(= = B E @ &

eYfON N .

eWON Description
eWOoN Serial Number :

Connection Type :

Country
PLC type

Custom Field 3

e'ON Campany BY
ef'ON at Company &Y
0530-0003-56
LaraDsL

Belgium

Crnran PLC

Remote Connection
eWON's LAN IP:

MNetwork Mask:

192,165.0.53

£55.255.255.0

To change the Remote Connection settings, click on the Edit button on the top of

the page.

Once the modification is finished, click on the Save button which is displayed on
the top of the window when in edit mode. After the change you would then have to
save and Disconnect and Connect the VPN bridge to the eWON for Talk2M to

take the modification into account.

The remote PLC network must be in a different range than the company network
on which your PC is connected (see Step 1).
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10. Appendix 1 — Specifics for Modem connections

10.1 General

The basic configuration principles remain the same except for typical modem settings.
Allow enough time for tasks to be executed when you use a modem link.

In the following explanations, we took the most current example of GPRS/Edge
modem. Extrapolating to other modem technologies is rather straight forward.

Only those steps that are different from the LAN/WAN connection are addressed.

10.2 Configuring the eWON for Internet connection (Step 2)

1. In the Internet configuration wizard of the eWON, select Modem Connection
option and, depending on the modem installed in the eWON, the interface asks
the user to fill out the different parameters of the relevant modem. Fill out the
different fields (PIN code, APN and user name/password) according those you
received from your Service Provider. For most Service Providers, User Name and
Password can be left empty. Click Next.

GSM Modem connection (GPRS/EDGE/3G)

S PIN: sesssesnnd

APN: [intemet prosimus be

Mot for reference,
. take your awn PIi-
User Name: [ code, APN and

M : login data.

Password: |........

2. Configure how the eWON should go online, and click Next.

Configure “Go Online" trigger

& Triggered by outgoing actions

" Maintain connection

" Triggered by phone call of outgoing actions .
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3. In most cases, it will be Triggered by outgoing actions. This option is needed to
be able to use the Wake-Up function. Only check Maintain connection if you
want to use a permanent connection to your e WON device (which can be very
expensive using a GPRS/Edge line).

4. Configure your online time parameters, and click Next

WO Configuratic ard fInternet Connection

Trigger: Connect for outgoing actions

Idle time before Seconds.

hanging up:

call duration:

W Enable call budget management.

<< Pravious

In most cases, you can leave the default parameters.

Change if needed the Maximum connection Time settings: By default, the Idle
time before hanging up is set to 120 seconds. In fact, it is not a useful parameter
for a Talk2M connection because a VPN life bit is periodically exchanged
preventing connection interruptions due to idle times. The Max outgoing call
duration is set by default to 60 minutes. The eWON will drop the Talk2M
connection after 1 hour.

5. End of Step 2 in Appendix 1.
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10.3 Creating the eWON in your Talk2M account (Step 3)

1. In the creation process of the eWON in your Talk2M account, the sole additional

steps are:

- specifying the connection type (in our example GPRS/Edge)
- entering the phone number (including 00AB, AB being the country code)

(3.0.0 build 7195)

i a eWON Detail
el -T-1 11 [of
J ~
A E eWON Name : L'iweonne au Rippe:
Users eWON Description
; eWON Serial Number : 1036-0021-56
'- - Connection Type : GPRSJEDGE
F o Phone number 0032473541035
Custom Field 1 Belgique:
i Custom Field 2 Nivelle-Baulers
I Custom Field 3 Team Support

i Remote Connection
eWON's LAN IP:

Network Mask:

192.168.120.235

255.255.0.0

.

Talk M

Manage your Talk2ZM account and datas on

MyTalk2mM

(visit https://my.talkZm.com)

il

=

(&>

I v talem.com

Credit : 10,26 |

| 1dle

[pierre] €0 Talk M

2. End of Step 3 in Appendix 1.

10.4 Connecting the eWON remotely (Step 6)

1. If you use an eWON GPRS, then you probably configured the eWON not to stay
connected all the time to the Talk2M server. Before being able to connect to the
eWON over Talk2M you will first need to wake-up the modem of the eWON. To do
this, click on the Wake-up icon in front of the eWON name as shown in the

following picture:

eMON Company BY

ondes,

b ol st

eWON list
Gason---E
w e
&ckion ™ Mame

-l

Offline

Motification;

ser(s) connected i

r T e et
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10.5

2. Talk2M sends an SMS (text message) to the eWON to ask the eWON to start its
Internet connection and to connect to the Talk2M server. This can take up to
several minutes; do not interfere until this process is completed.

Note: You do not necessarily need Talk2M to send the wake-up SMS to the
eWON. You can do this using your own GSM (cellular phone). All you need is to
have the dial number of the eWON by the hand and to send the following SMS
(text-message) to it: “Talk2MConnect” (without quotes).

3. Once the modem is online, the green Connect icon is shown to allow to bridge the
VPN tunnel.

4. You can now click on the Connect button as explained in the LAN/WAN
procedure to establish the remote connection.

5. Once the VPN tunnel is bridged the red Disconnect icon is shown to allow you to
cut the bridge of the VPN connection.

Active Connection ’
4

IP Drescription

EWON Company xY 10.5.129.39 eWON at Company XY

eWON list

B & G B
o o

6. End of Step 6 in Appendix 1.

Terminating the remote connection (Step 7)

If the eWON to which you were connected uses a Modem connection for the Internet
access, then you probably want to close the Internet connection of the eWON (to save
GPRS communication costs). This is done with eCatcher.

Note that there are 2 distinct notions to be considered: Connect / Disconnect that
applies to bridging the VPN tunnel and Go Offline that closes the VPN link and hence
the modem connection (on hook)

1. Click on Disconnect to cut the VPN bridge.

2. Right-click on the Online icon eWON list
in front of the eWON. In the 8 B correct
context menu click on the Go = = = =

offline button to send the

T Jf

disconnect request to the i f
[ u % .

eWON. The eWON will then L;j ¢
close its Internet connection B ;
and after a while the eWON @ 2
will be displayed as offline in i i)
your Talk2M account. B oo T 4 AN SN SN /

3. End of Step 7 in Appendix 1.
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Chapter 11.

11. Appendix 2 - eWON as Gateway in PLC

If, for any reason, the Plug'nRoute function is not working in your configuration, then you
will need to disable the Plug'nRoute feature in the eWON and configure manually the
eWON LAN IP address as default Gateway in the configuration of the PLC.

3. To disable the Plug'nRoute function, connect to the eWON web site and click on
Configuration, System Setup from the Main Menu. Navigate further to
Communication, Networking Config, Routing and the screen below should be

displayed:
_CeWON

@EDM Config
== Interfaces
& Hetwork connections

Routing setup

Special rules

- I Metworking Confi

PN Connection

- & Publish IF address
& Callback
+7 Routin

- ey Proxy

- [ security
£ 1P Services

ﬁ_ Manage Config

Static routes table

PMain Meru

1 1ntermet Connection NAT and TF {Transparent Forwarding)

NAT and TF disabled -
MAT and TF disabled
FAT on LAN (Plug i FRoure,

g
MAT and TF on YPN
MAT and TF on Wik

These changes will be effective From next WARN connection

Updag

woamren B 7 Bt AT i 1 o B it ad o Tt N f‘

Select NAT and TF disabled form the drop-down menu in the Apply NAT and TF
to connection click Update AND reboot the eWWON.

4. You will now need to connect to the PLC to edit it's IP configuration and define the
eWON LAN IP address as default Gateway. To do this you need to connect your
configuration PC (with a fixed IP in eWON LAN IP range) with the Ethernet port of

the PLC.

5. Start CX-Programmer, open a new project by selecting File, New, select the Device
Type, select Ethernet as communication setting and set the IP address of the PLC.

| CX-Programmer,

(N view PLC Tools Help

O new... Chrl+M

~u

= - Chrl+0

1 TMODZ_PLC_Ethernet.cxp

2 TMO0Z_PLC_Gakeway.cxp

3 TMO0Z_PLC_Ethernet.cxp

4 TMO0Z_PLC_Gateway.cxp

5 OmronPLC_SalesDemo.cxp
& PmronPLC_SalesDemo.cxp
7 PLC_Omron_TS.cxp

& C:hOmron_PEMITEsEH . cxp

Change PLC

Device Marmg

(INEWF’LCW |
Device Ty

ﬁcw @ =] _setioe. | \

Metwork Typ
IEthemel { :i hd Setlings.! ; i

Comment Network Settings [Ethernet]

Netwark Driver |

[ Wworkstation Node Number

1333: ¥ Auto-detect

Exit

IP Address Part Mumber—
192 12 . 0O El (3"’ 9E00

Cancel Help
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11. Appendix 2 — eWON as Gateway in PLC

6. select PLC, Work Online, once online, select PLC, Transfer, From PLC

File

Untitled - CX-Programmer

Edit  Wiew Insert

Program  Tools

Windaw  Help

a,

K a

=Rl

E% MewProject
=D NewPLCL[CS1

= Symbols
B rdparigri -

Auto Opline

wWark Online

Dl | & ow

= Wt@li_ne Simulator
E

Exit Simulataor

CTRL+HMAT+HW

Untitled - CX-Programmer,

CTRL+W

File Edit Wiew Insert Program Tools wWindow Help
D& || - ey A NI T Y
00 I Sirnulator CTRLHMAT+H
@ « Q ”_@ Exit Sirmulator Do H 3 L |JJ’§| @
’E B R 5 | Auta Online
e Operating Mode
E% MewProject Monitor
=0 MewPLC1[C51 -
= Symbols | Compile All PLC Programs F7?

Memary £
[y Error log
PLC Clock,
4{,«? Mermnory
EI% Programs
E‘@ MouwP
5 5y
i se
@ Se

----- TF Function B

Program Check Options. ..
Automatic Allacation. ..

Program Assignrments

Function Block Memory

Partial Transfer
Proteckion

Clear All Memory Areas

Erom PLC...
& with PLC...

Edit

Ly Data Trace...

Tirme Chart Maonitoring. ..
Force
Set

n"“‘\‘,_,,....‘._\__\_“‘_’.\_'-—-A\____,r\\_

TaPLC... CTRLA+T

CTRL+MAI+T

To File. ..

From File. ..

7. Check all boxes and upload the PLC settings and program.

File:

Untitled - CX-Programmer

Edit  Wiew Insert

PLC  Program  Tools

Window  Help

DR (&EE|sB=R|2 2

| a2

-
]

2N ||al&EH| L0 | BAR| % PR

DERRE &

= [ E

==l

E\--% MewProject
=D MewPLC1[CS1G-H] Monitor Mods

=3 symbaols

i1 10 Table

| Settings

] Memory card

~|igty Error log
PLC Clock

o Mamory

E—:I% Programs

Symbals

B section1
T Sectionz
~-IF Function Blocks

Y Ay SNy

=) ‘a MouvProgrammel (00)

.
198 2

Upload Options

PLC: MewPLC1

Include:

5| Settings

i~ Symbals, Comments, Program ind

Transfer To/From: I b

Cancel |
Scan Programs |

I Use comments [iung comments, annatations) of the PC.
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11. Appendix 2 — eWON as Gateway in PLC

8. Once the upload completed, open the 10 Table, expand Main Rack, select Ethernet
Unit, right click and select menu option Unit Setup

Hahernet unt crumus e 21

File ©Options Help

Sehu@nsncpl DNS | SMTP| POP | Mail Address | Send Mail| Receive Mai | Auto Adjusi 4| ¥
Broadcast | - FINS/UDF Pont | FINS/TCP Port
(* Al1(4.385D) & Default (3600] (+ Default (3600)
~ » All 0 [4.2BSD]) " User defined " User defined
|E| ||I|
[ |P Address - Conversion 1 Baud Rate - TCP/IP keep-alive
|192. 168. 0. B1 ‘ " Auto [dynamic) &+ Auto |D min. [0: default [120)]
| (2] Auto (Ststic) (" 10BASET
Sub-net Mask - i Combined ~ Destination |P Address
| |255.255 0.0 " |P address table ¥ Change Dynamically
P Address Table— | #PPRouter Table—————————————
000.000,000.000 000,000,000,00
Ins | '"’1
Dl | Del |

|CS1G-H-CPU42  [Program
Interrupt Unit (16 Bit)
PeC Link Uit LE401

Software Switches

Unit Setyy
Unit MaQumng information
Unit Error

b ’-.,.nn-. LIWERN \“‘1’-.- [P e _.,--u\ T LV S A

9. Enter the IP address of the PLC (has to be in same range than the eWON LAN) and
enter the eWON LAN address as Gateway (Router in Omron interface).

10. Do not close the Setup tab before having saved/downloaded the new settings into
the PLC. To do this, click on the Option menu and click Transfer to PLC.

Ethernet Unit CPU Bus Unit

File | Options  Help

Transfer From PL
b Werify
{ Reset Unit [
¢ ]
Change Ethernst Unit Made r
| r
§

T N TP T St e S YL Y S P

11. If you want to make sure your parameters are well stored, go offline and back online
and check whether the uploaded configuration is OK.

12. You can now make the physical link between the PLC to the Ethernet LAN port of the
eWON.
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11.

Important note: The eWON types with 4 LAN ports (2005CD or 4005CD) can be
connected to the Ethernet port of the PLC directly. Whereas the eWON types with a
single LAN port (2101CD or 4101CD) need to be connected with a crossed cable
(single PLC) or an external switch (multiple PLC).

End of Ethernet link configuration.
What if you cannot set Gateway on PLC?

Setting the eWON as Gateway in the PLC is not always possible. In such case, you
should first make sure the Plug’nRoute feature does not work in your specific case.
Disable Plug’'nRoute like explained in point 1 above and reboot your eWWON.

You can now use the eWON Proxy feature to allow remote connection to the PLC
without mapping the eWON IP address as gateway.

Detailed information on how to do this can be found on the eWON Web site: "How to
proxy a PLC protocol" http://support.ewon.biz/docs/Proxy PLC.htm

When using a Proxy, in combination with a Talk2ZM Connection, then you need to

map the VPN IP address of the eWON in CX-Programmer to allow the remote
connection.

This is impacting:

§ 5.6 Step 6: Connecting the eWON remotely - point 5 — you need to fetch the VPN

IP address allocated by Talk2M. Keep only the core IP, not the port part, this would
be 10.8.129.82 in the example below.

#_ eCatcher (3.0.0 build 7189) g@ a

E Active Connection

Devices E

Marme ¥
eWON Comparry BY

Description User{s) conmected
eW'ON at Company BY jcn

E
‘(
P

E eWON list }
1

v

Account

e

§ 6 Linking eWON and PLC - you need to configure the proxy feature of the eWWON.
See detailed description in document referenced above.

§ TBD depending on mapping § you need to map the VPN IP address instead of the
eWON LAN IP address.

§ 7 PLC software mapping configuration — point 4 — The PLC appears in the list with

IP_address of the VPN (not its own IP address).
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12. Appendix 3 — Security aspects

12.1

12.2

Login security

A good security practice consists in modifying the login and password of the default
super user adm/adm (this default super user cannot be deleted). Modifying the default
super user is done by clicking on Configuration, Users Setup button on the main
menu of the eWON web page.

Traffic security

Since the eWON firmware version 6.2s1 (see note), when the Talk2M wizard is
executed, the WAN Security setting is set automatically to Discard all traffic
excepted VPN and initiated traffic. This is preventing third party traffic to interact
with your private traffic.

If, for any reason, your eWON runs an earlier firmware version (not recommended)
OR that you want to check the WAN protection status, you can do it using the
following path: Configuration, System Setup, Communication, Networking
Config, Security.

Check that the Discard all traffic excepted VPN and initiated traffic check-box is
ticked.

7 ¢ eWeN

{f) coM config

[i‘% Interfaces

- & Metwork connections

[]@ Metworking Config
w Internet Connection

@ WPMN Connection

&' Publish IF Address

Networking security setup

WAN Protection

& callback 5
H Transparent Forwarding
iy Routing
e Froxy

@ 0 security These changes will be effective fram next WaK connection
gy 1p ol bes =

- fly, Manoge Config % j
SN W e Y 4 s . VR A SRV PSS e S A s

If the eWON is configured to use a modem to go out on the Internet, then the WAN
connection is the GPRS/EDGE connection. This type of access definitely requires
protection. If the eWON is configured to use its second Ethernet Interface to go out on
the Internet, then the WAN connection is the Ethernet WAN port that uses the
company infrastructure and benefits from the IT protections in place. Hence, this type
of access is less exposed to security issues.

Note: The changes applied on this page will only be effective from the next WAN
connection. So from the next GPRS connection, or after an eWON reboot if you use
the 2™ Ethernet port of the e WON for the Internet connection.
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13. Appendix 4 — Serial cable XW2Z-S002 pinout

Dsub (Female)

3

2

7

9pin

sD

A-=====m ===

RD

9pin

Dsub (Male)

SD

e

RS

RD

cs

RS

el

Ccs

SG

5G

Yere-memm Y

eWON

o ¢ A WL N

Table 1: XW27-5002 cable pinout

The cable you can use is the standard Omron serial cable.
One of the basic genuine Omron references is XW2Z-S002.
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Revision Level Date Description
1.0 12/05/11 First issue
2.0 30/05/11 Security Aspect (Appendix 2) added
2.1 01/06/11 Automated IP config recognition
2.2 23/06/11 Plug'nRoute impact - changed 6.3 partly moved to Appendix 2, 9.3
moved to Appendix 2
2.3 09/09/11 Correct snapshots & text while no gateway needed anymore
2.4 06/10/11 Correct inaccuracies in §7 PLC software mapping
2.5 15/12/16 Added “PLC Discovery” to Chapter 6.3

i Microsoft, Internet Explorer, Windows and Windows XP are either registered trademarks or trademarks of
Microsoft Corporation
i Firefox is a registered trademark of the Mozilla Foundation

Document build number: 307

Note concerning the warranty and the rights of ownership:

The information contained in this document is subject to modification without notice. The vendor
and the authors of this manual are not liable for the errors it may contain, nor for their eventual
consequences.

No liability or warranty, explicit or implicit, is made concerning quality, the accuracy and the
correctness of the information contained in this document. In no case the manufacturer's responsibility could
be called for direct, indirect, accidental or other damage occurring from any defect of the product or errors
coming from this document.

The product names are mentioned in this manual for information purposes only. The trade marks
and the product names or marks contained in this document are the property of their respective owners.

This document contains materials protected by the International Copyright Laws. All reproduction
rights are reserved. No part of this handbook can be reproduced, transmitted or copied in any way without
written consent from the manufacturer and/or the authors of this handbook

eWON sa, Member of ACT'L Group.
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