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Remote Access for
Schneider Electric
Modicon Micro & Premium
Series PLCs

This guide explains in a few steps how to configure your eWON, your Talk2M account and
your PLC software to access your Schneider Electric Modicon Micro & Premium Series PLCs for

remote diagnosis and programming.
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Hard- and software requirements Chapter 1.

1. Hard- and software requirements

1.1 Hardware requirements
In order to follow this guide you'll need:

m 1 eWON with VPN capabilities (for example eWON 2101CD with integrated
modem or a 2005CD with second Ethernet interface)

m 1 Schneider Electric PLC Modicon Micro or Premium Series or equivalent
featuring Unitelway and/or Ethernet interface

m PC suitable to configure the eWON and the PLC

1.2 Software requirements

1.2.1 eWON related software

+ Web browser — Internet Exploreri or Firefoxii
to configure the embedded eWON parameters.

+ eBuddy — eWON detection and firmware maintenance utility
http://support.ewon.biz/softwares.htm

+ eCatcher — VPN tunneling utility
http://support.ewon.biz/softwares.htm

Note: this utility will be used to create the Talk2M account and to connect to your
eWON remotely.

1.2.2 Schneider Electric related software

¢ PL7 PRO® iii software including the XIP Driver and/or XWAY Drivers Manager.

The version of the PL7 PRO® software must allow the use of the TCP/IP interface
(version 4.1 or higher).

1.3 eWON Firmware Version

Successfully following these guidelines requires an eWON firmware version 6.1s2 or

higher. The eBuddy application allows you to upgrade your eWON firmware if
required.
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Objective Chapter 2.

2. Objective

The objective of this document is to guide you through the steps required to enable
remote access of your Schneider Electric PLCs.

The remote access setup is composed of 4 different parts:
+ Communicating with your eWON through the Internet
+ Connecting your eWON with your Schneider Electric PLC

+ Configuring your Schneider Electric software to correctly communicate through the
eWON.

+ Accessing your PLC through the Internet

To configure the eWON, all you need is a Web Browser and to open the internal
Web page of the eWON. (http://10.0.0.53 is the default IP factory setting)

If you are connecting to an eWON for the first time, you should read the "Quick
Start Guide for eWON" shipped with your eWON. This document explains step
by step how to change the IP address of the eWON LAN port in order to be able
to connect to it.
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Typical configuration setup Chapter 3.

3. Typical configuration setup

Configuring remote access is simple. However, you will need to pay attention to the
different IP ranges involved. The diagram below summarizes the different network
ranges involved (numbers are examples).

When it is hooked on the Company LAN (or to the Site LAN) the configuration PC
needs to be configured in DHCP-enabled mode for you to be able to go through the
steps involving the general Ethernet/Internet infrastructure.

When it is hooked to the LAN-port of the eWON and the configuration PC needs to be
configured with a fixed IP address - in the eWON LAN range - for you to be able to go
through the steps involving the eWON (and the Ethernet connected PLCs).

Note 1: Because iterations between IP ranges are necessary during the configuration
process, you could consider using 2 different configuration PCs. It is no problem if you
use only one single PC, the present guide mentions each change in IP configuration
that will be required.

Company LAN Internet Site LAN eWON LAN
Qalc > Eixedi |
DHCP-enabled - i i o
I H ;O ‘;
‘ ] £
| DHCP-enabled PLCs (Eth - Serial) |
Company network range Site network range eWWON networl range
100 x 1010, x 192 168 0.x
25525500 SESZRE0.0 2552552550

Note 2: As the picture above shows, under normal circumstances the PC you will use
to remotely access your eWON and PLCs will be on a different network than the site
network. However, during configuration and testing, connecting PC to the site LAN is
fine. As long as the site LAN address range is different than the eWON LAN address
range you will not have routing issues.
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Prerequisite: Determining suitable IP addresses Chapter 4.

4. Prerequisite: Determining suitable IP addresses

To avoid routing problems later, it is better to start to configure the eWON and the
PLC with LAN IP addresses that will be suitable.

The type of physical carrier (GPRS or WAN/LAN) your e WON will use to connect to
the Internet will have an impact on your IP address selection.

Before starting the actual configuration, please read the general principles below.

4.1 Internet connection using the WAN Interface

If you plan to connect to the Internet using the WAN interface, the eWON will require a
LAN IP address at the PLC side and a WAN I[P address at the network side.

Example of IP ranges involved in a WAN/LAN configuration:

o eWON LAN
E | STONLAN
i
JI—AT
Company LAN 7 siteLAN i() »
10.0.0.x 10.10.0.x 2 E
il 2

Important Note: The company network address ranges (Company LAN and Site LAN
in the example above) are specified and managed by the respective network
administrators. These ranges simply cannot be changed. So before configuring your
eWON LAN IP address and your PLC IP addresses, please ask for:

1. The specified company LAN network range to be used by the PC that will
initiate the remote connection (Company LAN).

In our example this range is 10.0.0.#

2. The specified company LAN network (Site LAN) range (and gateway) which
the eWON WAN port will use to get Internet connection.

In our example this range is 10.10.0.#

Knowing the ranges in use at the Company and Site side, you will be able to select a
range outside these networks for the eWON LAN-port and the PLC.

In the above example, we could select addresses in the 192.168.0.# IP range for the
eWON LAN and PLC since it does not overlap neither with the Company LAN range
nor with the Site LAN range.
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4. Prerequisite: Determining suitable IP addresses

4.2 Internet connection by modem (GSM, PSTN, ADSL)

If you plan to connect to the Internet through a modem, you only need to select an IP
address for the eWON LAN side. The IP address of the eWON LAN interface must be
compatible with the IP address of the PLC, but be outside the network address space
to which your PC is connected (Company LAN). If there is as an overlap between the
IP range of your PC and the IP-range of the eWON and the PLC LAN, the setup will

not route correctly.

Example of IP ranges involved in a GPRS/Edge modem configuration:

Company LAN
10.0.0.x

NoM2y

4.3 For proper routing, remember...

1. The eWON LAN IP address must be part of the same IP range as the PLC LAN.

2. The eWON WAN and LAN IP addresses must be in different IP ranges. The WAN
port of the eWON is generally DHCP-enabled, which is a good way to make sure
that it will be compatible with the company network.

3. The remote PLC network (¢WON LAN) must be in a different IP_range than the
company network on which your PC is connected (Company LAN).

Company LAN

- A
B

Network 1

Tal 2M

NTERNET

eWON LAN
192.168.0.x R—

eWON LAN

Site LAN el
o

Network 2 |t

etwor :D E.
inl £

Network 3

Network 3 = eWON LAN = PLC LAN (all in same range).
Network 3 # Network 2
Network 3 # Network 1
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Reaching your eWON through the Internet Chapter 5.

5. Reaching your eWON through the Internet

5.1 Step 1: Setting IP address of eWON LAN

Once you have selected your IP addresses, you can start configuring your eWON.
In our example, we will change the default factory address 10.0.0.53 to 192.168.0.53.

To configure your eWON LAN IP:

1. This connection will usually be made through the Company network. It can also
be made with a point-to-point link. At this stage there is no constraint on the IP
range of your PC. For this step, eBuddy can access the eWON even if your PC
and the eWON have different network address ranges. eBuddy — eWON
detection and firmware maintenance utility
http://support.ewon.biz/softwares.htm

Tail
-“i
i

|
I" Company =
- LAN 0 4
5 4

e i
1

Point-to-point connection
(if eWON model has only 1 LAN port use crossed cable).

2. Start the eBuddy utility on your PC
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5. Reaching your eWON through the Internet

3. Inthe home page, select Set IP Address

[l eBuddy - eWON Maintenance Utility
File Wiew Tools Help

eBuddy

Set IP Address

The eWON companion

k this link to set or modify the IP addre:
Update Firmware

to firmware of an eWON.
( s Buddy with the latest firmware)

Backup/Restore Application

Click this link to backup or restore your @WON application.

4. You don't need to fill out the Serial Number, just click on Browse

[=] eBuddy - eWON Maintenance Utiliky
File “iew Tools Help

eBoddy

Set IP Address

The eWON companion

o IP Address Wizard x|
Click this link to set of

Welcome to the IP Address Wizard p ?
Update Firmware Which eWON would you like to configure? L7 e

Setial Mumber! Browse.

User Login

Update eBudd Username: adm

Password: e

Download the latest
operations.

Switch to List Mode {Ad

- . < Back IWI Cancel | A
Click this link to displ e ae- e v
o T

eBuddy finds your eWON. Select it by double-clicking on it and the IP Address
window opens.

5. Enter new LAN IP address and Subnet Mask. Click Next

[$]eBuddy - eWON Maintenance Utility . ';.:
File “iew Tools Help b

H
@ Refresh )ﬂ Wizard Mode

Serial Murn,,, = | Device Type

IP Address
0830-0012-59 SN 200500 Here you can specify the new [P settings (07 @H‘N

. -
IP Address Wizard ﬂj

b

1

Serial Murmber:  0830-0012-59

1P Address: 192 . 168 . 0 . 53 w
Subnet Mask: | 255 . 255 . 255 . O %

B % S

< Back Mext = Cancel H’

AT T A T e —————ff —~r

e, e
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5. Reaching your eWON through the Internet

6. Wait until address update and device reboot are completed. Click Finish.

File Wiew Tools Help L
r #, L
(2] refresh | ) wizerd voce || IP Address Wizard x||d
SerialNum... ~ | Device Type date of remote devi ¥
0830-0012-59 eWOoN 2005CD s i ewo“
|t
9 Update request sent successfully.
£ eWON updated successfully, ;
?
< Back (K
- T i A ol T R -

In our example the eWON was set to LAN IP address 192.168.0.53.
As shown below, this address fits into the PLC-range and does not interfere with
the Company LANSs.

Company Site
LAN range 10.0x.x LAN range 10.10.¢x
Mask 255.255.0.0 Mask 255.255.0.0

7. End of step 1

Remote Access for Schneider Electric Modicon Micro & Premium Series PLCs (How to)

eWWON LAN IP

192.168.0.53 PLCY

IP 192.168.0.61
Mask 255.255.255.0
- GW 192.168.0.53

PLC2

IP 192.168.0.62

Mask 255.255.255.0
- GW192.168.0.53

eWON LAN range
192.168.0.x
Mask 255.255.255.0
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5. Reaching your eWON through the Internet

5.2 Step 2: Configure eWON for Internet connection

To configure your eWON Internet connection :

1. Configure the network parameters of your configuration PC to encompass the IP
range of the eWON LAN. To do this, go to START, Settings, Network
Connections. Open the currently used connection, select the TCP/IP parameter
row and select a fixed IP address within the range of the eWON LAN. Click OK to
close the wizard.

2. Connect the PC to one of the LAN ports of the eWON.
3. Open your Internet browser and access the eWON internal Web page by typing
the LAN address you just configured (in our example http://192.168.0.53)

4. To open the eWON wizard page, click on Configuration in the toolbar and then
on the wizard @ icon. The following page will be displayed:

Wihat do you want to configure?

0 | Configure INTERNET Connection
- Use this wizard to configure how the Wion will connect ta the Internet
‘Q Test INTERNET Connection
A Use this wizard to test the 8O internet connection
Configure Talk2M conhectivity
Tullr2M Uze this option to configure this WO to connect to talk2h .com

The ewiOn must first be defined in Talk2u
Configure "Endian For eWWON" connectivity
| Use this option to configure this eWWON to connect to your EnciandsWON
J WM server
The evyiON must first be defined in your VPN server
=== | Configure mdex connectivity
" | Use this option to configure this evOR to connect to mde:x

5. Click on the icon next to Configure INTERNET Connection to launch the wizard.
Following window will be displayed (options in drop down are depending on
hardware configuration) :

Internet connection

Ethernet WAN connection

Mo lntermet access il uze for Internet access.
tdodem C
Ethernet

ztioh recommanded)
ave parameters configured that you wart to keep. This iz

Uncheck 1y 0T
an advanced option.

=< Previous
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5. Reaching your eWON through the Internet

6. According to your eWON type (with a modem or a second Ethernet interface), you
will have the possibility to choose between different connections:

e Modem Connection
e Ethernet WAN* connection
e ADSL

*WAN refers to wide area network , which is network that covers a broad
external area using the Internet infrastructure, as opposed to LAN referring to
local area network that is restricted to internal networks.

From the next step onwards, we will address the most current access which is
Ethernet WAN connection (for modem connection refer to appendix 1).

7. Make sure the WAN port of the eWON is physically connected with the company
network. Traffic LEDs are normally not yet lit as the connection is not yet defined.

8. Select Ethernet WAN connection. The usual configuration for Ethernet is DHCP
enabled (device obtains IP address and Internet access automatically from host).
Use a fixed IP address, Gateway and DNS only if this is clearly required by the
network admin.

Ethernet WAN cons

tio
1
Address Selu;k DHCP vl

IP Address:

Subnet Mask

Default

Mot for
Gatevway:

reference
pNs M viaDHCP allocated

automatically
Primary DNS: 10.0.0.13
Secondary 0.0.0.0

DS
HTTP Proxy

™ Connect to Talk2M through Proocy
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5. Reaching your eWON through the Internet

9. Click Next and go to step 10 Internet Connection Test.

10. The last step of the Internet configuration consist in a communication test. This
test should end up successfully as shown in the snapshot below:

Current operation

. Finished

Results

' Internet connection

« Cnline IP Check

Diagnosis

d

SUCCESE! Internst connection tested

The Internet Connection means that the eWON is correctly configured for an
Internet connection. If this test is not successful, then go back to the previous
configuration steps and recheck all settings for compatibility and accuracy.

The Online IP Check means that the eWON was actually able to reach an IP
address on Internet. It might not be so critical if this particular test fails. Go
ahead with the procedure without being too much concerned.

You normally do not need to read this manual to complete the present procedure,
but we mention for reference the detailed document describing the use of the
wizard: AUG-019-0-EN-(eWON Configuration for Internet Access Using the
Wizard). http://support.ewon.biz/docs/Talk2M_Free.htm

11. End of step 2.
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5. Reaching your eWON through the Internet

5.3 Step 3: Creating the eWON in your Talk2M account

To connect to your eWON remotely, we will use eCatcher and Talk2M.

1.

You can skip the present point if you already created a Talk2M account. If you
haven't created your Talk2M account yet, install eCatcher and create your Talk2M
account as per § 3 of the guide "Talk2M — Getting started on Service Free+"
available at http://support.ewon.biz/docs/Talk2M_Free.htm. You can download
eCatcher from this link as well.

Connect your configuration PC to the company LAN and configure its network
parameters to DHCP enabled (acquiring an IP address automatically).

On the menu on the left side of the eCatcher interface click on the "+" (New
eWON) icon in the eWON list section. The following window appears:

% New eWON oo x|
Tul kl\ M Now machines can talk
by
eWoMN Name ! |eWON for Schneider
WM Description |Device for technical writing

" el Serial Mumber I

Connection Type & ILF\N,I'P.DSL ;I

Cancel | U

Enter the eWON name you want to use on the Talk2M server to identify the
remote connection to your eWON.

The eWON Serial Number can be left empty. It will be encoded automatically
during the Talk2M connection configuration of the eWON.

Select the Connection Type to specify how your eWON will be connected to the
Talk2M server using:

+ a LAN/ADSL connection
+ a GPRS/EDGE connection or
+ an Internet connection over a PSTN connection (analog modem).
If you specify a GPRS/Edge connection, then you will be asked to specify the

phone number. This will allow Talk2M to wake up your eWON remotely
using a Wake-Up SMS as described in Appendix 1.
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5. Reaching your eWON through the Internet

Click on Next.

In older versions, you were asked to specify the Remote Network to reach behind
the eWON like shown below. Since firmware version 6.2s0, when launching the
eWON Talk2M wizard to enter the Talk2M-key, the wizard transfers the eWON
LAN IP address to Talk2M automatically. This makes that step is skipped.

W New eWON KL=
Tﬂ“( M Mate: this step is skipped in newer TalkZh versions.... Now machines can talk

Remote Network

n eWON LAN IP |192.168.D.53

Metwork, Mask : J255.255.0.0

.. inthis case, the Remote Metwork configuration is acquired automatically.

Previous | Mext |
7. Click on Next.
®_New eWON KL= d
Tu I k M MNow machines can talk
Custom Field 1 |Be|gium
n Custom Field 2 |Nivelles
Custom Field 3 IeWON Support
s
Previous | Finish |

Here you can enter additional information concerning your remote connection.
The Custom Fields can be used to classify or filter your different remote
connections. This will allow you to find easily the eWON you need to connect to.
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5. Reaching your eWON through the Internet

8. Click on Finish to add the eWON to the eWON list of your Talk2M account.

The new eWON account will now be displayed in the e WON List section on the

lower part of the window.

¥ cCatcher (3.0.0 build 7195)

E Active Connection

Devices s

olE ol x|

Users

eWON list

=1

I = || = || = || = || = || = || = || = |
User(s) connec Custom Field 2 Custom Field 3
Settings eWON for Schneider Offline Device for tec.,, Belgiurn Mivelles WM Support

Help

Tq I k M Manage your Talk2M account and datas on

= (visit https://my.talk2m.com)

e, |

.

mmz.talkZm.cUm Credit : 9,36 Idle [pierre] &8 Tallk M

9. End of step 3.
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5. Reaching your eWON through the Internet

5.4 Step 4: Getting the Talk2M activation key for the eWON

Up to now we only added the eWON on our Talk2M account, but we did not yet
configure the eWON to connect to the Talk2M server.

To enable the eWON connecting to the Talk2M server, an activation key is needed.
This key will allow the eWON to get back the VPN keys and certificates needed for the
VPN connection. This step still uses the DHCP-enabled configuration of the previous

step.

To get the activation key, proceed as follows:

1. Select the eWON in the eWON list and click on the Detail button.

¥ oCatcher (3.0.0 build 7195)

E Active Connection

Devices s

K

Users

eWON list

Description

User(s) connected

Account ﬁ s
| il E

AT
i |

T e
™

The eWON Detail window opens.
2. Click on the eWON Setup button.

Cuskom Field 3

: \.,4.\- A

¥ cCatcher (3.0.0 build 7195) 33
a eWON Detail e
e | 2 E /B 0@ {

EM Setup F
eWON Name : eW'ON For Schneider ,
T eWON Description Device for technical writing '
eWOoN serial Number : r‘
Connection Type : LAR}ADSL
Account )
Custom Field 1 Belgium (
Custom Field 2 Mivelles
Settings Custom Field 3 WO Suppork
o«
Remote Connection )
eWON's LAN IP: 192,168.120,137
Network Mask: 255,255.0.0 )/
R i P Y e 0 .__, v . -\_\__.,A--\-'-_\\.-‘ g A e A
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5. Reaching your eWON through the Internet

The following window opens:

W oCatcher (3.0.0 build 7195) -|O] x|
E eWON Setup
Devices =
E Select your preferred method to configure your eWON:
R Send an SMS ta the eWOM with its activation key,
Users Configure via SMS It will trigger the remote auto-configuration.
O«
Account
Every device receives an Activation Key during its creation in
Configure via Activation Key TalkzM,
Settings This ke cannot be changed..
AKK‘JN_
Activation Key: 240366F2b046ab21 2a6d7bedbdE2bEsd =] |
Configure via eWON Name
o
s 3 I
e v
eWO0N Name : IMY Ewan e

Help -
.-
=0

T Ik M Manage your Talk2M account and datas on -
a .

= (visit https://my.talk2m.com)

'—_'mg.taIkZm.com Credit @ 158 Idle [pierre] | €8 Tall M

3. Under the Configure via Activation Key section you will find the Activation Key

needed for the eWON configuration. Click on the Copy icon to copy the activation
key into the clipboard of your PC. Keep this information on your clipboard to
complete Step 5 (go to this step).

PR o

N o ' i W S L% -
Every device receives an Activation Key during its creation in (
Configure via Activation Key TalkzmM.
Settings This key cannot be changed. . ’
— -
Activation Key: |z40366F2b046ab21 2a6d7bEdbda2bEGd - P | /
Configure via eWON Name /
P By L T I T L P U N

Note: Using the Activation Key is the standard procedure. Next to this method,
there are 2 alternative methods:

« Configure via eWON Name: During the eWON Talk2M wizard, instead of
using the Activation Key you can alternatively specify the eWON Name and
use the user name and password of your Free+ account.

« Configure via SMS: If your eWON has a GSM modem and if the eWON is
already configured for Internet connection, then you can also send an SMS to
the eWON containing the activation key. When eWON receives the SMS, it will
then trigger automatically the Talk2M connection wizard and will configure
itself to connect to the Talk2M server.

4. End of step 4.
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5. Reaching your eWON through the Internet

5.5 Step 5: Configuring your eWON to connect to Talk2M
1. Configure the network parameters of your configuration PC to encompass the IP
range you used to allocate the LAN IP address to the e WON.
2. Connect the PC to one of the LAN ports of the eWON.
3. Open your Internet browser and access it's internal Web page by typing the LAN
address you just configured (in our example http://192.168.0.53)

4. To open the eWON wizard page, click on Configuration in the toolbar and then
on the Wizard @ icon.

£ Wiew If0 Alarmn Surnmar Diagnostic Configuration
(eWOeN / v 0 0
m Alarrn Histary Files Transfer Log off &

o ,* —ttr B e e - P ™ RS _ ol — ’__'.“-F- W e o

;:% Gwou Setup ok: onfig Main Menu

The wizard window will open:

£@F owoncomgrsimvimrs

What do vou want to configure?

O Configure INTERNET Connection
_Q Test INTERNET Connection
Configure Talk2M connectivity
TO"{ﬁM. se this option to Ot to connect to ta

lian For eWON" connectivity

P Configure "

Q@
Ing

== Configure mdex connectiity
[l U T PR S S N PR L Bl

5. Click on the Talk2M wizard.

The following window will be displayed:

This wizard will guide you through the Talk?M ¢ ion { Click here for old Talk2M Free )

TalkZM

i i
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5. Reaching your eWON through the Internet

Click on Next to register the eWON on the Talk2M server.

Click on Register with ACTIVATION KEY, as in the previous step, we copied the
Activation Key to the clipboard of your PC. Paste the Activation Key
(Ctrl+V).

Selectyour prefered method for registering the edWOR on Talk2.com?

i Register with eWWON NAME

[y Usze the eWiON Talk2m name and your Talk2m login and pasward.
— The evwi0h] must first be defined in Talk2hd.

Register with ACTIVATION KEY
ABRKSIE Usze the eWiOn '&ctivation Key' provided by talkz2hd.com.
n : The evwi0h] must first be defined in Talk2hd.

@ & ACﬁVSﬁDnKEYZ{2}|240388f2b048ab212a8d?b8dbd82b88d |

Important: “our ebWOR must have 3 working Internet Connection
Before using the wizard, the eWOMN Internet access must be correctly configured.

-,

8. Click Next

Note: If you choose the Registration with eWON NAME method, then you will
be asked to enter the Name you specified for the remote connection in your
Talk2M account. You will also need to specify your Talk2M account name and
enter the user name and the password which you use to connect to your Talk2M
account.

The next window of the wizard will ask you if you need to connect through a Proxy
server.

Connect via HTTP proxy [
Enable this option only if you are connected to Internet via proxy (ask
wour network administrator if not sure)

=< Previous m

9. Check this option only if you need to specify a Proxy server for the Internet
connection. Otherwise leave this option unchecked and click Next.
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5. Reaching your eWON through the Internet

10. The Talk2M registration will now start and the result will be displayed on the
wizard page:

Current operation

. Testing Direct HTTP connectivity...

Results

« WAN connection

« UDP connection X X
Wait until test
pProcess is
completed

*  HTTP direct connection

« HTTP Proxy connection

*  Read Talk2M config

«  Test WPN connection

Diagnosis

The eWON will first test the different connections needed to connect to the Talk2M
server (UDP and HTTP or HTTP using a Proxy). Then the eWON will connect to
the Talk2M server and retrieve the VPN keys. At the end, the eWON will establish
the VPN connection to the Talk2M server.

Once the registration and configuration of the eWON are completed, the result will
be displayed on the Wizard page as shown in the following picture:

Current operation
@ rinished

Results

WAN connection

UDP connection

HTTP direct connection

HTTP Proxy connection Operation skipped

Read Talk2M config

N SR 8 B

Test WPN connection

Disgnosis

PN connection will use UDP mode
i SUCCESS: YPN connection configured and tested

11. Click on the Done button to close the wizard.

Your eWON is now configured to connect to the Talk2M server.
12. End of step 5.
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5. Reaching your eWON through the Internet

5.6 Step 6: Connecting the eWON remotely

Now that the eWON is configured to connect to Talk2M, we can establish the remote
connection to the eWON.

1. Connect your configuration PC to the company LAN and configure its network
parameters to DHCP enabled (acquiring an IP address automatically).

Launch eCatcher and open your Talk2M account.

In the eWON list section select the eWON you want to use for the remote
connection.

W oCatcher (3.0.0 build 7195)

E Active Connection

4
L
" {
Devices J

y
-
E eWON list &

e | 300 B e @
—— r i "
= | B[

= || E 3| i _ |

The eWON which you just configured should now be displayed as on line (green
tick in the action column). This means that the eWON has established its VPN
connection to the Talk2M server.

Settings

i M

4. Double-click the online icon or click on the Connect button displayed in the
eWON list menu to establish the remote connection to this eWON. eCatcher will
now establish the VPN connection to the Talk2M server.

5. Once the VPN connection to the eWON is established, the eWON will be
displayed in the "Active connection" section on the top of the window.

®_cCatcher (3.0.0 build 7195) ’
a Active Connection /
Devices E ,

ewWOM for Schneider 10.5.131.196:51 Device For technical writing pierre

E WO list

rd
Account E EDisconnect /
I = | . | 2 =/ — m

- ._,f"-.._._l,‘.. AP "\._‘_,\________ A . gt - I"‘\,HP"‘""""I\_\__,\.."-._\_\_ .-’,..- »m—-\—*\___l- proe— ,\“,n._\_

Action
Setkings
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5. Reaching your eWON through the Internet

6. The PC is now connected to the eWON using the VPN tunnel and you can start to
use the remote connection.

7. If you want/need to connect to the eWON itself, you can click on the IP address
link in the Active Connection section, as displayed in the following picture. Once
the home page of the eWON web interface is displayed, you know for sure that
your connection is effective.

" oCatcher (3.0.0 build 719~ r
E Active Connection /
Devices E -

1
e O For Schneidar 10.5.131.196451 Device For technical writing pietre "
Users E 9

1
{
E eWON list {
Accounk E EDisconnect
| - - - At

||

F

Action

Settings

-
b

Note: For specifics related to modem connection (including GPRS/Edge) please
go to Appendix 1 — Specifics for Modem connections at the end of this guide.

8. End of step 6.
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5. Reaching your eWON through the Internet

5.7 Step 7: Terminating the remote connection

1.

2.

3.

Click on the disconnect button in the Active connection section. This will close the
VPN connection with the eWON.

Active Connection

-

Name

5]
eWON Company =Y 10.5.129.39 eWON at Comparny =Y

eWON list

B 8 @ B
hd o

Note: For specifics related to modem connection (including GPRS/Edge) please
go to Appendix 1 — Specifics for Modem connections at the end of this guide.

End of step 7.
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Linking eWON and PLC Chapter 6.

6. Linking eWON and PLC

6.1 Local link capabilities

Depending on whether the PLC will be connected to the eWON with a Unitelway or
Ethernet link, the eWON configuration and the connection to the PLC will be different.
Both types of connections will be explained.

Keep in mind that you can combine both connection types without any problem. For
example, you can connect at the same time to one or more Modicon TSX Micro &
Premium using the Unitelway port of the eWON and connect to one or more Modicon
TSX Micro & Premium PLC(s) using the Ethernet connection between the eWON and
the PLC.

6.2 Serial link (Unitelway) configuration

SRS @ Mooew
0% ®oo0

[
[

[ ; Lt P2
N Unitetway | | S

NoM?
{

=r.;
{4
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6. Linking eWON and PLC

1. Set the serial port dip switch of the eWON to RS485 mode (1 ON and all others OFF)
to allow the Unitelway communication with the PLC. The settings of the switches are
indicated on the eWON sticker on the left hand side of its housing.

1 4 On earlier models, the
ON layout was inverted, but
1 switch numbers and
OFF positions remain the
same.

2. Go to the eWON Web page either using the just configured VPN tunnel or a point-to-
point connection to the eWON LAN port.

2} eWON Session (Adm) - Microsoft Internet Explorer

File  Edit Wiew Favorites Tools Help ",'
\ A ) e . P R 34

€) ©  [¥ B @ Psersr Jorwnes @ (2- 5 F B

fddress | @] hitp:/f10.5.131.44:51 AstMainAst.shtm vIBGo Links ”

¢ ewou View IO Alarm Summary Diagnostic Q Configuration

Files Transfer Log off S

S NI =N Ny

4. Open the eWON IO Server configuration and go to the 10Server page

5. In the drop down field select the "Unitelway" 10 Server

Tag Setup Systemn Setup 10 Server Config Maitn Mer

Script Setup Lsers Setup Pages List

10 Server: JRIOEIEEERY Fdit Clear Init
MEM
EMON
MODEUS Select an IO Server

METMPI

ot
FIMS
ABLOGTX

4
L
SE-A5511 {
5738400 (
57200
CWANE P

HITACHL
MITSUFS

i = s ‘I- - , . I_-__..-_.‘ A e P N

e

6. Setthe Baud Rate, Parity, Stop Bits, HW Mode, Master Response Timeout
corresponding to those actually configured in the PLC you want to communicate with
(shown values are eWON's default values). It is recommended to have the option
Force Unitelway V2 checked (uncheck only if you are using older PLC-Series AND
facing communication problems).
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6. Linking eWON and PLC

Settings to correspond with those of
the PLC serial COM port

Adesse T
{1314]5vS )

HAy-network address that needs to
match with the one configured in the

*IP driver seftings Hewsrenucte hast

e §

et 192 168 5

In most cases, you can leave the ADO field empty (= default value which is 4).

In XWAY Network.Station you have to introduce the XWAY address of the eWON
(which is a set of two numbers). This address will have to match with those
configured in the XIP Driver (as shown in the pictures inserted in the snapshot
above, see § 7.2. XIP Driver Configuration for serial connection).

Note: For the Unitelway link communication parameters, the corresponding fields in
the PL7 PRO interface are part of the hardware configuration, like shown below:

i TSX 57353/[RACK O

I Configuration - I

" Dlesignation: PROCESS0R TEX P B7262 ‘

POSITION O]

Current loop [PER]
’V = Multidrop {= Paint ta Point Eu Y100 ms

I~ DataCarrier (DCO)

|~ CHARNMEL 0
|cHanMELD | [ Terminal Fon B
UMITEL'W A% LINK | mast -]
Tup Transmizsion speed -
[ |M -[ ’7 |19200 bitzts -I ‘
[~ Master wiait Time
Ewent-triggered Data 0 bytes o Walueinms E3U |7 Drefault
4  Mumber of slaves Eg_ " Valueins I] vI
 Slaw ’r Diata Stop
Server Address (A00) Es— % abit= {" 7hits & 1bit 2bits
Farity
Mumber of addresses ET ™ Even (+ Ddd " Mone ‘
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6. Linking eWON and PLC

7. Save your settings by clicking on Update Config and leave the Web configuration
interface open.

P I S e

ey o " '
ilohal Device Bidress: I " Fins NetwbH s Node, HostLink o Ip

Update CDnﬂg{% Cancel |

8. Interconnect the Unitelway port of the eWON with your PLC using the TSX CX 100
cable (mini-DIN connector in TER at the PLC side — cable pinout see 13. Appendix 4
— Unitelway cable).

P e

Default: 2000

Poll Rate

9. End of serial link configuration.

6.3 Ethernet link configuration

- Tips -

As of firmware v12, there is a PLC Discovery feature inside the eWON. This allows
the automatic discovery of PLC (linked to the eWON) on the network while you are
connected through Talk2M. No need to set the IP of the PLC in the same range
than the IP of the e WON.

For more information, please refer to AUG-070: PLC Discovery through Talk2M

If firmware version is lower than 12, please follow the procedure hereunder.

\
TENSWONLAN R
i | ]192.168.0.53 IP 192.168.0 61
Mask 255.255.255.0
I.;1 L] [ GW 192.168.0.53
= b — e
IP 192.168.0.62
) Mask 255.255.255.0
i() » GW 192.168.0.53
A
Company Site ir] & eVWON LAN range
LAN range 10.0.x.x LAN range 10.10.¢.x 192.168.0.x
Mask 255.255.0.0 Mask 255.255.0.0 L Mask 255.255 255.0 )

1. Connect your configuration PC (set with a fixed IP in the IP range of Ethernet card
module of the PLC). Schneider Ethernet modules feature a web server allowing to
make the IP configuration.
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https://ewon.biz/sites/default/files/aug-070-0-en-plc_discovery_through_talk2m.pdf

6. Linking eWON and PLC

2. Open your web
browser and type the
PLC IP in the URL
field.

3. Click on the Online
Configuration link .
The access to this
page is protected by
login and password. If
they have not been
changed, the default
values are :

IP address of the Schneid
Ethemet module (either factory
default or already defined)

@7' Cc X @ |,j\htq:://1un‘1zu.159/

2] Mast Visited @ Getting Started & Latest Headlines
J | '] Welcome to Schneider Automat...| +

Schneider

'a} Electric

FactoryCast Web Server

Diagnostics
Online Co: ation
Custom Pages with pa rd
Custom Pages without password

Operating System: Windows HT
Screen Resolution: 1440 x 900

Log in: USER
Password: USER

... Browser; Hetscape 5
SR S e s P T

st A

4. Configure an IP address that is in the same range as the eWON (in our example
192.168.0.61). The XWAY address is the one of the PLC as well (in our example
13.11).

IP Configuration
Ethernet Interface IP Address Configuration of Connections
+ Configured " Automatic configuration Connections - ’D— ™ Access Control
|iP adress 182|168 |0 61
Subnetwark mask: 255 255 255 i}
atowayactrese: [0 [0 [0 0 NN DN OEOEDE 7 3 ~

_Naw [l coit [ Rernove | i cancel |

[ XWAY Address |

[ sorvay | Paduress | Protocor | Access | mose |

Metwark : 13 Station : i
Network Connection
+ Ethernet " Modermn

5. Click on Apply on the bottom of
the page, the server asks for the
configuration password. If it was
not modified, the default
password is: USER

Pasaword

| B Enter Configuration Passwa

Please type your confiouration password

o5 -10] x|

I**Tel

0K

Cancel
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6. Linking eWON and PLC

6. You need to )
reboot the it
Ethernet card after
sending the new
parameters. Todo
this, go back to the

home page and 3
CI|Ck on the ‘;_Pm Security IP Configuration Unitelway Configuration Automatic Configuration SMMP Configuration Reboot i
H
}:\_7 FactoryCast™, Schneider Automation Inc., © 20002001 }/
et «/\.“. PO N NI

Click button to rehoot

Reboot device

R P W

Reboot link (you
are again asked IR e
your password).

" akin b

7. 1. You can now make the physical link between the PLC to the Ethernet LAN port of
the eWON.

8. From eWON firmware version 6.2s1 onwards, the Plug'nRoute function
automatically configures the Ethernet routing. With this configuration, it is - in most
cases - no longer necessary to set the eWON address as Gateway into the PLC.

If, for any reason, you are using an earlier firmware version (not recommended) OR
would the Plugn'Route function not work in your specific application , then you should
refer to Appendix 2 — eWON as Gateway in PLC.

Note 2: The eWON types with 4 LAN ports (2005CD or 4005CD) can be connected to
the Ethernet port of the PLC directly. Whereas the eWON types with a single LAN port
(2101CD or 4101CD) need to be connected with a crossed cable (single PLC) or an
external switch (multiple PLC).

= ﬁ\ switch -
(] e
%B- ¢ [ p—
c » ‘[:] ?
g : G §

1. End of Ethernet link configuration.
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PLC software mapping configuration Chapter 7.

7. PLC software mapping configuration

7.1 Understanding XIP

The next step in the configuration is to set up the PL7 software to use XIP.

XIP is one of the Ethernet protocols used by Schneider. The eWON provides XIP to
Unitelway Gateway.

The routing flow can be described as follows:

both in serial and in Ethernet mode:

e the PL7 software is configured to address the PLC as if it is connected by Ethernet,
even when it is connected in serial link, and sends a request through the XIP driver
installed on the PC

e the PLC replies to the eWON request in the corresponding format (XIP or Unitelway
depending on the local interface) which forwards the answer to the address of the XIP
driver on the PC.

in serial link only:

e the eWON picks the packet from this address and converts it in Unitelway before
forwarding it

e from the PC-side (XIP driver), the eWON is seen as an XWAY master. From the PLC-
side, the eWON is seen as an Unitelway client.

7.2 XIP Driver Configuration for serial connection

1. Ifitis still connected as described in § 5.6. Step 6: Connecting the eWON remotely,
temporarily disconnect the VPN link with the eWON. If you discard doing so, you might face
routing issues with the Xway Drivers Manager.

2. Start XWAY Drivers Manager

EWAY Drivers management Properties @

WY Manager | UNITELWAY Driver | KIP Drover | sdwiay' Test |
Hwial TCPAP Drver V1.6 IET1 %—

Copyight @ 19572001 Schreider Automation 5.4

Driver 1 state: Mot operationnal  Drver 5 state: Mot apesationnal
Drriver 2 state: Mok operatiornal - Driver 6 state: Mot operationnal
Driver 3 state: Not operationnal  Dirrver 7 state: Mot operationnal
Driver 4 state:  Not operationnal  Dirver 8 stater Mot operationnal

Driver 9 state: Mot operationnal
Configurati
3. Select the XIP Driver tab (1) from the Drivers E #2)
Management Properties window and click on
Configuration (2).
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7. PLC software mapping configuration

4.

In our example, the defined Profile is
XP01 and the Local Host 13.2 is the
XWAY address is the address the PC
(XIP driver). This XWAY address is not
that important, it just needs to be in the
same range as the as the XWAY
address of the eWON.

In New remote host set the XWAY
address as defined in the 10 Server of
the eWON (see § 6.2 Serial link
(Unitelway) configuration) and the
eWON LAN IP address (1).

Click on Add (2) and then on Save (3).

Then click on Start from the XIP menu

Select ICMP Ping in the Test menu:

Then click on Ping, you should get the
following screen confirming that the
eWON is physically responding (if not,
check § 9. Troubleshooting).

Remote Access for Schneider Electric Modicon Micro & Premium Series PLCs (How to)

"‘! Schneider, Automation CHEXIP.
Configuration Xip Test Help

Profile: Local host

®IF01 hd Bind WA address 13 2

New remate host
Station: |@HON I~ DNS

MwiAY addiess: | 13 . 14

EWOR LAN

IPaddress: | 192 . 168 . 8 . 53 | 0 o

Enable automatic detection v

Remote hosts configured
913.614 192.168.000.053 =

A
Update

Delste all
Save ?
Ready @ ®

‘I"l Schneider, Automation CNFXIP
Configuration B0 Test Help

Profile Local host
i
AP0 A nd. WAy address: | 13 2
New remate host
Station: | @HON [~ DNS

HWeY address: | 13 - 14

IP address: | 192 - 168 . 0 53

P N ‘EW\P‘ a\q\tgr\.nati}dgtgym_‘i " Y W SO

"% Schneider, Automation CNFXIP

Configuration oT»:—st Help

Profile Local host
P - %}W address: | 13 2
New remote hast

RN e O e W

ICMP PING =

Station

| ewroN ~|

Reply
Ping: 192.168.0.53 Round Trip 93ms TTL: 25!
Ping: 192.168.0.53 Round Trip 103ms TTL: 255
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7. PLC software mapping configuration

8.

10.

The XIP protocol connection is tested by
sending a mirror request to the PLC. To
do this, close the ICMP Ping window and
the CNFXIP window to return to the
XWAY Drivers Management window.

Select the XWAY Test Tab (1), select
XIPO1 in the driver name drop down box:

set the Remote Address to 13.14 (2) this
si the eWON XWAY address - see § 6.2
Serial link (Unitelway) configuration.

Click on Connect (3)

Click on Start (4)

You should see the Request counter
increasing quickly
Click on Stop.

End of serial PLC software mapping
configuration

SCHNEIDER Drivers management Properties E‘

DRIVERS Manager | UNITELwaY Diiver | XIP Diiver | MODBUS @WAY Test |

Dirivver Request

Neme: [P =] B Request:
Drivel/ UNITELWAY Type: MIHHDH[Soctets] -

Hemnleaddless 1314 l“ imeotims] UUU ‘7,‘3
State: Disconnected ‘E

Local address
53

| About ‘

Connect
JQ

SCHNEIDER Drivers management Properties E|

DRIVERS Manager | UNITELWY Driver | IP Driver | MODEUS Test WA Test |

Driver Fequest
Name: ’—_‘ | Request : #19
Drriver instance : ’—Zl Type 21 J
Remote address : ’— Timeout(ms) ?é_ﬁ
A

State: C ted
Local address : [ [Eee Gomets
Disconnect Stop T More info, | About |

N

7.3 XIP Driver Configuration for Ethernet connection

1.

2.

3. Select the XIP Driver tab (1) from the Drivers

If it is still connected as described in § 5.6. Step 6: Connecting the eWON remotely,
temporarily disconnect the VPN link with the eWON. If you discard doing so, you might face

routing issues with the Xway Drivers Manager.

Start XWAY Drivers Manager

'EEI:U‘P

Crri

Management Properties window and
click on Configuration (2)

Remote Access for Schneider Electric Modi

EWAY Drivers management Properties

SOWAY Manager | UNITELWAY Driver | %IF Diver | xmweal
Howiay TCP/IP Driver V1.EIETT

Coopyright @ 19972001 Schreider Automation 54

Driver 1 state: Mot operationnal  Driver 5 state: Mot opaemnnal
Diiver 2 state: Mot operationnal  Driver 6 state: Mot operationnal
Driver 3 state: Not operationnal  Dirrver 7 state: Mot operationnal
Driver 4 state:  Not operationnal  Dirver 8 stater Mot operationnal

Driver 9 state: Mot operationnal
Cmﬁgudi% |

Confgu|
Prof

AT address: | 13 2

1P -] _Bind. |

~ Mew remote host
Station: |PLC_ETH

[~ DNS 1
HWAY sddress: | 13 - 11

IP address: | 192 . 168 . @ 61

Enable automatic detection b

Remot hosts configured

Delete
Dglete all

Ready
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7. PLC software mapping configuration

4. In our example, the defined Profile is XP01 and the Local Host 13.2 is the XWAY
address is the address the PC (XIP driver). This XWAY address is not that important, it just
needs to be in the same range as the XWAY address of the eWON.

5. In New remote host set the XWAY address and the IP address (1) of the PLC (see § 6.3
Ethernet link configuration) .
Click on Add (2) and then on Save (3).

6. End of Ethernet PLC software mapping configuration
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Establishing remote connection Chapter 8.

8. Establishing remote connection

It is supposed you have been going through the previous steps. Hence, your PLC and the
eWON are physically connected either by Unitelway or by Ethernet connection. The steps
below are the same for both connection type.

1. Establish the VPN
connection to the
eWON as explained in

** PL7 PRO : micro_1

Fle Edit Utlities view T(1 JJERS Debug Options window 7

ﬁlﬁlnlgl nll Chrl+k

Connect

| mE(m 2

Step 6 of the eWON =t Application Browser Irans:er ;mtgramm e
. . L ransfer Data. ..
configuration part. Comgare...
=& h-gf-‘;‘m” uration Memory Usage...
2. Once the Talk2M VPN @D tadwne Contl]  mor [E—
tunnel towards the L
. . Backup...
eWON is established MESTTak | Digrosics..
by eCatCher, Start PL7 o Variabl:sents List of Forced Bits
PRO® [Z) Animation Tables Define PLC Address...
D Documentation File
. D Runtime Screens Command To a PLC. ..
3. Open your project and
select Define PLC | N
Address... (2) from the
PLC (1) entry in the
menu :
4. Configure the sub-window for XIP, set the Remote Address depending on the type of
connection you are using:
Define the address of the PLC |g| Define the address of the PLC |z|
Adresse de l'automate I Dptigngl Adrezse de l'automate | Dp[ignsl
Diriver Ciriver
PO | [P
UNTLWwOT @
faasvs | (2 \EERRISRE] 2
! @
0k Cancel | Help Ok Cancel | Help I
i ) I Ak

For a serial connection: For an Ethernet connection:

Select the driver profile corresponding
to the one defined in XIP configuration
(1) in our example XP01

set the XWAY address of the eWON
(2) see § 6.2 Serial link (Unitelway)
configuration

Select the driver profile corresponding to
the one defined in XIP configuration (1)
in our example XP01

set the XWAY address of the PLC - see
(2) § 6.3 Ethernet link configuration

" PL7 PRO : micro_1
File Edit Utlities Wiew Took EIis

Click on OK (3)

Debug  Options  Window 7

Ll

‘ Remote Access for Schneider Electric

Bl=la|E] o= &

'= Application Browser

B |
D Configuration
Ela Program
[0 MeST Task
<[] Events
[ variables
<++[L7] Animation Tables

Transker Progu‘

Transfer Data..,
Compare. ..

T

Memaory Usage...

Run... Chrl+shift+R
Initizlize...

Backup...

Diagnostics...

List of Forced Bits

3147

o jon File
<[] Funtime Sereens

Define PLC Address...

Command To aPLC, ..



8. Establishing remote connection

5. Click on the icon from the toolbar or on Connect from the PLC entry of the main menu

6. If the communication is
OK » you should see HMorwe Jstoe %i{13,14157S i OWR
ONLINE in status bar
and a progress bar if
you download/upload your project file.

(if not, check the section 9. Troubleshooting).

7. Your setup is now connected and ready to work in remote programming mode.
Once you finished your work with PL7 PRO®...

+ ..terminate the PL7 PRO® connection through PLC > Disconnect and close the
application.

+ ..terminate the Talk2M connection of the eWON explained in Step 7 of the eWON
configuration part.

9. End of PLC remote access.
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Troubleshooting

Chapter 9.

9. Troubleshooting

9.1 Cannot reach the PLC on its Unitelway port?

If you cannot reach the serial PLC connected to the eWON then verify the following:

Check serial link configuration of the eWON (1 ON all others OFF for RS485).

Make sure you are not connected through VPN tunnel when mapping your PLC
with XWAY Driver Manager. Establish the tunnel only AFTER taht the XIP driver
configuration was made and started.

In XWAY Driver Manager check if the correct IP address has been configured:
You must use either the eWON LAN IP address or the eWON VPN IP address.
Check that you use an XIP driver (not the Unitelway one) and that this driver is
started (runs in the background). Check eWON's XWAY address.

Check I0Server configuration in eWON page (Unite protocol settings, eWON
XWAY address , etc.)

Open the eWON Event Log [Main Menu, Diagnostic, Event Log] to check for
error messages.

To verify if the eWON serial port and the eWON 10Server is correctly configured
you can create a Tag inside the eWON which will poll a register on the PLC. If the
polling succeeds, this indicates that the serial connection is working correctly.

9.2 Cannot reach PLC by Ethernet ?
To be able to reach the PLC by Ethernet, the following conditions must be fulfilled:

Reboot the PLC after IP address and/or gateway change.

Check that the network LEDs are lighting at both ends. If they aren't, it means
there is an issue with the Ethernet cable(s). If you use an eWON having a single
Ethernet LAN port (no integrated switch), then you have to use either a crossed
Ethernet cable (point-to-point with single PLC) or an intermediate switch (multiple
PLCs).

Make sure you are not connected through VPN tunnel when mapping your PLC
with XWAY Driver Manager. Establish the tunnel only AFTER That the XIP driver
configuration was made and started.

In XWAY Driver Manager check if the correct IP address has been configured:
You must use either the eWON LAN IP address or the eWON VPN IP address.
Check that you use an XIP driver (not the Unitelway one) and that this driver is
started (runs in the background). Check eWON's XWAY address.
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9. Troubleshooting

You might have a mismatch between the actual IP configuration of the eWON and
the eWON LAN IP address configured as Remote Network in your Talk2M
account. You can check, and if necessary, modify these settings, in eCatcher.
Under the eWON list select the Name of the remote connection and click on the
Detail button.

®_cCatcher (3.0.0 build 7195)

g Active Connection

E eWON list

L.-anmRLnOs
\\

%]
Devices

Account @
I i =

A
JEa |

The eWON Detail window will open:

Here you will find the different information you entered earlier. The Remote
Network is specified under the Remote connection section.

eWOnN Detail
-,
CEEEGEESE
Edit
eWoN N eWON Company JY
eWON Description WO at Company XY
eWON Serial Number : 0530-0003-56
Connection Type : LANADaL
Country Belgium
PLC type Schneider PLC

Custom Field 3

Remote Connection

KIM‘,'F‘-\\“'\'I.“" oy, \\. »

eWOM's LAMN IP: 192,165.0.53
Network Mask: 255.255,255.0
JE——y I o . - e and B

To change the Remote Connection settings, click on the Edit button on the top of
the page.

Once the modification is finished, click on the Save button which is displayed on
the top of the window when in edit mode. After the change you would then have to
save and Disconnect and Connect the VPN bridge to the eWON for Talk2M to
take the modification into account.

The remote PLC network must be in a different range than the company network
on which your PC is connected. (see Step 1).
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10. Appendix 1 — Specifics for Modem connections

10.1 General

The basic configuration principles remain the same except for typical modem settings.
Allow enough time for tasks to be executed when you use a modem link.

In the following explanations, we took the most current example of GPRS/Edge
modem. Extrapolating to other modem technologies is rather straight forward.

Only those steps that are different from the LAN/WAN connection are addressed.

10.2 Configuring the eWON for Internet connection (Step 2)

1. In the Internet configuration wizard of the eWON, select Modem Connection
option and, depending on the modem installed in the eWON, the interface asks
the user to fill out the different parameters of the relevant modem. Fill out the
different fields (PIN code, APN and user name/password) according those you
received from your Service Provider. For most Service Providers, User Name and
Password can be left empty. Click Next.

GSM connection (GPRSEDGESGG)
APN: |inhamet.prmi'ms_l:e
: = MNat for reference,
. take your own PIk-
User Name: | | code, APN and
M : lagin data.
Password: | ........

2. Configure how the eWON should go online, and click Next.

Configure "Go Online" trigger

* Triggered by outgoing actions

" Maintain connection

" Triggered by phone call or outgoing actions

== Previous
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3.

In most cases, it will be Triggered by outgoing actions. This option is needed to
be able to use the Wake-Up function. Only check Maintain connection if you
want to use a permanent connection to your eWON device (which can be very
expensive using a GPRS/Edge line).

Configure your online time parameters, and click Next

configuration wizard / Internet Connection

Trigger: Connect for outgoing actions

ldle time before Seconds.

hanging ugp:

call duration:

¥ Erable call budget management.

== Previous

In most cases, you can leave the default parameters.

The Max outgoing call duration is set by default to 60 minutes. The e WON wiill
drop the Talk2M connection after 1 hour. If you need longer connection times,
enter a higher value or set it to 0 for no limit.

By default, the Idle time before hanging up is set to 120 seconds. You can leave
this value as is. In fact, it is not a useful parameter for a Talk2ZM connection
because a VPN life bit is periodically exchanged preventing connection
interruptions due to idle times.

4. End of Step 2 in Appendix 1.
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10.3 Creating the eWON in your Talk2M account (Step 3)

1. In the creation process of the eWON in your Talk2M account, the sole additional
steps are:
- specifying the connection type (in our example GPRS/Edge)
- entering the phone number

(3.0.0 build 7195)

2. End of Step 3 in Appendix 1.

i E eWON Detail
el -T-1 11 [of
J ~
A E eWON Name : L'iweonne au Rippe:
Users eWON Description
; eWON Serial Number : 1036-0021-56
'- - Connection Type : GPRSJEDGE
F o Phone number 0032473541035
Custom Field 1 Belgique:
i Custom Field 2 Nivelle-Baulers
I Custom Field 3 Team Support

wh

" -

|| Ta II M Manage your Talk2M account and datas on : ‘_gd
—

c bt MyTalk2 M (isit htps:ffmytalic2m.com) "

Remote Connection
eWON's LAN IP:

Network Mask:

192.168.120.235

255.255.0.0

.

I v talem.com

Credit : 10,26 |

| 1dle

[pierre] @0 Talk- M

10.4 Connecting the eWON remotely (Step 6)

1.

If you use an eWON GPRS, then you probably configured the eWON not to stay
connected all the time to the Talk2M server. Before being able to connect to the

eWON over Talk2M you will first need to wake-up the modem of the eWON. To do
this, click on the Wake-up icon in front of the eWON name as shown in the
following picture:

eWON list 4

DEsD0--E *.-

Motification;
Action

&

b

Mame

Offline

eMON Company BY

ondes,

bl s st

1 S S A
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10.5

2. Talk2M sends an SMS (text message) to the eWON to ask the eWON to start its
Internet connection and to connect to the Talk2M server. This can take up to
several minutes; do not interfere until this process is completed.

Note: You do not necessarily need Talk2M to send the wake-up SMS to the
eWON. You can do this using your own GSM (cellular phone). All you need is to
have the dial number of the eWON by the hand and to send the following SMS
(text-message) to it: “Talk2MConnect” (without quotes).

3. Once the modem is online, the green Connect icon is shown to allow to bridge the
VPN tunnel.

4. You can now click on the Connect button as explained in the LAN/WAN
procedure to establish the remote connection.

5. Once the VPN tunnel is bridged the red Disconnect icon is shown to allow you to
cut the bridge of the VPN connection.

Active Connection ’
4

IP Drescription

EWON Company xY 10.5.129.39 eWON at Company XY

eWON list

B & G B
o o

I S S ST o e NS ,,H/‘ g

6. End of Step 6 in Appendix 1.

Terminating the remote connection (Step 7)

If the eWON to which you were connected uses a Modem connection for the Internet
access, then you probably want to close the Internet connection of the eWON (to save
GPRS communication costs). This is done with eCatcher.

Note that there are 2 distinct notions to be considered: Connect / Disconnect that
applies to bridging the VPN tunnel and Go Offline that closes the VPN link and hence
the modem connection (on hook)

1. Click on Disconnect to cut the VPN bridge.

2. Right-click on the Online icon eWON list
in front of the eWON. In the 8 B correct f
context menu click on the Go E 2 = o
offline button to send the i f
disconnect request to the ine
eWON. The eWON will then mgs s 1
close its Internet connection = ;
and after a while the eWON @ 3
will be displayed as offline in i i) /
your Talk2M account. A e i o paa

3. End of Step 7 in Appendix 1.
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11. Appendix 2 — eWON as Gateway in PLC

If, for any reason, the Plug'nRoute function is not working in your configuration, then
you will need to disable the Plug'nRoute feature in the eWON and configure manually
the eWON LAN IP address as default Gateway in the configuration of the PLC.

1. To disable the Plug'nRoute function, connect to the eWON web site and click on
Configuration, System Setup from the Main Menu. Navigate further to
Communication, Networking Config, Routing and the screen below should be
displayed:

Select NAT and TF disabled form the drop-down menu in the Apply NAT and TF
to connection click Update AND reboot the e\WWON.

2. Connect your configuration PC (set with a fixed IP in the IP range of Ethernet card
module of the PLC). Open your web browser and type the PLC IP in the URL field.
Click on the Online Configuration and follow the same steps as explained in § 6.3
Ethernet link configuration.

3. Configure the IP address of the PLC module and set the eWON LAN IP address as
Gateway Address and check the XWAY Address of the module : Remember that the
IP range of the eWON and the Ethernet module has to be the same (here
192.168.X.X).

e g Anae B e .
) : -« " o ' ; Yo . Lt . —
o) IP Configuration
O x
‘ Ethernet Interface IP Addrass Configuration of Cohnections
J @ Configured © Automatic configuration Connections : ] [~ Access Control
4

IP address 192|168 0 B1 IP address of the PLC
-\l Subnetwork mask: 255|255 1255 |0

I e i ACpEEsi G

ey b

I | I — I
Galeway address: |192  [168 |0 53 |P address of the eWON .- - - UNITE j‘ ~ MULTI 'I
p | New [ EQT [ Remove Ok || Cancel
p XIAY Address :(WAY dd f the PLC
P adaress arine
\'.L Metwork 13 Staton: [11 4 ] | Protocol | Access | Mode | p
ol e
i a
}' Network Cohnection J
"Qil. & Ethemet £ Modem '33
i o
; Ethernet configuration /
w
Y ,ﬁ
f: " Ethemnetll 8023 \
e S el R L R T SRS ot N T P e, " ‘Z
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11. Appendix 2 — eWON as Gateway in PLC

Note: The XWAY address configured here should not be changed as it is the
address of the Ethernet card of the PLC (not the one of the eWON).

Click on Apply and reboot the Ethernet card (see § 6.3 Ethernet link configuration).

5. You can now make the physical link between the PLC to the Ethernet LAN port of the
eWON.

6. End of eWON as Gateway configuration.

What if you cannot set Gateway on PLC?

Setting the eWON as Gateway in the PLC is not always possible. In such case, you
should first make sure the Plug’'nRoute feature does not work in your specific case. If
so, disable Plug'nRoute like explained in point 1 above and reboot your eWON.

You can now use the eWON Proxy feature to allow remote connection to the PLC
without mapping the eWON I[P address as gateway.

Detailed information on how to do this can be found on the e WON Web site: "How to
proxy a PLC protocol" http://support.ewon.biz/docs/Proxy PLC.htm

When using a Proxy, in combination with a Talk2M Connection, then you need to map
the VPN IP address of the eWON in PL7 to allow the remote connection.
This is impacting:

§ 5.6 Step 6: Connecting the eWON remotely - point 5 — you need to fetch the VPN IP
address allocated by Talk2M. Keep only the core IP, not the port part, this would be
10.8.129.82 in the example below.

®. eCatcher (3.0.0 build 7189) EJ@ 9
4

E Active Connection

Devices m

E ) Description
eWiON Company XY EWOMN at Company =Y
E eWON list

Account
B B 6 -
v v

APl

§ 6 Linking eWON and PLC — you need to configure the proxy feature of the eWON. See
detailed description in document referenced above.

"‘ Schieider Automation CHMEXIP:

§ 7 PLC software mapping configuration [cemiaursten #p e tep =l

you need to map the VPN IP address F'fh'l“jm — e T
instead of the eWON LAN IP address.

Mew remete host
Stalion : [@WON [~ DNS 1

K address: | 18 148

VPN

IP address © 18 8 131196 R

Enable automatic detection v

FRemote hosts configured
013.014% 192 8 _131.196 =
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12. Appendix 3 — Security aspects

When using a Talk2M connection, the data you are exchanging is protected by the
VPN tunnel.

Your eWON could however still be reached through its WAN connection. You can
block this access by setting the WAN protection level to Discard all traffic excepted
VPN and initiated traffic (5) in the eWON configuration via System Setup (1),
Communication (2), Networking Config (3), Security (4)

General e Communication

@) coM Config
- ¥ Interfaces

Metworking security setup

WAN Protection
- e__\, Metwork connections

E@ Metwaorking Canfig

------ Internet Connection

----- Q VPN Connection
- &' Publish IP Address

‘& Callback

' Routing

Transparent Forwarding

o g Proxy
p_l Secumty These changes will be effective from next WAN connection r
R TIPS s
I:I---l.'&- Manage Config 6 Update
- el 4 & o , LI S SN 3 3 Iy i R e e e

Click Update (6).

When this option is ticked, the WAN connection will only allow traffic using the VPN
connection.

If the eWON is configured to use a modem to go out on the Internet, then the WAN
connection is the GPRS/EDGE connection. This type of access definitely requires
protection.

If the eWON is configured to use its second Ethernet Interface to go out on the
Internet, then the WAN connection is the Ethernet WAN port that uses the company
infrastructure and benefits from the IT protections in place. Hence, this type of access
is less exposed to security issues.

Note: The changes applied on this page will only be effective from the next WAN
connection. So from the next GPRS connection, or after an eWON reboot if you use
the 2" Ethernet port of the e WON for the Internet connection.

Since the eWON firmware version 6.2s0, when the Talk2M wizard is executed, the

WAN Security setting is set automatically to Discard all traffic excepted VPN and
initiated traffic.
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13. Appendix 4 — Unitelway cable

As serial cable, you can use the standard TSX CX 100 cable from Schneider Electric.

Note that the present manual is assuming you are using an RS485 connection.
RS232 cables also exist and can be used, but the dip switches have to be configured

accordingly (see 6.2 Serial link (Unitelway) configuration).

eWON is proposing a compatible cable:
P/N EW40906 - For PLC Schneider Micro, Premium and Twido, Length: 2 meter

Pinout of RS485 cable:

MiniDIN PIN Schneider Signal Name eWON Signal Name eWON SUBDS PIN
1 D(B) A+ DBES pin 3: A+
2 D{A) B- DBSY pin 8: B-
3
4
5
B
7 GND GND DB3 pin 5:GND
8
Connector Shield
,f’_ -__“‘x
/| I I l \
\ ) I | I
“, I [ : /f‘
\_\\l .’//
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Revision Level Date Description
1.0 16/02/12 First issue
1.1 15/12/16 Added “PLC Discovery” to Chapter 6.3

i Microsoft, Internet Explorer, Windows and Windows XP are either registered trademarks or trademarks of
Microsoft Corporation

i Firefox is a registered trademark of the Mozilla Foundation

i PL7 PRO® and Unitelway® are registered trademarks of Schneider Electric.

Document build number: 88

Note concerning the warranty and the rights of ownership:

The information contained in this document is subject to modification without notice. The vendor
and the authors of this manual are not liable for the errors it may contain, nor for their eventual
consequences.

No liability or warranty, explicit or implicit, is made concerning quality, the accuracy and the
correctness of the information contained in this document. In no case the manufacturer's responsibility could
be called for direct, indirect, accidental or other damage occurring from any defect of the product or errors
coming from this document.

The product names are mentioned in this manual for information purposes only. The trade marks
and the product names or marks contained in this document are the property of their respective owners.

This document contains materials protected by the International Copyright Laws. All reproduction
rights are reserved. No part of this handbook can be reproduced, transmitted or copied in any way without
written consent from the manufacturer and/or the authors of this handbook

eWON sa, Member of ACT'L Group.
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