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Access Allen-Bradley PLCs through
an existing Talk2ZM connection

Rockwell
Automation

This short guide explains how to access an Allen-Bradley® PLC Encompass’

Product Partner

remotely through Talk2M and a pre-configured eWON. Applications
include remote servicing of PLC-controlled equipment. Europe
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1. Objective

The objective of this document is to access remotely an Allen-Bradley® PLC
assuming that configuration tasks have been done (*).

Accessing an existing setup remotely implies the following steps :
1. Opening the VPN tunnel

2. Mapping the PLC with your Rockwell Automation® software
3. Accessing your PLC through the Internet

(*) as per AUG-035-0-EN (Remote Access for Allen Bradley PLCs)
http://wiki.ewon.biz/@api/deki/files/893/=AUG-035-0-EN-
(Remote_Access_for_Allen_Bradley PLCs).pdf

2. Hardware and software requirements

2.1 Hardware requirements
In order to follow this guide you'll need:
« PC suitable to connect to the Internet
+ Internet connection

+ Configured remote setup including eWON and Allen Bradley PLC.

2.2 Software requirements

« eCatcher — VPN tunneling utility
http://support.ewon.biz/softwares.htm

« Talk2M - have a valid user account at disposal

+ Rslinx — Communication utility

+ RSLogix500 if you intend to connect to a PLC of the SLC500 Series
+ RSLogix5000 if you intend to connect to a PLC of the Logix Series


http://support.ewon.biz/softwares.htm
http://wiki.ewon.biz/@api/deki/files/893/=AUG-035-0-EN-(Remote_Access_for_Allen_Bradley_PLCs).pdf
http://wiki.ewon.biz/@api/deki/files/893/=AUG-035-0-EN-(Remote_Access_for_Allen_Bradley_PLCs).pdf

Network diagram Chapter 3.

3. Network diagram
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1. From a computer running your PLC programming software you will interact with a PLC in
the field just as if you were using a point-to-point connection

2. Using the local gateway to Internet and the eCatcher software, you will “see” the eWON as
part of your local network

3. You will create your VPN tunnel on the Internet using your Talk2M account

This will allow you to seamlessly pass the remote firewall and safely reach the eWON using
the local LAN

5. The eWON will allow you to access the PLC transparently, indifferently whether it is hooked
using the serial or the Ethernet link

6. You take control over the remote PLC
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Opening the VPN tunnel Chapter 4.

4. Opening the VPN tunnel

1. Make sure you have installed the eCatcher application from
http://support.ewon.biz/softwares.htm.

2. Start your eCatcher application, login using the credentials of the Talk2M account in which
the eWON was created:

®_eCatcher (3.0.2 build 7394)

Login
, ) Use the credentials
assword :
E of the Talk2M
oraot password : :
account in which the
Account : eWON was created
Settings Create o Free+ account
Remember me
[ Connect Automatically
Help
Exit
MDovsoneon | cede: | [ Juke 0@ Talk’M

3. The application shows the eWON available for tunneling (*). At this point you only “see” the
ones available on your account but you do not yet have the VPN connection required to
access the PLC.

(*) Only eWON that are “online” (green icon) are “ready” for tunneling. An eWON with no
icon or with red icon is not online. It can be either a GPRS/EDGE device that first needs to
be waked up or a device that is simply not available for the moment.

4. Make sure your eWON is “online”, select it and click Connect to create the VPN tunnel:

*. eCatcher, (3.0.0 build 7195) E

¥
E Active Connection )
Devices J
=
Users No VPN connected pn .oNNecio ¢
- eWON yet...
Fh ' =
EeWON list a WPM Tunnel : Establishing Ypn Tunnel. ..
Pool =
B8 B O
o { ;
= M o
Account Actiol Mame b tus
]l
- r » S o T Y o T oW v,

...wait a couple of seconds for Talk2M to create the route. As soon as the route is created,
the connected eWON appears in the upper part of the window:
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4. Opening the VPN tunnel

*. eCatcher (3.0.0/build 7195)

Devices

Users

4
LR N

Pool

Accaunt

Active Connection (

oY f

Rockwel 10.6.178.22:81 % eWON + CompactLogix + IP camera +. .. unknown user Dema

B B B

eWON list /
f

 |Rockwel W
Mame » D
Rockwell

5. You are now connected to the eWON through the VPN tunnel.
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PLC software mapping configuration

Chapter 5.

5. PLC software mapping configuration

The objective of this step is to configure the PLC communication driver to use the remote

connection instead of (or in addition to) the local connection.

- Tips -

As of firmware v12, there is a PLC Discovery feature inside the eWON. This allows
the automatic discovery of PLC (linked to the eWON) on the network while you are
connected through Talk2M. No need to set the IP of the PLC in the same range
than the IP of the e WON.

For more information, please refer to AUG-070: PLC Discovery through Talk2M

If firmware version is lower than 12, please follow the procedure hereunder.

1. Start the RSLinx application

2. Select the Communications, Configure Drivers menu options
File Edit  Wigtw Ba]yylyy N yile=(uuy!

%ﬂ DODEJOPC  Security  Windg
3| & 5| o

- [ Canfigure Drivers. .. ]

Configure Shartcuts, ., @
...----—*-----'.-—-*#“'4""-’, .

5 RSLinx Classic OEM

Configure Client Applications. ..

3. Select or add the AB_ETH-1 (Ethernet Devices) driver and click the Configure button
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5. PLC software mapping configuration

2 RSLinx Classic OEM

3| & &8

Configure Drivers

Awailable Driver Types:

Configured Drivers:

j Close

Help

Mame and Description Status
! - " . Fiunning onfigure..
AB_ETH AB Ethemet RUNNING @ e
i T AE Ethemet Eurining Startup...
Configure driver: 48_FTH-1 |1”Z|

iR B

Start
Station Mapping ]
Stop
Station IHn:l Mame dd Mew
= LG =
1 T00120.9 etk
2 10.0.120.235
3 192168.053 ]@
4 192.168.120.72
5 1921688.120172
63
247 19216812071
248 10.8.129.70
243 0812822
250 1012012041
251 1005129
252 1005111
253 10.8.129.85
254 10.0.120.7
6 '@m Cancel

3 o S

4. Add the IP address on which the PLC can be reached in the Station Mapping table. This

will differ depending on the connection used between the PLC and the eWON.

o Serial Link: Enter the LAN IP address of the eWON.
o Ethernet Link: Enter the IP address of the PLC.

5. In RSLinx, Select the Communications, RSWho menu options to check whether your new

PLC is appearing.

v Autobrowse I:I

= whorkstation, WRKD3S_007
+-25 Linx Gateways, Ethernet
+ 25 AB_DF1-1, DH-465

b |
€
{
] _ _ ¥
_.‘,..-- J‘ f _,‘ —--’-_f

6. Your PLC software driver is now mapped to the PLC.
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6. Accessing your PLC through RSLogix

6. Accessing your PLC through RSLogix

1.

Start your RSLogix software and select:
- Who Active Go Online (RSLogix500), or
- Who Active (RSLogix5000)

H° RSLogix 500

File  View

W Tools

Window  Help

0O = System Comms.,.. 5:0{0
who Active Go Online
OFFUNE | Go onine @
Ipload. .. {
Mirisse AR ETHA Rlmd= - 24

In the tree select the IP address
and click on the

- OK button (RSLogix500)

- Go Online button (RSLogix5000)

% RSLogix 5000

OFFLINE

i Who Active

™ Autobrowse

File Edit ‘iews Search Logic EeENpGTeEEEEES Tools WD
= |DF,| | | | | WWho Active 4
Select Recer@h. a0 f‘

No Controller 3
R L A ¥ S ..___/

Drriver: AB_ETH-1

v Autobrowse

G|

=I-@5 AB_ETH-1, Ethernet

Mat Browsing

A | Network

% 10.0.120.55, Unrecognized
® 10.0.120.71, Unrecognized Device
¥ 100,120,958, Unrecognized Device

+] ﬂ 10.0,5.111, CompactLogix Processar,
10.0.5.129, Unrecognized Device
10.120.120.71, Unrecognized Device
10.5.128.22, Unrecognized Device
10.,8.129,70, Unrgcognizedp‘egigg

o 1ogn. . T gy 1 s

+

R

Path:

= &5 AE_ETH-1, Ethernet

10.0.120.55, Unrecognized Device
10.0.120.71, Unrecognized Device
10.0.120.98, Unrecognized Device
10.0.5.111, CompactLogix Processor, 1769-LISCRIA LOGINSIISCR
10.0.5.129, Unrecognized Device
10.120.120.71, Unrecognized Device
10.6.128.22, Unrecognized Device
10.6.129.70, Unrecognized Device
10.6.129.85, Unrecognized Device
192.168.0.53, Unrecognized Device
%2‘168.120.172, 1756-ENBT/A, 1756-ENBT/A j@
=B Backplane, 1756-A10[%

1A LOGIXSSSS,

TS dededefmmeadadad

0Z, 1756-CNET/A
05, 1756 module, SST-PFB-CLX
0 192,168.120.71, Unrecognized Device

192.166.120.72, 1756-L55/A LOGIXS555, 1756-L55/A 1756-M14/A LOGIXS555

+ &5 AB_ETHIP-1, Ethernet

AB_ETH-14192 168.120.172\Backplane\0

~ 3 ) Go Online
Upload @
st [

Update Firmware. )
Close F

Help

Moty e

'\vu"v\

L et AP g e etV ..._\j‘.f_"h. ‘--‘-.A‘-"“"-.f

Allow enough time for the connection to actually take place, especially when using a
modem connection since the throughput may be relatively slow.

As soon as the connection is working, it appears in the status bar of RSLogix.
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6. Accessing your PLC through RSLogix

RSLogix 500 - MONTESTAMOIRSS
Edt View Search Comms Tools Window Help

DS & & BE |5 s MAswryEQaan |
lREHOTE FHOEi& No Forces : E 4 T 3E 36 <> 4> 4> ABL AeS B /
[No Edits [¢] [Forces Disabled [ o, — I /
ver : 4 ser imer, mpmm Compare
e s
3
8| | | < [ewon =] Klge|B| | W] i
Rem Run gy Path: | 4B_ETH-14152.168.1201724Backplansh0* ~ %
A H e e 4|—|%|-(}-|-(U)-|-(L)-| 1:
T A e B e »A\IM e T T

You can now work in remote programming mode.

Once you finished your work with RSLogix:
- Go Offline and close RSLogix.

- Close the Talk2M connection (VPN tunnel) by clicking Disconnect in eCatcher.

; - ST e o i Femm e L :
- S S e e ARSI = e, R A e s

=25

eWON list f
F
i
4

Pool
| BEBEE--E
(Y

Accaunt

Note: If the eWON is connected to the Internet using a GPRS/Edge modem, you may want
to disconnect it to save connection costs. To close the line, you have to use the Go offline
button which is displayed on the context menu when you right-click the eWON in the eWON

list.
@ Plank ¥ Offline PLEC ak plant x
.=-'u'u'| CM abt Company =Y
E Diekail
| 0‘ Logs

==l Histary
(@ o offine
Cunnm

- | o [ X L .

» = # RO S TReey o

7. End of Accessing your PLC through RSLogix
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Revision history

Revision Level Date Description
1.0 30/06/11 First issue
1.1 20/07/11 Add login eCatcher
1.2 15/12/16 Added “PLC Discovery” to Chapter 5

Document build number: 301

Note concerning the warranty and the rights of ownership:

The information contained in this document is subject to modification without notice. The vendor
and the authors of this manual are not liable for the errors it may contain, nor for their eventual
consequences.

No liability or warranty, explicit or implicit, is made concerning quality, the accuracy and the
correctness of the information contained in this document. In no case the manufacturer's responsibility could
be called for direct, indirect, accidental or other damage occurring from any defect of the product or errors
coming from this document.

The product names are mentioned in this manual for information purposes only. The trade marks
and the product names or marks contained in this document are the property of their respective owners.

This document contains materials protected by the International Copyright Laws. All reproduction
rights are reserved. No part of this handbook can be reproduced, transmitted or copied in any way without
written consent from the manufacturer and/or the authors of this handbook

eWON sa, Member of ACT'L Group.
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