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This short guide explains how to access an Schneider Electric PLC
remotely through Talk2M and a pre-configured eWON. Applications
include remote servicing of PLC-controlled equipment.
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1. Hardware and software requirements

1.1 Hardware requirements

In order to follow this guide you'll need:
1 eWON with VPN capabilities (for example eWON 2101CD with integrated modem or a

2005CD with second Ethernet interface)
1 Schneider Electric PLC Modicon Micro or Premium Series or equivalent featuring

Unitelway and/or Ethernet interface
« PC suitable to set the eWON and the PLC parameters

*

*

1.2 Software requirements

1.2.1 eWON related software

+ eCatcher — VPN tunneling utility

http://support.ewon.biz/softwares.htm
Note: this utility will be used to create the Talk2M account and to connect to your

eWON remotely.
«+ Talk2M - have a valid user account at disposal

1.2.2 Schneider Electric related software

PL7 PRO® i software including the XIP Driver and/or XWAY Drivers Manager. The
version of the PL7 PRO® software must allow the use of the TCP/IP interface (version

4.1 or higher).


http://support.ewon.biz/softwares.htm

Network diagram Chapter 2.

2. Network diagram
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1. From a computer running your PLC programming software you will interact with a PLC in
the field just as if you were using a point-to-point connection

2. Using the local gateway to Internet and the eCatcher software, you will “see” the eWON as
part of your local network

3. You will create your VPN tunnel on the Internet using your Talk2M account

. This will allow you to seamlessly pass the remote firewall and safely reach the eWON using
the local LAN

5. The eWON will allow you to access the PLC transparently, indifferently whether it is hooked
using the serial or the Ethernet link

6. You take control over the remote PLC
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Opening the VPN tunnel Chapter 3.

3. Opening the VPN tunnel

1. Make sure you have installed the eCatcher application from
http://support.ewon.biz/softwares.htm.

2. Start your eCatcher application, login using the credentials of the Talk2M account in which
the eWON was created:

#_eCatcher (3.0.2 build 7394)

Login
Username : bt B
, ) Use the credentials
assword:  [essssss
E of the Talk2M
oraot password : :
account in which the
Account : ewon_sales eWON was created
Settings Create o Free+ account
Remember me
[ Connect Automatically
Help
Exit
MDovsoneon | cede: | [ Juke 0@ Tal?M

3. The application shows the eWON available for tunneling (*). At this point you only “see” the
ones available on your account but you do not yet have the VPN connection required to
access the PLC.

(*) Only eWON that are “online” (green icon) are “ready” for tunneling. An eWON with no
icon or with red icon is not online. It can be either a GPRS/EDGE device that first needs to
be waked up or a device that is simply not available for the moment.

4. Make sure your eWON is “online”, select it and click Connect to create the VPN tunnel:

¥ oCatcher (3.0.0 build 7195)

E Active Connection

A

]

Devices E J
=

#
eWON list J
Account E q@”nea )
| = (ki ] ‘

Users

=] =] -

Setkings

ol e NI e VT ST oW _J\_,‘_,__H PN S Tt b /
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3. Opening the VPN tunnel

5. ...wait a couple of seconds for Talk2M to create the route. As soon as the route is created,
the connected eWON appears in the upper part of the window:

® oCatcher (3.0.0 build 7195)

E Active Connection ,
Devices s ,
eWON For Stchneider 10.8.131.196:81 Device for technical writing pietre k

Users

eWON list

Account E sDisconnect

I ||

Action &

Settings X

e .,r‘-..___’,_.. - "v\._ B T "'“'"'"\_\__,'\1‘-._\___‘_f"'" -«—\.__I. o

6. You are now connected to the eWON through the VPN tunnel.
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PLC software mapping configuration Chapter 4.

4. PLC software mapping configuration

4.1 Understanding XIP

The next step in the configuration is to set up the PL7 PRO software to use XIP.

XIP is one of the Ethernet protocols used by Schneider. The eWON provides XIP to
Unitelway Gateway.

The routing flow can be described as follows:

both in serial and in Ethernet mode:

e the PL7 PRO software is configured to address the PLC as if it is connected by
Ethernet, even when it is connected in serial link, and sends a request through the XIP
driver installed on the PC

e the PLC replies to the eWON request in the corresponding format (XIP or Unitelway
depending on the local interface) which forwards the answer to the address of the XIP
driver on the PC.

in serial link only:

e the eWON picks the packet from this address and converts it in Unitelway before
forwarding it

e from the PC-side (XIP driver), the eWON is seen as an XWAY master. From the PLC-
side, the eWON is seen as an Unitelway client.

4.2 XIP Driver Configuration for serial connection

1. Ifitis still connected, temporarily disconnect the VPN link with the eWON. If you discard
doing so, you might face routing issues with the XWAY Drivers Manager.

2. Start XWAY Drivers Manager

XWAY Drivers management Properties @

SOWAY Manager | UNITELWAY Driver | XIP Dirver | sowiay Test |

P
HWaY TCPAP Drver V1.6 1ET1 1 o
Copyiight ® 1937:2001 Schneider Automation 5.4 |
Driver 1 state: Not operationnal  Driver 5 state: Mot apesationnal
Diriver 2 state: Mok operationnal  Dimver 6 state: Mot operationnal

Drives 3 stale: Not operationnal  Drrver 7 state: Mol operatiorinal
Driver 4 state: Not operationnal - Dirver 8 staker Mot aperationnal

Driver 9 state: Mol apetstionnal
Configurati
3. Select the XIP Driver tab from the Drivers : a Lz)

Management Properties window and click on
Configuration
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4. PLC software mapping configuration

4.

8.

In our example, the defined Profile is
XPO01 and the Local Host 13.2 is the
XWAY address is the address the PC
(XIP driver). This XWAY address is not
that important, it just needs to be in the
same range as the as the XWAY
address of the eWWON.

In New remote host set the XWAY
address as defined in the 10 Server of
the eWON and the eWON LAN IP
address (1).

Click on Add (2) and then on Save (3).

Then click on Start from the XIP menu

Select ICMP Ping in the Test menu:

Then click on Ping, you should get the
following screen confirming that the
eWON is physically responding.

The XIP protocol connection is tested by
sending a mirror request to the PLC. To

Access Schneider Electric PLCs through an e Local address

' Schneider Automation CNEXIP.

Configuration  Xip Test Help

Prafile Local host
] - Bind... RWAT address: | 13 2

New remate host
Station: [@WON I~ DNS

KoY addiess: | 13 . 14

EVHOR LA

IP addess: | 192 . 168 a 53 e

Enable automatic detection [v

Aemate hasts configured

613.814 192.168.606.853 =

Delete all

Save T @

Ready @

"‘1 Schneider, Automation CNEXIP
Configuration B0 Test Help

Profile Local host

0
P01 . nd.. WY address: | 13 2

New remate host
Station: | @HON [~ DNs

WWAY addess: | 13 . 14

IP addiess: | 192 . 168 . @ 53

PP Sl s o WY e s S DI

"% Schneider, Automation CNFXIP

Configuration oT»:—st Help

Profile Local host

ST mxwaddless 13 . 2

New remote host

B Ry R e P S W P

ICMP PING X

Station

EYE ~

Feply
Ping: 192.168.0.53 Round Trip 93ms TTL: 25!
Ping: 192.168.0.53 Round Trip 103ms TTL: 255

SCHNEIDER Drivers management Properties

DRIVERS Manager | UNITELWAY Diiver | XIP Driver | MODBUS @XWAY Test |

Dirivver Fequest
Hame ’h‘ Bl Fieguest:
Drivel! UNITELWAY Type: MIHHDH [(Boctets)

Hamole addless 1314 l“ =2l UUU %3!
|

State: Disconnected

ge 8/13

Connect | Abaut ‘
1 @ 2




4. PLC software mapping configuration

do this, close the ICMP Ping window and the CNFXIP window to return to the XWAY
Drivers Management window.

Select the XWAY Test Tab (1), select XIP01 in the driver name drop down box:
set the Remote Address the eWON XWAY address (2) — 13.14 in our example

Click on Connect (3)
Click on Start (4)

SCHNEIDER Drivers management Properties

9. You should see the Request counter
increasing quickly

DRIVERS Manager | UNITELWY Driver | IP Driver | MODEUS Test WA Test |

Driver Request
Click on Stop. e | Request: 113
Driver instance : ﬂ Tipe :1 J
. . Remote address:[T712 | | Tim=autlms) [oFE
10. End of serial PLC software mapping oot [ || S Comectt [P

configuration

Digconnect Stop T More info, | Lbout |

&

4.3 XIP Driver Configuration for Ethernet connection

1. Ifitis still connected, temporarily disconnect the VPN link with the eWON. If you discard
doing so, you might face routing issues with the Xway Drivers Manager.

2. Start XWAY Drivers Manager

XWAY Drivers management Properties m

SOWAY Manager | UNITELWSY Diver | #IP Diver | stwiay Test |
—

SOWAY TCP/IP Diiver V1.6 1ET1 ugzl

|

Copyiight © 1997-2001 Schneider Automation 5.4

Driver 1 #tate; Not operationnal  Dinver 5 state: Mot apesationnal
Diiver 2 state: Mok operationnal  Diver 6 stater Mot operationnal
Drives 3 state: Not operationnal  Drver 7 state: Mol operatiorinal
Diriver 4 state: Nokt operationnal  Dimver 8 stater Mot aperationnal

Driver 9 state: Mol operationnal
Configusati
3. Select the XIP Driver tab from the Drivers ' ﬁ%

Management Properties window and click on
Configuration

""1 Schneider Automation CNEXIP

4. In our example, the defined Profile is Configretion p_Test_Heb
XP01 and the Local Host 13.2 is the o] Lo ||| shretsen: [ 3
XWAY address of the PC (XIP driver). _—
This XWAY address is not that Se |l mms ([
important, it just needs to be in the same P edders: | 19 - 11
range as the X\WAY address of the rot IRLTUERIE
CWON. nable tomatic detecion

Remate hosts configured
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4. PLC software mapping configuration

5. In New remote host set the XWAY address and the IP address (1) of the PLC.

Click on Add (2) and then on Save (3).

6. End of Ethernet PLC software mapping configuration

Access Schneider Electric PLCs through an existing Talk2M connection (How to) Page 10/13




Accessing your PLC through PL7 PRO Chapter 5.

5. Accessing your PLC through PL7 PRO

- Tips -

As of firmware v12, there is a PLC Discovery feature inside the eWON. This allows
the automatic discovery of PLC (linked to the eWON) on the network while you are

connected through Talk2M. No need to set the IP of the PLC in the same range
than the IP of the e WON.

For more information, please refer to AUG-070: PLC Discovery through Talk2M

Your PLC and the eWON are physically connected either by Unitelway or by Ethernet
connection. The steps below are the same for both connection type.

1.

4 PL7 PRO : micro_1

Fle Edt Utiities View T(1 JJZIS Debug Options Window ?

Establish the VPN
connection with the

‘<,
1 Connect Chrl+K '
=M %M -
eWON Once the Transfer Program...  Ctrl+T | | | | | | |
Talk2M VPN tunnel Trnster Dt
. - ompare. ..
towards the eWON is o

. . Memory Lsage. .,
a Configuration

established by
eCatcher, start PL7

SR [ Software Config
=] a Frogram

PRO® +[T] MAST Task
D Ewents
. ][] Wariables
Open yOU r pl'O]eCt and [Z) Animation Tables Define PLC Address...

select Define PLC
Address... (2) from the
PLC (1) entry in the
menu :

+] (7] Documentation File
[ Puntime Screens

Configure the sub-window for XIP, set the Remote Address depending on the type of
connection you are using:

Define the address of the PLC fg| Define the address of the PLC x)

Adressze de l'automate l Dptiom] Adresze de [automate l Dptions]

Dirivver Diriver

[P | [MPO1

UNTLwT & ( 1 )
[z1asvs | ( 2) | RERSE]

)

QK Cancel | Help ol% | __.LEanceI | e
o ) § 3L

For a serial connection: For an Ethernet connection:

Select the driver profile corresponding = Select the driver profile corresponding to
to the one defined in XIP configuration  the one defined in XIP configuration (1)
(1) in our example XP01 in our example XP01
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https://ewon.biz/sites/default/files/aug-070-0-en-plc_discovery_through_talk2m.pdf

5. Accessing your PLC through PL7 PRO

set the XWAY address of the eWON set the XWAY address of the PLC
(2) see § 4.2 XIP Driver Configuration for ~ (2) see § 4.3 XIP Driver Configuration
serial connection for Ethernet connection

Click on OK (3)

4. Click on the icon from the
toolbar or on|[ | 1nect from the FALPLY PRO : imicro_t : S :
. File Edit Utilities Wiew Tools NEEs8 Debug Options  Window 7 4
PLC entry of uie main menu &= . =(3(m 7

— Transfer Progr L Cel+T
=i Application Browser Transfer Data...

= QR
-+ [_] ConAguration
(=3 Pragram
[ MAST Task
[ Fuents EBackup...
-] wariables

[Z] Animation Tables
- [_]) Documentation File
[Z] Funtime Screens Define PLC Address...

Compare, ..
Memaory Usage...

Command To aPLC, ..

| et g in

5. If the communication is
oK, you should see HMere Jstor W413.145575
ONLINE in status bar
and a progress bar if
you download/upload your project file.

Your setup is now connected and ready to work in remote programming mode.
Once you finished your work with PL7 PRO®...

...terminate the PL7 PRO® connection through PLC > Disconnect and close the
application.

9. ..terminate the Talk2M connection of the eWON.
10. End of PLC remote access.
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Revision history

Revision Level Date Description
1.0 16/02/12 First issue
1.1 15/12/16  Added “PLC Discovery” to Chapter 5

i PL7 PRO® and Unitelway® are registered trademarks of Schneider Electric.

Document build number: 18

Note concerning the warranty and the rights of ownership:

The information contained in this document is subject to modification without notice. The vendor
and the authors of this manual are not liable for the errors it may contain, nor for their eventual
consequences.

No liability or warranty, explicit or implicit, is made concerning quality, the accuracy and the
correctness of the information contained in this document. In no case the manufacturer's responsibility could
be called for direct, indirect, accidental or other damage occurring from any defect of the product or errors
coming from this document.

The product names are mentioned in this manual for information purposes only. The trade marks
and the product names or marks contained in this document are the property of their respective owners.

This document contains materials protected by the International Copyright Laws. All reproduction
rights are reserved. No part of this handbook can be reproduced, transmitted or copied in any way without
written consent from the manufacturer and/or the authors of this handbook

eWON sa, Member of ACT'L Group.
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