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MACHINES CAN TALK

Remote Access for Mitsubishi FX-
and Q-Series PLCs

This guide explains in a few steps how to configure your e WON, your "‘ nEnESCUr?:;I%HI

Talk2M account and your PLC software to access your Mitsubishi FX- AUTOMATION SYSTEMS
and Q-Series PLCs for remote diagnosis and programming.
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Hard- and software requirements Chapter 1.

1. Hard- and software requirements

1.1 Hardware requirements

In order to follow this guide you'll need:

m 1 eWON with VPN capabilities (for example eWON 2101CD with integrated
modem or a 2005CD with second Ethernet interface)

m 1 Mitsubishi PLC (FXx or Q Series)

m PC suitable to configure the eWON and the PLC

m Serial cable as er appendix 4 (for serial link only)

1.2 Software requirements

1.2.1 eWON related software

+ Web browser — Internet Exploreri or Firefoxii
to configure the embedded eWON parameters.

+ eBuddy — eWON detection and firmware maintenance utility
http://support.ewon.biz/softwares.htm

« eCatcher — VPN tunneling utility
http://support.ewon.biz/softwares.htm
Note: this utility will be used to create the Talk2M account and to connect to your
eWON remotely.

+ eVCOM - Virtual com port driver (for serial link only)
http://support.ewon.biz/softwares.htm

1.2.2 Mitsubishi MelSoft software

One of the following Mitsubishi Electric MelSoft software is required:

+ GXIEC Developer — most powerful version supporting the entire PLC range

+ GXIEC Developer FX - cut-down version of GX IEC Developer, supporting the
FX-Series only.

+ GX Developer — basic version supporting the entire PLC range

+ GXdevelop FX - cut-down version of GX Developer, supporting the FX-Series
only.

1.3 eWON Firmware Version

Successfully following these guidelines requires an eWON firmware version 6.1 s2 or
higher. The eBuddy application allows you to upgrade your eWON firmware if
required.
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Objective Chapter 2.

2. Objective

The objective of this document is to guide you through the steps required to enable
remote access of your Mitsubishi PLCs.

The remote access setup is composed of 4 different parts:

¢ Communicating with your eWON through the Internet

+ Connecting your eWON with your Mitsubishi PLC

+ Configuring your Mitsubishi software to correctly communicate through the eWON.

+ Accessing your PLC through the Internet
To configure the eWON, all you need is a Web Browser and to open the internal
Web page of the eWON. (http://10.0.0.53 is the default IP factory setting)
If you are connecting to an eWON for the first time, you should read the "Quick
Start Guide for eWWON" shipped with your eWON. This document explains step
by step how to change the IP address of the eWON LAN port in order to be able
to connect to it.
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3. Typical configuration setup

Configuring remote access is simple. However, you will need to pay attention to the
different IP ranges involved. The diagram below summarizes the different network
ranges in use (IP numbers are examples).

When it is hooked on the Company LAN (or to the Site LAN) the configuration PC
needs to be configured in DHCP-enabled mode for you to be able to go through the
steps involving the general Ethernet/Internet infrastructure.

When it is hooked to the LAN-port of the eWON and the configuration PC needs to be
configured with a fixed IP address - in the eWON LAN range - for you to be able to go
through the steps involving the eWON (and the Ethernet connected PLCs).

Note 1: Because iterations between IP ranges are necessary during the configuration
process, you could consider using 2 different configuration PCs. It is no problem if you
use only one single PC, the present guide mentions each change in IP configuration
that will be required.

Company LAN Internet Site LAN eWON LAN
e > reais. |
DHCP-enabled ! N o
i : E] 2
1 ] £
DHCP-enabled PLCs (Eth - Serial) |
Company netwaork range Site network range eVWOMN network range
10 0% 10,10, 192.168.0.x
255.255.0.0 255255.0.0 255255 255 0

Note 2: As the picture above shows, under normal circumstances the PC you will use
to remotely access your eWON and PLCs will be on a different network than the site
network. However, during configuration and testing, connecting PC to the site LAN is
fine. As long as the site LAN address range is different than the eWON LAN address
range you will not have routing issues.
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Prerequisite: Determining suitable IP addresses Chapter 4.

4. Prerequisite: Determining suitable IP addresses

To avoid routing problems later, it is better to start to configure the eWON and the
PLC with LAN IP addresses that will be suitable.

The type of physical carrier (GPRS or WAN/LAN) your eWON will use to connect to
the Internet will have an impact on your IP address selection.

Before starting the actual configuration, please read the general principles below.

4.1 Internet connection using the WAN Interface

If you plan to connect to the Internet using the WAN interface, the eWON will require a
LAN IP address at the PLC side and a WAN IP address at the network side.

Example of IP ranges involved in a WAN/LAN configuration:

eWON LAN m—
192.168.0.x | )

Company LAN Site LAN Eo] »
10.0.0.x 10.10.0.x v £
il g

Important Note: The company network address ranges (Company LAN and Site LAN
in the example above) are specified and managed by the respective network
administrators. These ranges simply cannot be changed. So before configuring your
eWON LAN IP address and your PLC IP addresses, please ask for:

1. The specified company LAN network range to be used by the PC that will
initiate the remote connection (Company LAN).
In our example this range is 10.0.0.#

2. The specified company LAN network (Site LAN) range (and gateway) which
the eWON WAN port will use to get Internet connection.
In our example this range is 10.10.0.#

Knowing the ranges in use at the Company and Site side, you will be able to select a
range outside these networks for the eWON LAN-port and the PLC.

In the above example, we could select addresses in the 192.168.0.# IP range for the
eWON LAN and PLC since it does not overlap neither with the Company LAN range
nor with the Site LAN range.
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4. Prerequisite: Determining suitable IP addresses

4.2 Internet connection by modem (GSM, PSTN, ADSL)

If you plan to connect to the Internet through a modem, you only need to select an IP

address for the eWON LAN side. The IP address of the eWON LAN interface must be
compatible with the IP address of the PLC, but be outside the network address space
to which your PC is connected (Company LAN). If there is as an overlap between the
IP range of your PC and the IP-range of the eWON and the PLC LAN, the setup will

not route correctly.

Example of IP ranges involved in a GPRS/Edge modem configuration:

s o eWON LAN
i 192.168.0.x [,

Company LAN
10.0.0.x

o
. o
]

4.3 For proper routing, remember

The eWON LAN IP address must be part of the same IP range as the PLC LAN.

2. The eWON WAN and LAN IP addresses must be in different IP ranges. The WAN
port of the eWON is generally DHCP-enabled, which is a good way to make sure
that it will be compatible with the company network.

3. The remote PLC network (eWON LAN) must be in a different IP range than the

company network on which your PC is connected (Company LAN).

-_—

Company LAN eWON LAN
R e
Talk2M et R
1 . L] D—_ :
) s |OD)
E e NTERNET R—
."l_:__
Network 2 EE] P
Network 1 ‘E:I %
=

Network 3 = eWON LAN = PLC LAN (all in same range).
Network 3 # Network 2
Network 3 # Network 1
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Reaching your eWON through the Internet Chapter 5.

5. Reaching your eWON through the Internet

5.1 Step 1: Setting IP address of eWON LAN

Once you have selected your IP addresses, you can start configuring your eWON.
In our example, we will change the default factory address 10.0.0.53 to 192.168.0.53.

To configure your eWON LAN IP:

1. This connection will usually be made through the Company network. It can also
be made with a point-to-point link. At this stage there is no constraint on the IP
range of your PC. For this step, eBuddy can access the eWON even if your PC
and the eWON have different network address ranges. eBuddy — eWON
detection and firmware maintenance utility

http://support.ewon.biz/softwares.htm

sl
!-'l Company

LAN

‘i

Point-to-point connection
(if eWWON model has only 1 LAN port use crossed cable).

2. Start the eBuddy utility on your PC
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5. Reaching your e WON through the Internet

3. Inthe home page, select Set IP Address

8l eBuddy - eWON Maintenance Utility

File “iew Tools Help

eBoddy

Set IP Address

The eWON companion

Iz thiz link to set or modify the IP address of an eWON.
Update Firmware

link to update the firmware of an eWON.

(Mak e eBuddy was updated with the latest firmware)

Backup/Restore Application

Click this link to backup or restore your eWON application.

[=] eBuddy - eWON Maintenance Utiliky
File Wiew Tools Help

eBoddy

Set IP Address

The eWON companion

o IP Address Wizard x|
Click this link to set of

Welcome to the IP Address Wizard F 7
Update Firmware which eWON would you like to configure? L7 e

Serial Mumber! Erowse.

User Login

Update eBuddy Uersimetines il

Password:
Download the latest
operations.

< Back I Mext = I Cancel | A
eI
g = 2 W

NN Tl e

eBuddy finds your eWON. Select it by double-clicking on it and the IP Address
window opens.

5. Enter new LAN IP address and Subnet Mask. Click Next

[s]eBuddy - eWON Maintenance Utility . ';
File “iew Tools Help 3

. ’
1P Address Wizard ilj

@ Refresh ﬂ Wizard Mode

SerialNum... =~ | Device Type IP Address

0830-001=2-59 eiWON 2005CD Here you can specify the new IP settings L7 @Ho“

$

)

Serial Number:  0830-0012-59

IP Address: 192 165 . 0 . 53 w
Subnet Mask: | 255 . 255 . 255 . O v

A=A e

< Back Mext > Cancel F}

PN

_\,f" B e 4 ooy e e ““‘“ﬁ_ﬂ_\ — = £ -
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5. Reaching your eWON through the Internet

6. Wait until address update and device reboot are completed. Click Finish.

[SleBuddy - eWON Maintenance Utility _ i
File Wiew Tools Help _b
@ Refresh "a Wizard Mode || g
= IP Address Wizard x||¢
Sarial Mum... = | Device Type . = =P
0830-0012-59 SO 2005CD anal device ewon %
L
Q'_‘) Update request sent successfully.
£ eWON updated successfully. -
;
< Back (g

In our example the eWON was set to LAN IP address 192.168.0.53.
As shown below, this address fits into the PLC-range and does not interfere with
the Company LAN.

eWON LAN |P

H PLCAH
192.168.0.53 IP 192.168.0.61
- Mask 255.255.255.0

H PLC2
IP 192.168.0.62

Mask 255.255.255.0

Company Site ] eWON LAN range
LAN range 10.03.x LAN range 10.10.x.
Mask 255.255.0.0 Mask 255.255.0.0 Mask 255.255.255.0

2
H
=2
x t 192.168.0.x

7. End of step 1
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5. Reaching your eWON through the Internet

5.2 Step 2: Configure eWON for Internet connection

To configure your eWON's Internet connection :

1. Configure the network parameters of your configuration PC to encompass the IP
range of the eWON LAN. To do this, go to START, Settings, Network
Connections. Open the currently used connection, select the TCP/IP parameter
row and select a fixed IP address within the range of the eWON LAN. Click OK to
close the wizard.

2. Connect the PC to one of the LAN ports of the eWON.

3. Open your Internet browser and access the eWON internal Web page by typing
the LAN address you just configured (in our example http://192.168.0.53)

4. To open the eWON wizard page, click on Configuration in the toolbar and then
on the wizard @ icon. The following page will be displayed:

T Setup 10 Ser

Wihat da you want to configure?

0 | Configure INTERNET Connection
_ w Usze this wizard to configure how the WOl will connect to the Internet.
.Q Test INTERNET Connection
- A Usge this wizard to test the 8O internet connection.
Configure Talk2M connectivity
Tulk2M Use this option to configure this evON to conngct to talk2M com

The eWiON must first be defined in Talk2h.
Configure “Endian For eWWON" connectivity
| Use this option to configure this e¥ON to connect to your EndiandeliON
J PN server
The eviON must first be defined in your VPN server
= == | Configure mdex connectivity
- | Use this option to configure this WWON to connect to mde:x.

5. Click on the icon next to Configure INTERNET Connection to launch the wizard.
Following window will be displayed (options in drop down are depending on
hardware configuration) :

Internet connection

Ethemet WAN connection =
Mo Intemet access Lvill use for Internet access

[Modem Connection
Ethemet WAN connection
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5. Reaching your eWON through the Internet

6. According to your eWON type (with a modem or a second Ethernet interface), you
will have the possibility to choose between different connections:

e Modem Connection
e FEthernet WAN* connection
e ADSL

*WAN refers to wide area network , which is network that covers a broad
external area using the Internet infrastructure, as opposed to LAN referring to
local area network that is restricted to internal networks.

From the next step onwards, we will address the most current access which is
Ethernet WAN connection (for modem connection refer to § 10 Appendix 1 —
Specifics for Modem connections).

7. Make sure the WAN port of the eWON is physically connected with the company
network. Traffic LED do not lit yet as the connection is not yet defined.

8. Select Ethernet WAN connection. The usual configuration for Ethernet is DHCP
enabled (device obtains IP address and Internet access automatically from host).
Use a fixed IP address, Gateway and DNS only if this is clearly required by the
network admin.

IP Address:

Ethernet WaN i
Address Sem|[ DHCP 'I

Subnet Mask:

Default
Gatevway:

Mot far
reference
allecated

automatically

DNS ¥ wia DHCP

Primary DNS: 10.0.0.13
Secondary 0.0.0.0

DS
HTTP Proxy

™ Connect to Talk2M through Proxy
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5. Reaching your eWON through the Internet

9. Click Next and go to step 10 Internet Connection Test.

10. The last step of the Internet configuration consist in a communication test. This
test should end up successfully as shown in the snapshot below:

N wizard finternet

Current operation

. Finished

Resuls
« Internet connection

« Cnline IP Check

Disgnosiz

d

SUCCESS: Internst connection tested

The Internet Connection means that the eWON is correctly configured for an
Internet connection. If this test is not successful, then go back to the previous

configuration steps and recheck all settings for compatibility and accuracy.

The Online IP Check means that the eWON was actually able to reach an IP
address on Internet. It might not be so critical if this particular test fails. Go
ahead with the procedure without being too much concerned.

You normally do not need to read it to complete the present procedure, but we
mention for reference the detailed document describing the use of the wizard:
AUG-019-0-EN-(eWON Configuration for Internet Access Using the Wizard).

http://support.ewon.biz/docs/Talk2M_Free.htm

11. End of step 2.
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5. Reaching your eWON through the Internet

5.3 Step 3: Creating the eWON in your Talk2M account

To connect to your eWON remotely, we will use eCatcher and Talk2M.

1. You can skip the present point if you already created a Talk2M account. If you
haven't created your Talk2M account yet, install eCatcher and create your Talk2M
account as per § 3 of the guide "Talk2M — Getting started on Service Free+"

available at http://support.ewon.biz/docs/Talk2M_Free.htm. You can download
eCatcher from this link as well.

2. Connect your configuration PC to the company LAN and configure its network
parameters to DHCP enabled (acquiring an IP address automatically).

3. On the menu on the left side of the eCatcher interface click on the "+" (New
eWON) icon in the eWON list section. The following window appears:

W _cCatcher (3.0.0 build 7195) =Y
G Active Connection
Devices s
E oA Description ¢
pr
Users f
eWON list /
mwﬂ@ﬂ%ﬁl ;
| = | | = ¢
Jescription  [User(s) conneckd  Custom Fie Custam Field 2 Custam Field 3 /
Settings R N .y
S S N NP WP L SN il s 8T e

4. Enter the eWON name you want to use on the Talk2M server to identify the
remote connection to your eWON.

5. The eWON Serial Number can be left empty. It will be encoded automatically
during the Talk2M connection configuration of the e WON.

# New eWON x|
Tul k M MNow machines can talk
eWON Name : | My Ewon
&WON Description : | This is a descripticn
n EWON Serial Mumber : | 0830-0012-59
Connection Type : II.ANMDSL LI
Cancel | Mexk |
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5. Reaching your eWON through the Internet

6. Select the Connection Type to specify how your eWON will be connected to the
Talk2M server using:

+ a LAN/ADSL connection
+ a GPRS/EDGE connection or
« an Internet connection over a PSTN connection (analog modem).

If you specify a GPRS/Edge connection, then you will be asked to specify the
phone number. This will allow Talk2M to wake up your eWON remotely
using a Wake-Up SMS as described in § 10 Appendix 1 — Specifics for
Modem connections.

Click on Next.

Note: In older versions, you were asked to specify the Remote Network to reach
behind the eWON like shown below. Since firmware version 6.2s0, when
launching the eWON Talk2M wizard to enter the Talk2M-key, the wizard transfers
the eWON LAN IP address to Talk2M automatically. In this case, this step is

skipped.
ol x|

TCI"( M Mote: this step iz skipped in newer Talk2M versions....

MNow machines can talk

Remote Network

n eWON LAN IP |192.168.D.53

Metwork. Mask : J55.255.0.0

... inthis case, the Remote Metwork configuration is acquired automatically.

Previous | Mext |
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5. Reaching your eWON through the Internet

7. Click on Next.

#_New eWON d
i Tu I k M Mow machines can talk
!
1 Custom Field 1 IGroup of locations|

n Custom Field 2 ILocation
Custom Fisld 3 Jurit
-~
Previous | Finish |

Here you can enter additional information concerning your remote connection. The
Custom Fields can be used to classify or filter your different remote connections.
This will allow you to find easily the eWON you need to connect to.

Click on Finish to add the eWON to the eWON list of your Talk2M account.

The new eWON account will now be displayed in the eWON List section on the
lower part of the window.

W eCatcher (3.0.0 build 7195) =10l x|

Active Connection

Devices E

Mame A Descriptio | User(s) connected

Users
e 5
E‘.\ eWON list
e | OEBEEG
| = = | || ]| || | ™|
Action 4 | Mame ¥ Status )escription | U nex | Custom Field 3
Settings My Ewon Offline This is a descr... Group of locat... Location Unik

Help
il
—

—-—

Ta I k M Manage your Talk2ZM account and datas on -
A \ -

M 4 II('.I | |< 2M (visit hitps://my.talk2m.com)

€

Exit

M my tallkom.com  Credit : 156 | Idle [pierre] 60 Talk m

9. End of step 3.
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5. Reaching your eWON through the Internet

5.4 Step 4: Getting the Talk2M activation key for the eWON
Up to now we only added the eWON on our Talk2M account, but we did not yet

configure the eWON to connect to the Talk2M server.

To enable the eWON connecting to the Talk2M server, an activation key is needed.
This key will allow the eWON to get back the VPN keys and certificates needed for the
VPN connection. This step still uses the DHCP-enabled configuration of the previous

step.

To get the activation key, proceed as follows:

eWON list

¥ cCatcher (3.0.0 build 7195) ="y
E Active Connection . ’
Devices E f
E oA Description User(s) connected
Users

: \ ..,4.\- s

A
e || || || ||

Account ﬁ E
| il

Action & Narne

\aaBbtnTs 1My Ewon This i Fuo
\\ . - o

Description  |User(s) connectq  Custom Field 1

|| =l

Custom Field 2

Custom Field 3

cat... |Location

1. Select the eWON in the eWON list and click on the Detail button.

The eWON Detail window opens.

¥ oCatcher (3.0.0 build 7195) f-
E eWON Detail >
= #
e | B EHREEGE "
E [EWor Seup] ,
eWON Name : My Evean
T eWON Description This is a description ’
eWON Serial Number : 0530-0012-59 "-3
Connection Type : LAMADSL M
Account
Custom Field 1 Group of locations
Custom Field 2 Location Ty
Settings Custom Field 3 Unik: )
(
Remote Connection
eWON's LAN IP: 192,165.0.53
| Network Mask: . 255.255.255.0 N f
R o R l A B W A T A ﬂ_l _ "/ R
2. Click on the eWON Setup button.
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5. Reaching your eWON through the Internet

¥ oCatcher (3.0.0 build 7195) -0 x|
E eWON Setup
Devices

select your preferred method to configure your eWON:

Send an SM3 ko the eM'OM with its activation key,
It will trigger the remote auto-configuration.

Users Configure via SM5

E AQNME

Account

Every device receives an Activation Key during its creation in
Configure via Activation Key Talkzr,
This ke cannot be changed..

Settings

H\KN‘.JN_

—— Activation Key: 240366F2b046ab21 2a6d7bEdbda2bE6d S5 |
Configure via eWON Name

=1

ﬂ el eWON Name : iy Ewon <& |
Help
'
)
=t

T Ik M Manage your Talk2M account and datas on -
a (&>

(visit hitps: //my.talk2m.com)

M my.talkezm.com | Credit : 15¢ Idle [pierre] | €0 Talk-M

The following window opens:

3. Under the Configure via Activation Key section you will find the Activation Key
needed for the eWON configuration. Click on the Copy icon to copy the activation
key into the clipboard of your PC. Keep this information on your clipboard to

. ; , - — e

S S S - e L R s B AP L .
Every device receives an Activation Key during its creation in {
Configure via Activation Key TalkzM.
Settings This key cannok be changed. . ’
— 3
Activation Key: [240366F2b046ab212a6d7bEdbds2beed . P | {
Configure via eWON Name /
O oty G PPV N D R Y S P,

complete Step 5 (go to this step).

Note: Using the Activation Key is the standard procedure. Next to this method,
there are 2 alternative methods:

« Configure via eWON Name: During the eWON Talk2M wizard, instead of
using the Activation Key you can alternatively specify the eWON Name and
use the user name and password of your Free+ account.

« Configure via SMS: If your eWON has a GSM modem and if the eWON is
already configured for Internet connection, then you can also send an SMS to
the eWON containing the activation key. When eWON receives the SMS, it will
then trigger automatically the Talk2M connection wizard and will configure
itself to connect to the Talk2M server.

4. End of step 4.
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5. Reaching your e WON through the Internet

5.5 Step 5: Configuring your eWON to connect to Talk2M

1. Configure the network parameters of your configuration PC to encompass the IP
range you used to allocate the LAN IP address to the e WON.

2. Connect the PC to one of the LAN ports of the eWON.

3. Open your Internet browser and access it's internal Web page by typing the LAN
address you just configured (in our example http://192.168.0.53).
4. To open the eWON wizard page, click on Configuration in the toolbar and then

on the Wizard @ icon.

é Wiew If0 Alarmn Surnmar Diagnostic Configuration
€ GWON ! i d @ L @
SWON Alarmn Histary Files Transfer Log off ]
o ,* — . B e > b W P i - ™ e ’__'-“-F- W o

:v QWGN Tag Setup System Setup 10 Server Config [ain Menu
m Script Setup Users Setup Pages List
. ._, i o Ny VS LN U - )

The wizard window will open:

£OF owoncomgrmonvrs

‘What do you want to configure?

0 Configure INTERNET Connection
_Q Test INTERNET Connection
Configure Talk2M connectiity
Talkz_M this eWWON to connect to talk2id.com

P Configure "Endian For eWON" connectivity

©]
g

= Configure mdex connectivity

5. Click on the Talk2M wizard.
The following window will be displayed:

This wizard will guide you through the Talk2M c ion ( Click here for old Talk2M Free ).

TalkZM

oD «=n
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5. Reaching your eWON through the Internet

6. Click on Next to register the eWON on the Talk2M server.

7. Click on Register with ACTIVATION KEY, as in the previous step, we copied the
Activation Key to the clipboard of your PC. Paste the Activation Key
(Ctrl+V).

Selectyour prefered method for registering the eWOR on Talk2M.com?

- Register with eVWON NAME
'y Uze the eWiON Talk2m name and your Talk2m login and pasword.
— The oM must first be defined in Talk2h.
Register with ACTIVATION KEY
AR DIE Uze the eWWON 'Activation Key' provided by talk2h.com.
n : The oM must first be defined in Talk2h.

@ @ Activation Key: (3 }|240388f2b048ab21 2afid7bGdbdsZbeed |

Important: Your eWWORN must have a working Internet Cannection
Befare using the wizard, the eWWON Internet access must be carrectly configured.

N m Q)

8. Click Next

Note: If you choose the Registration with eWON NAME method, then you will
be asked to enter the Name you specified for the remote connection in your
Talk2M account. You will also need to specify your Talk2M account name and
enter the user name and the password which you use to connect to your Talk2M
account.

The next window of the wizard will ask you if you need to connect through a Proxy
server.

Connect via HTTP proxy [

Enabls this option only if you are connected to Internet via prosy (ask
wolr network administrator if not sure)

=< Previous M

9. Check this option only if you need to specify a Proxy server for the Internet
connection. Otherwise leave this option unchecked and click Next.
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5. Reaching your eWON through the Internet

10. The Talk2M registration will now start and the result will be displayed on the
wizard page:

Current operation

. Testing Direct HTTP connectivity...

Results

& WAM connection

' UDP connection

} Wait until test
+ HTTP direct connection process is
+  HTTP Proxy connection completed

*  Read Talk2M config

«  Test ¥PN connection

Disgnosis

The eWON will first test the different connections needed to connect to the Talk2M
server (UDP and HTTP or HTTP using a Proxy). Then the eWON will connect to
the Talk2M server and retrieve the VPN keys. At the end, the eWON will establish
the VPN connection to the Talk2M server.

Once the registration and configuration of the eWON are completed, the result will
be displayed on the Wizard page as shown in the following picture:

Current operation
@ rinished

Results

AN connection

UDP connection

HTTP direct connection

HTTP Prowy connection Operation skipped

Read Talk2M config

B Bh R ST B )

Test VPN connection

Diagnosis

PN connection will use UDP mode
i SUCCESS: ¥PN connection configured and tested

el e

11. Click on the Done button to close the wizard.

Your eWON is now configured to connect to the Talk2M server.
12. End of step 5.
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5. Reaching your eWON through the Internet

5.6 Step 6: Connecting the eWON remotely

Now that the eWON is configured to connect to Talk2M, we can establish the remote
connection to the eWON.

1.

Connect your configuration PC to the company LAN and configure its network
parameters to DHCP enabled (acquiring an IP address automatically).

Launch eCatcher and open your Talk2M account.

In the eWON list section select the eWON you want to use for the remote
connection.

®. eCatcher (3.0.0 build 7133)

E Active Connection

Devices s

Users
=3 .
— eWON list
Account
& B corre:
T Ay I
w bl

e it Jr - - #_n_"»'ﬁ‘-\_v' - __4....11"“\\ S e F . et -)\--.\_‘_ LSO o

The eWON which you just configured should now be displayed as on line (green
tick in the action column). This means that the eWON has established its VPN
connection to the Talk2M server.

Double-click the online icon or click on the Connect button displayed in the
eWON list menu to establish the remote connection to this eWWON. eCatcher will
now establish the VPN connection to the Talk2M server.

Once the VPN connection to the eWON is established, the eWON will be
displayed in the Active connection section on the top of the window.

*. eCatcher (3.0.0 build 7144)

E Active Connection

Devices H

B eWON Company XY
7]
T eWON list

Account
]3] e o)
A

R v v “ v w

£ Wgme

eWON at Company &Y admin

i

é
p
<
¢
d..

Offline plank x

r s F 4 s o

Y S ,){l Pl o -
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5. Reaching your eWON through the Internet

6. The PC is now connected to the eWON using the VPN tunnel and you can start to
use the remote connection.

7. If you want/need to connect to the eWON itself, you can click on the IP address
link in the Active Connection section, as displayed in the following picture. Once

the home page of the eWON web interface is displayed, you know for sure that
your connection is effective.

*_ eCatcher, (3.0.0 build 7189)

E Active Connection 'i.:

Devices m
eW'OM Company XY

e ab Company XY

10.8.129.82:@
Users
eWON list

Account
L] o] e o
e v

Note: For specifics related to modem connection (including GPRS/Edge) please
go to § 10 Appendix 1 — Specifics for Modem connections at the end of this guide.

8. End of step 6.
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5. Reaching your eWON through the Internet

5.7 Step 7: Terminating the remote connection

1. Click on the disconnect button in the Active connection section. This will close the
VPN connection with the eWON.

Active Connection

User(s) connected

eWON Company XY 10.5.129.39 eWON at Company xY
eWwon list
B B @ W
v - - - v

2. Note: For specifics related to modem connection (including GPRS/Edge) please
go to § 10 Appendix 1 — Specifics for Modem connections at the end of this

guide.

3. End of step number 7.
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Linking eWON and PLC Chapter 6.

6. Linking eWON and PLC

6.1 Local link capabilities

Depending on whether the PLC will be connected to the eWON with a serial or
Ethernet link, the eWON configuration and the connection to the PLC will be slightly
different. Both types of connections will be explained.

Keep in mind that you can combine both connection types without any problem. For
example, you can connect at the same time to a FX-Series PLC using the serial port
of the eWON and connect to one or more Q-Series PLC(s) using the Ethernet
connection between the eWON and the PLC.
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6. Linking eWON and PLC

6.2 Serial link configuration

il
i

®
- = N
F|:'|:| g Serial Cable

Note: Remote access to a serial connected Mitsubishi PLCs uses a VCOM solution
(using a virtual port), not an 10 Server. The MitsuFX IO server is only for polling
purposes.

1. For FX-series PLCs, you have to set the serial port dip switch of the eWON to
RS422/RS485 mode (1 ON all others OFF) to allow communication with the PLC.

For the Q-Series PLCs, you have to set the serial port dip switch of the eWON to
RS232 mode (all OFF) to allow communication with the PLC.

Please see Appendix 4 — Serial cable information for serial cable specifications.

2. To configure the VCOM feature on the eWON , go to the eWON Web page either
using the just configured VPN tunnel or a point-to-point connection to the eWON
LAN port.

Follow the path Configuration — System Setup — General — Net Services —
VCOM as shown below:

2R eWON Session (Adm) - Microsoft Internet Explorer

File Edit Wiew Fawvorkes Tools  Help ",'
A | & T &S0 =
€ © [ B G P Jorvms @ - LB B
Adldress [ @] http:{10.8.131,44:61 Ast/MainAst.shtm VB ks
r View I[fO Alarm Summary Diagnostic Configuration
¢ @WON Q
Alarm History Files Transfer Log off &
et -, = =y &
EE—— I A T L -, *Ja&’\ ----- - "f‘___#‘\/ Ny

File  Edit “iew Faworites  Tools  Help '.:,r
. 5 . o ( e : e .,

eBack A ) | |ﬂ @ ,_lj /ﬁ Search k?/\..( Favorites @3 ['_-:_\':v = '3

Adress [&] hetp:/j10.8.131.44:81 JAstiMainAst shtm v Beo ks *

MMain Menu
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6. Linking eWON and PLC

6.2.1 Serial connection to FX-Series

1.

For the FX-Series, configure VCOM properties using the following properties:

B‘Main settings

B (g General

2@ Met services
p--4

- Ziwcom @
() SMTP [mails) 9
(\) NTP (time)
ﬁ TP
N
--aDlagnDsws

Line Parameters

Full Duplex MO Handshaking

[ Undate Configr'_LL [ Cancel ]
(
A

Parameters requiring attention are:

In frame 2
Port type: Raw TCP
TCP Port: 23

In frame 3

Stop |0 server: unchecked by default

You should check this option if the eWON is also polling data from the Mitsubishi PLC
fo stop the 10 server during remote maintenance. Failing to do so will not allow
remote connection while the serial port will be busy with the polling activity. When
ticked, the option stops the 10 server activity during remote connection and restores it
automatically as soon as the port is released.

In frame 4

Baud Rate: 9600

Data size: 7

Parity: Even

Stop bits: 1

HW Mode: Full Duplex NO Handshaking

Save your settings by clicking on Update Config

Connect the eWON serial port to the serial port of the PLC (using the serial cable as
shown in § 12 Appendix 4 — Serial cable information).

End of serial link configuration.
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6. Linking eWON and PLC

6.2.2 Serial connection to Q-Series

1. For the Q-Series, configure VCOM properties using the following properties:

General Communication

B,Main settings
(oo VRN 1O Port (COM:1) [+ ]

B @ General
@, Identification COM1 Virtual port configuration
=

.y Alarms General

- g Date & time Telnet RFC 2217 | = |

ﬂ Reboot

QE Planner

B q Net services
Voo @

- () SMTP (mails) Access Management

@ NTP (time)

B FTP

E SNMP

see comment

|§ Data Management

@ ) Diagnosis Line Parameters

5[~
odd [~ L 4)
ne

Parameters requiring attention are:

In frame 2
Port type: Telnet RC 2217
TCP Port: 23

In frame 3

Stop 10 server: unchecked by default

You should check this option if the eWON is also polling data from the Mitsubishi PLC
to stop the 10 server during remote maintenance. Failing to do so will not allow
remote connection while the serial port will be busy with the polling activity. When
ticked, the option stops the 10 server activity during remote connection and restores it
automatically as soon as the port is released.

In frame 4
settings of the serial com on the PLC side, given values are just one possibility
Baud Rate: 115200

Data size: 8
Parity: Odd
Stop bits: 1

HW Mode: Full Duplex NO Handshaking
2. Save your settings by clicking on Update Config

3. Connect the eWON serial port to the serial port of the PLC (using the serial cable as
shown in § 12 Appendix 4 — Serial cable information).

4. End of serial link configuration.
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6. Linking eWON and PLC

6.3 Ethernet link configuration

- Tips -

As of firmware v12, there is a PLC Discovery feature inside the e WON. This allows
the automatic discovery of PLC (linked to the eWON) on the network while you are
connected through Talk2M. No need to set the IP of the PLC in the same range
than the IP of the e WON.

For more information, please refer to AUG-070: PLC Discovery through Talk2M

If firmware version is lower than 12, please follow the procedure hereunder.

s, EYWON LAN IP

g PLCH
192.168.0.53 1P 192 168.0.61

- Mask 255.255.255.0

iR

(A Lgle

PLC2
IP 192.168.0.62

] Mask 255.255.255.0
LU
T £
Company Site H eWON LAN range
LAN range 10.0.x.x LAN range 10.10.x.x 192.168.0.x
Mask 255.255.0.0 Mask 255.255.0.0 L Mask 255.255.255.0 )

1. If your eWON runs a firmware 6.2s1 or greater (see note) there is nothing to do but
making sure that the PLC IP address is in the same range than the LAN IP of the
eWON. In our example, the IP address of the PLC is 192.168.0.61.

Note 1: From eWON firmware version 6.2s1 onwards, the Plug'nRoute function
automatically configures the Ethernet routing. With this configuration, it is no longer
necessary to set the eWON address as Gateway into the PLC.

Note 2: The eWON types with 4 LAN ports (2005CD or 4005CD) can be connected to
the Ethernet port of the PLC directly. Whereas the eWON types with a single LAN port
(2101CD or 4101CD) need to be connected with a crossed cable (single PLC) or an
external switch (multiple PLC).
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6. Linking eWON and PLC

Switch

Ethernet Link "®

i T

EWON 2005-Series eWON 2101-Series

2. End of Ethernet link configuration.
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PLC software mapping configuration Chapter 7.

7. PLC software mapping configuration

7.1 Serial connection

The serial connection with a Mitsubishi PLC requires the creation of a virtual port on your

PC. To create this virtual port you need to install the eVCom application. You can download
this application from http://support.ewon.biz/softwares.htm.

7.1.1 Creating a virtual serial port on your PC

=i
File Help
Fort Mame Port Type
Add Part |» " Delete Port
L
F'E'?' y

Create new port

Port Mame: | COM4 -

Port Type:  [ERERREASIDRMMEIAE

ak. Cancel |

T

Start eVCOM on your PC and create a new virtual port, by clicking Add Port:

A dialog box invites you to choose the COM Name and the Port Type.In the Port Name
dropdown, eVCOM shows only ports that are available on your machine. In our example,
we selected COM4 (FX-Series) and COM5 (Q-Series) to keep away from the normal ports
of the machine. Select STANDARD VCOM as Port Type and click OK.
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7. PLC software mapping configuration

For the FX-Series, configure the virtual port parameters as follows:

File Help

Part Wame | Port Type | | Config | Status

é?CDMéi STANDARD VCOM
Port Mame: |COM4
Part Type: [STAMDARD YCOM

[ Auto create at startup

Gateway address: |'| 92.168.0.63

Gateway part: |23

DCD emulation: |disabled

CT5 ermulation: |disabled

O
DSF emulation: |disabled ﬂ

=l

=l

{ 3 )

Communication mode: |F|.&WTCF'

Connect Sacket Timeaout: 10000
Sent To Metwork Delay: u

Specific seftings: [

Wiite Log To File ‘

Update @ Cancel |
;j Enable @ ¢ Disable Port

Add Part | Delete Part ‘

1. The Gateway address is the IP address where you can reach the eWON (through
Talk2M). If your eWON is on your LAN network, you will use its LAN address, in this first
example it is 192.168.0.53.

2. Set Gateway port to 23.

3. The Communication mode to RAWTCP.

4. Set Specific settings to fx melsoft gx developer

5. Click Update.

6. Click Enable Port.
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7. PLC software mapping configuration

For the Q-Series, configure the virtual port parameters as follows:

File Help

Port Mame | Port Type | | Config | Status

;} COm4 STaNDARD WVCOM

;} COME STaNDARD VCOM Part Mame: ’W

Part Type: |STANDARD WVCOM

[v Awto create at startup

Gateway address; |192.168.120.202 1

Gateway part; |23 2

DSF emulation: |disabled

DCD emulation: |disabled

CTS emulation: |digab|ed

=l

=l

=l
Communication mode; |HFE221? 'l 3 .

Cornect Sacket Timeout, |10000
Sent To Metwork Delay: IUi

Specific settings: |nc- specific sattings vi 4 '

“wirite Log To File
&)
( 6 F Enable Part ,éf Disable Part

Delete Fort |

| AddPot

1. The Gateway address is the IP address where you can reach the eWON (through
Talk2M). If your eWON is on your LAN network, you will use its LAN address, in this
second example it is 192.168.120.202.

2. Set Gateway port to 23.

3. The Communication mode to RFC2217.

4. Set Specific settings to no specific settings

5. Click Update.

6. Click Enable Port.
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7. PLC software mapping configuration

Once enabled, eVCOM will show your new virtual COM port like following:

Key to status icons (left from com port name):

25 KD ~+ enabled

Yirtual Ports .
Part Mame Part Type # dlsabled' .
i STANDARDVEOM & ¢ ’Fg,i communication OK

r . . .
~!' communication with errors

7. Leave eVCOM open, port enabled until you don't need the communication anymore.
Note: If you try to close eVCOM while the virtual port is still enabled, the program asks you
if you want to minimize it (all functions active) or if you want to really quit it. If you click on
Really Quit the software closes the port, retains the existing parameters until you reopen a
new session.

7.1.2 Mitsubishi MelSoft GX configuration
1. Open Melsoft GX and open your project.

# MELSOFT series GX Developer
Project o r
Mew project ... Chel4n 2| ‘
Close project: @ e .
Save Chr+S _l_ {
\.

FindiFeplace Yiew Ornline Diagnostics Tools  Window  Help -

Delete project ...
Werify ...

Copy ... J -ITl-l-ul-l'-lTl-'l'-LLI-'l 1 | i |+|1:|‘txt|
0) =F7|=Fa]|aF7]|afa] afS)afS)eaf0) FI10) aF9 f

Edit Data e Xz 28 @ #EE E”

Save as ... ’

-

Change PLC bype ...

Import File 3

! = | || E3|E| e En|EE] Ll =l =] k[
Export file v |F9 sro| 5|55 |55 | 50| 55| arn| ar 7| aF] 2Fa| o chr\
Macro 3
Function Block. 3

Printer setup ...
Print ... Chr+P

1 CH\MELSEC|GPPWAICHL_FXaU @
2 CAMELSECVGPPYWAT2M _DemoPanel

3 DavidCastelin-PR]

4 CHMELSEC\GPPWIICHL

Stark new Gx Developer session
Exit 5% Developer
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2. Click Online > Transfer Setup from the menu bar

= MELSOFET series GX Developer C:MMELSECYVGPPWRLICNT_FX3U - [LD{Read mode)
] Project  Edit Find/Replace  Convert  iew Rely 'o

D|E«|n|@ || | | |@ Transfer setup ... @

Read from PLC ...
|Program =l = wirite to PLC ...

Werify with PLC .,
‘irite bo PLC(Flash ROM) 4

1

4

F

,

”

PLC user data 2 J_‘ J
o e sl \
Trace » /1
-

£

MAIN 219 Step]

nostics  Tools  Window  Help

Rermoke operation ... AlE+E ‘ ‘

Keyword setup 3

Clear PLC memary ..,

Set kime L.,

‘,\ y\_l_”\‘\ \J'-\_‘_\_.\_"'-. .’.";-".J— e e e b AT \__,"'““\.LU‘-.W.-“.-

3a. For the FX-Series, set the serial parameters as shown below and click OK.

o | | | B | ] L]

Serid ETAOMH)  MET(I CC-Link  Ethemet FLC AF 55C
bioard bioard board board bioard bionard riet Jj

COM |COM B Transmizsion speed |115.2Kbps

PLC  MMNETAOH] MWET()  CC-Link Ethernet C24 G4 Bus

module miodu B Jﬂ

PC side IfF Serial setting X

(inciude F-USE-a4 / F43U-USE-BD)

PLE side I/F

Cancel
£ USB(GOT hansparent mode) Connection channel list... |
Mo specification Ot Elpet COM 4 ~ PLC direct coupled setting

Time out [Sec.) ,ﬁ Transmission speed

Connection best

FLC type
— 1 1 —
C24 META0H] MET[I]  CC-link  Ethernet

Syztem  image...

a|LLLL I |
|
|

C24 METAOH] MET(I]  CC-Link  Ethemnet [u]4
Accessing host station

Cloze

> In Transmission speed (4) put 9.6Kbps
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3b. For the Q-Series, set the serial parameters as shown below and click OK.

loQi| | Ol A LI L L

METII CC-Lirk Etheret FLC aF 55C
board board board board board board net Jj
COM |COM 5 Transmizsion speed |115.2Kbps

e i M PC side VP Serial setting X

module maodule maodule madule
& ps-2a2c( 2 '

[include FX-USE-&4w / F3U-USB-BD)

Cancel

" USE(GAT transparent rmode)

COM port
H B =——
No specification  Other station[Single netwark) LI 115.2Kbps 4 ha

Time aut (Sec.) ’f Fietry times ’2_

EEEEE o —

C24 METAOMH] MET(I]  CCLink  Ethemet

Setup...

Syztem image...

EEEEBE I —

C24 META0MH] MET]  CCLink  Ethemnet Ok, ‘
Accessing host station ‘

——

Close

> In Transmission speed (4) put the setting corresponding to the PLC, in our example it is
115.2Kbps (but it might be another value).

4. Test the connection by clicking Connection test.
Connection channel fist...
- hetwork) PLC direct coupled zetting
Connection test
PLC type ’—{%
. . pengd e
MELSOFT Application X
MELSOFT series GX Developer _ \E) Successfully connected with the QO0OICPU,
. Serial Communication Function : Mone
\!’) Successfully connected with the FX3U(CHICRU, Parameter Setting : -

Connectable Transmission Speed : 115.2Kbps

Success message on the FX-Series Success message on the Q-Series

Note: To test the communication remotely, you need to establish the Talk2M VPN bridge
first (as explained in Step 6).

5. End of software mapping in serial connection.
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7.2 Ethernet connection

7.2.1 Mitsubishi MelSoft GX configuration

1. Open Melsoft GX and open your project (as described in § 7.1.2 Mitsubishi MelSoft GX
configuration)

2. Click Online > Transfer Setup from the menu bar.

3. Set the Ethernet parameters like shown below and click OK

PC side |/F Eﬁ. ‘ ‘ ‘ ﬂ@ ‘ ‘ ‘

Serial NETA0OH]  MNET(II) CC-Link. Ethernet PLC AF S5C
board board board board board board net Jﬂ
PLC zide |/F ‘ ‘ ‘ ‘ E ( 2 i ‘ ‘ ‘
PLC  WMMWETA0OH] MMET(I]  CC-Link Ethernet C24 G4 Bus
module module miodule module module module Jﬂ
PLC side I/F detailed setting of Ethernet module &|
Computer type =

Other PLC |FX3U-ENET ~K3) Cancel
station

Mo specification q

Time out [Sec.]

Hetum & IP address [182] 168] 0] &1|(4)ineutfomat |EES ~ —
roLke _ " Hoszt Name I
C24 MET]
C24 METAOH]  MET(I) CCLink  Ethemnet Ok
Accessing other station
Cloge

Applicable parameters are:
PC side I/F = just select Ethernet board,

Note: on some Mitsubishi software versions (like GX IEC), an interface is asking you
to define a station number, which is the the station number of the PC that has to be
different from the PLC station number.

PLC side I/F = Click on Ethernet module and configure as shown above:
PLC > type of the Ethernet module (normally part of your project)
IP Address > IP address of the PLC (in our case 192.168.0.61).
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7. PLC software mapping configuration

4. Test the connection by clicking Connection test.

Note: To test the communication remotely, you need to establish the Talk2M VPN bridge
first (as explained in Step 6).

5. End of software mapping in Ethernet connection.
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8. PLC remote access

1. Establish the remote connection to the eWON as explained in Step 6 of the eWON
configuration part.

2. Once the Talk2M VPN tunnel towards the eWON is established by eCatcher, start the
MelSoft GX software.

3. In MelSoft GX select Online > Remote operation

4. Allow enough time for the connection to actually take place, especially when using a
modem connection since the throughput may be relatively slow.

5. As soon as the connection is working, it appears in the status bar of MelSoft GX.

6. You can now work in remote programming mode.
Once you finished your work with MelSof GX:
- Go Offline and close
- Terminate the remote connection to the eWON explained in Step 7 of the eWON
configuration part.

7. End of PLC remote access.
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Troubleshooting Chapter 9.

9. Troubleshooting

9.1 Cannot reach serial PLC?

If you cannot reach the serial PLC connected to the eWON then verify the following:
- Check serial dip switch positions of the eWON (FX-Series is RS422 while Q-
Series is RS232)

- Check YCOM configuration in eWON page

- Open the eWON Event Log [Main Menu, Diagnostic, Event Log] to check for
error messages.

- In eVCOM check if the correct IP address has been configured: You must use

either the eWON LAN I[P address or the eWWON VPN IP address.

9.2 Cannot reach Ethernet PLC?

To be able to reach the Ethernet PLC, the following conditions must be fulfilled:

- Reboot the PLC after IP address change.

- Check that the network LED are lighting at both ends. If they aren't, it means there
is an issue with the Ethernet cable(s). If you use an eWON having a single
Ethernet LAN port (no integrated switch), then you have to use either a crossed
Ethernet cable (point-to-point with single PLC) or an intermediate switch (multiple
PLCs).

- You might have a mismatch between the actual IP configuration of the eWON and
the eWON LAN IP address configured as Remote Network in your Talk2M
account. You can check, and if necessary, modify these settings, in eCatcher.
Under the eWON list select the Name of the remote connection and click on the
Detail button.

W oCatcher (3.0.0 build 7195)

g Active Connection

Devices E
E P 4 Description Meer e Terreered

E eWoN list
wn | RS EEBE
AT
I

tail [

L.k

L amkiipos
\\
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9. Troubleshooting

The eWON Detail window will open:
Here you will find the different information you entered earlier. The Remote
Network is specified under the Remote connection section.

eWON Detail
o
EEEa8 i
eWiON Ma . eWON Campany BY
eWON Description e?WON abt Company =Y
eWON Serial Number : 0330-0003-56
Connection Type : LAMNADEL
Country Belgium
PLC type Allen Bradley pLC

Custom Field 3

Remote Connection
eWON's LAN IP: 192,165,053

Metwork Mask: 255,255,255.0

To change the Remote Connection settings, click on the Edit button on the top of
the page.

Once the modification is finished, click on the Save button which is displayed on
the top of the window when in edit mode. After the change you would then have to
save and Disconnect and Connect the VPN bridge to the eWON for Talk2M to
take the modification into account.

The remote PLC network must be in a different range than the company network
on which your PC is connected (see § 5.1 Step 1: Setting IP address of eWON
LAN).
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Appendix 1 — Specifics for Modem connections Chapter 10.

10. Appendix 1 — Specifics for Modem connections

10.1 General

The basic configuration principles remain the same except for typical modem settings.
Allow enough time for tasks to be executed when you use a modem link.

In the following explanations, we took the most current example of GPRS/Edge
modem. Extrapolating to other modem technologies is rather straight forward.

Only those steps that are different from the LAN/WAN connection are addressed.

10.2 Configuring the eWON for Internet connection (Step 2)

1. In the Internet configuration wizard of the eWON, select Modem Connection
option and, depending on the modem installed in the eWON, the interface asks
the user to fill out the different parameters of the relevant modem. Fill out the
different fields (PIN code, APN and user name/password) according those you
received from your Service Provider. For most Service Providers, User Name and
Password can be left empty. Click Next.

APN: [intemet prosamus be

Nat far reference,
. take your own PIk-
User Name: [ code, APN and

M C login data.

Passyvord: |.......-

2. Configure how the eWON should go online, and click Next.

configuration wizard / Internet Connection

Configure “Go Online" trigger

' Triggered by outgoing actions

" Maintain connection

" Triggered by phone call or outgoing actions.

== Previous
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10. Appendix 1 — Specifics for Modem connections

3.

4.

In most cases, it will be Triggered by outgoing actions. This option is needed to
be able to use the Wake-Up function. Only check Maintain connection if you
want to use a permanent connection to your eWON device (which can be very
expensive using a GPRS/Edge line).

Configure your online time parameters, and click Next

WWOM configuration wizard / Internet Connection

Trigger: Connect for outgoing actions

ldle time before Seconds.

hanging ugp:

call duration:

W Enahble call hudget management

<= Pravious

In most cases, you can leave the default parameters.

The Max outgoing call duration is set by default to 60 minutes. The eWON wiill
drop the Talk2M connection after 1 hour. If you need longer connection times,
enter a higher value or set it to 0 for no limit.

By default, the Idle time before hanging up is set to 120 seconds. You can leave
this value as is. In fact, it is not a useful parameter for a Talk2M connection
because a VPN life bit is periodically exchanged preventing connection
interruptions due to idle times.

5. End of Step 2 in Appendix 1.
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10. Appendix 1 — Specifics for Modem connections

10.3 Creating the eWON in your Talk2M account (Step 3)

1. In the creation process of the eWON in your Talk2M account, the sole additional
steps are:
- specifying the connection type (in our example GPRS/Edge)

(3.0.0 build 7195)

F a eWON Detail
Devices EEE@
|8 i
A eWO0ON Name : L'imeonne au Rippe:
Users eWON Description
; eWON Serial Number : 1036-0021-56
i - Connection Type : GPRSJEDGE
:E R Phone number 0032473541035
Custom Field 1 Belgique:
i Custom Field 2 Nivelle-Baulers
q Custom Field 3 Team Support
i Remote Connection
_I eWON's LAN IP: 192.168.120.235
h Network Mask: 255.255.0.0
|
i -
I
Help "E'a
|| T Ik M Manage your Talk2M account and datas on -
i a MyTallk2M i (—’)«
I T il MY QLKL VA (visit hitps://my.talk2m.com)
g | my.talkZm.com  Credit : 10,26 [ ] Idle [pierre] €0 Talk M

- entering the phone number (including 00AB, AB being the country code)

2. End of Step 3 in Appendix 1.

10.4 Connecting the eWON remotely (Step 6)

1. If you use an eWON GPRS, then you probably configured the eWON not to stay
connected all the time to the Talk2M server. Before being able to connect to the
eWON over Talk2M you will first need to wake-up the modem of the eWON. To do
this, click on the Wake-up icon in front of the eWON name as shown in the
following picture:

eWON list 4

e[ ]=] - o *.-
b (- |

Motification;

b
AOction Marne

@

WO Company =Y

R S TP . SRS e o, g g
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10. Appendix 1 — Specifics for Modem connections

10.5

2. Talk2M sends an SMS (text message) to the eWON to ask the eWON to start its
Internet connection and to connect to the Talk2M server. This can take up to
several minutes; do not interfere until this process is completed.

Note: You do not necessarily need Talk2M to send the wake-up SMS to the
eWON. You can do this using your own GSM (cellular phone). All you need is to
have the dial number of the eWON by the hand and to send the following SMS
(text-message) to it: [Talk2ZMConnect] (without brackets).

3. Once the modem is online, the green Connect icon is shown to allow to bridge the
VPN tunnel.

4. You can now click on the Connect button as explained in the LAN/WAN
procedure to establish the remote connection.

5. Once the VPN tunnel is bridged the red Disconnect icon is shown to allow you to
cut the bridge of the VPN connection.

Active Connection

e’

IP Drescription

WOl Company =Y 10.5.129.39 eWON at Company XY

eWOoN list

B & G B
o

-

6. End of Step 6 in Appendix 1.

Terminating the remote connection (Step 7)

If the eWON to which you were connected uses a Modem connection for the Internet
access, then you probably want to close the Internet connection of the eWON (in
order to save GPRS communication costs). This is done with eCatcher.

Note that there are 2 distinct notions to be considered: Connect / Disconnect that
applies to bridging the VPN tunnel and Go Offline that closes the VPN link and hence
the modem connection (on hook)

1. Click on Disconnect to cut the VPN bridge.
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10. Appendix 1 — Specifics for Modem connections

2. Right-click on the Online icon eWON list

in front of the eWON. In the 8 o= [ f
context menu click on the Go = = =] —*
offline button to send the E T
disconnect request to the e

eWON. The eWON will then % g
close its Internet connection o [ }
and after a while the eWON @ 3
will be displayed as offline in c&@

your Talk2M account. N e L RN ST LSS

3. End of Step 7 in Appendix 1.
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11. Appendix 3 — Security aspects

11.1

11.2

Login security

A good security practice consists in modifying the login and password of the default
super user adm/adm (this default super user cannot be deleted). Modifying the default
super user is done by clicking on Configuration, Users Setup button on the main
menu of the eWON web page.

Traffic security

Since eWON firmware version 6.2s1 (see note), when the Talk2M wizard is executed,
the WAN Security setting is set automatically to Discard all traffic excepted VPN
and initiated traffic. This is preventing third party traffic to interact with your private
traffic.

If, for any reason, your eWON runs an earlier firmware version (not recommended)
OR that you want to check the WAN protection status, you can do it using the
following path: Configuration, System Setup, Communication, Networking
Config, Security.

Check that the Discard all traffic excepted VPN and initiated traffic check-box is
(eWeN

{0} coM Config
Bl S Interfaces

Networking security setup

¥/AN Protection
- € Metwork connections

E@ Metwarking Config
.‘I‘Dlnternet Connection
@ WPN Connection
- & Putlish IP Address
& Callback
% ahas Transparent Forwarding
i q=y Routing
-b. Proxy
1 security These changes will be effective from next WAN connection r
IR S -
[ l'&_ Manage Config e Update j
SN Jew el S R B A S L R S
ticked.

If the eWON is configured to use a modem to go out on the Internet, then the WAN
connection is the GPRS/EDGE connection. This type of access definitely requires
protection. If the eWON is configured to use its second Ethernet Interface to go out
on the Internet, then the WAN connection is the Ethernet WAN port that uses the
company infrastructure and benefits from the IT protections in place. Hence, this type
of access is less exposed to security issues.

Note: The changes applied on this page will only be effective from the next WAN
connection. So from the next GPRS connection, or after an eWON reboot if you use
the 2" Ethernet port of the e WON for the Internet connection.
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Chapter 12.

12. Appendix 4 — Serial cable information

12.1 FX-Series - RS422

The serial link between a Mitsubishi FX-Series PLC and the eWON is normally a

RS422 connection. The FX PLC connector is a Mini-DIN8 connector.

e
'r//‘/ ol o2 1y : 5
f A OOO0O0
| ®3 4 @5 D000
\\.\:{1 L §/ 6 9
e Subba
Pin Configuration femsle
Mim-DINS Solder Side
(Solder Side)

Fx PLC eWOoN
Mini-DIN& (male) SubD9 (female)
RX- 1 8 TX-
RX+ 2 3 TH+
GND 3 5 GND
TX- 4 T RX-
TX+ T 2 RX+

RS422 eWON dip-switch settings

1 4

ON

Alternatively, the FX-Series can be connected using a RS422 to RS232 converter

cable. This cable is red and has reference SC-09.

RS232 eWON dip-switch settings for use with SC-09 converter (all OFF)

1 4
ON
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12. Appendix 4 — Serial cable information

12.2 Q-Series - RS232

The serial link between a Mitsubishi Q-Series PLC and the eWON is an RS232

connection. The Mitsubishi cable reference is QC30R2.

mitsubishi Q series PLC {=

1 3
Hin 2 2
MDEM (PIN) GND 3 5
DSR -2 a4
DTR -B 6 psr
Ls cTS
4 MD6M

) o T ]

DBYF (HOLE)

= Computer

MITSUBISHI RS232 Q series plc programming cable

Model QC30R2

RS232 eWON dip-switch settings (all OFF)

1 4

ON
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Revision history

Revision Level Date Description
1.0 02/12/11 First issue
1.1 29/11/12 Add Telnet RFC 2217 variant for Q-Series
1.2 15/12/16 Added “PLC Discovery” to Chapter 6.3

i Microsoft, Internet Explorer, Windows and Windows XP are either registered trademarks or trademarks of
Microsoft Corporation
i Firefox is a registered trademark of the Mozilla Foundation

Document build number: 67

Note concerning the warranty and the rights of ownership:

The information contained in this document is subject to modification without notice. The vendor
and the authors of this manual are not liable for the errors it may contain, nor for their eventual
consequences.

No liability or warranty, explicit or implicit, is made concerning quality, the accuracy and the
correctness of the information contained in this document. In no case the manufacturer's responsibility could
be called for direct, indirect, accidental or other damage occurring from any defect of the product or errors
coming from this document.

The product names are mentioned in this manual for information purposes only. The trade marks
and the product names or marks contained in this document are the property of their respective owners.

This document contains materials protected by the International Copyright Laws. All reproduction
rights are reserved. No part of this handbook can be reproduced, transmitted or copied in any way without
written consent from the manufacturer and/or the authors of this handbook

eWON sa, Member of ACT'L Group.
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