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existing Talk2M connection
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This short guide explains how to access an Mistubishi PLC remotely "‘ Enll_.léscl-‘:%ll%l'"

through Talk2M and a pre-configured eWON. Applications include AUTOMATION SYSTEMS
remote servicing of PLC-controlled equipment.
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Objective Chapter 1.

1. Objective

The objective of this document is to access remotely an Mitsubishi PLC assuming that
configuration tasks have been done (*).

Accessing an existing setup remotely implies the following steps :
1. Opening the VPN tunnel

2. Mapping the PLC with your Mitsubishi MelSoft GXi software
3. Accessing your PLC through the Internet

(*) as per AUG-043-0-EN (Remote Access for Mitsubishi PLCs)
http://support.ewon.biz/docs/AUG-043.htm

2. Hardware and software requirements

2.1 Hardware requirements
In order to follow this guide you'll need:
+ PC suitable to connect to the Internet
+ Internet connection

« Configured remote setup including eWON and Mitsubishi PLC (FX or Q Series).

2.2 Software requirements

+ eCatcher — VPN tunneling utility
http://support.ewon.biz/softwares.htm

« Talk2M — have a valid user account at disposal

+ eVCOM - Virtual com port driver (for serial link only)
http://support.ewon.biz/softwares.htm

+ MelSoft GX software — Mitsubishi PLC programming console
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Network diagram Chapter 3.

3. Network diagram
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1. From a computer running your PLC programming software you will interact with a PLC in
the field just as if you were using a point-to-point connection

2. Using the local gateway to Internet and the eCatcher software, you will “see” the eWON as
part of your local network

3. You will create your VPN tunnel on the Internet using your Talk2M account

This will allow you to seamlessly pass the remote firewall and safely reach the eWON using
the local LAN

5. The eWON will allow you to access the PLC transparently, indifferently whether it is hooked
using the serial or the Ethernet link

6. You take control over the remote PLC
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Opening the VPN tunnel Chapter 4.

4. Opening the VPN tunnel

1. Make sure you have installed the eCatcher application from
http://support.ewon.biz/softwares.htm.

2. Start your eCatcher application, login using the credentials of the Talk2M account in which
the eWON was created:

®_eCatcher (3.0.2 build 7394)

Login
, ) Use the credentials
assword :
E of the Talk2M
oraot password : :
account in which the
Account : eWON was created
Settings Create o Free+ account
Remember me
[ Connect Automatically
Help
Exit
MDovsoneon | cede: | [ Juke 0@ Talk’M

3. The application shows the eWON available for tunneling (*). At this point you only “see” the
ones available on your account but you do not yet have the VPN connection required to
access the PLC.

(*) Only eWON that are “online” (green icon) are “ready” for tunneling. An eWON with no
icon or with red icon is not online. It can be either a GPRS/EDGE device that first needs to
be waked up or a device that is simply not available for the moment.

4. Make sure your eWON is “online”, select it and click Connect to create the VPN tunnel:

*. eCatcher, (3.0.0 build 7195) E

v
E Active Connection )
Devices J
-
Users No VPN connected pn .oNNecio ¢
- eWON yet... f
e EeWON list ia WPM Tunnel : Establishing Ypn Tunnel. ..
Pool =
B8 0 by
. |
= M o b
Accaunt Acti ame » bus
- | » el S S —t T v

...wait a couple of seconds for Talk2M to create the route. As soon as the route is created,
the connected eWON appears in the upper part of the window:
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4. Opening the VPN tunnel

#. eCatcher {3.0.0 build 7195)

Devices

Users

4
LR N

Pool

Accaunt

Active Connection ,
o f

Mitzuhizhi 10.6.128.22:51 eWON + IP camera unknown user Dema

B B B

eWON list f
l(

 |Rockwel W
Description el 'LiC bype Ernoke access me

e'WON + [P camera K LAN

5. You are now connected to the eWON through the VPN tunnel.
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PLC software mapping configuration Chapter 5.

5. PLC software mapping configuration

5.1 Serial connection

The serial connection with a Mitsubishi PLC requires the creation of a virtual port on your
PC. To create this virtual port you need to install the eVCom application. You can download
this application from http://support.ewon.biz/softwares.htm.

5.1.1 Creating a virtual serial port on your PC
Start eVCOM on your PC and create a new virtual port, by clicking Add Port:

e¥CoM |
File Help
Fart Marne Part Type

Add Part |» " Dielete Port. |

Create new port

ak. Cancel |

7

A dialog box invites you to choose the COM Name and the Port Type.In the Port Name
dropdown, eVCOM shows only ports that are available on your machine. In our example,
we selected COMA4 (to keep away from the normal ports of the machine).

select STANDARD VCOM as Port Type and click OK.
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5. PLC software mapping configuration

Configure the virtual port parameters as follows:

File Help

Fart Mame | Part Type | | Config | Status

r}jCthM STANDARD WVCOM
Port Marme: |COM4
Part Type: [STANDARD WCOM

[ Auto create at startup

Gateway address: |'| 92.168.0.53

Gateway port: |23

DCD emulation; |disabled

CT5 emulation: |disabled

0]
DSR emulation: |di3‘?'h|'3':| j
=l
=l
Q

Communication mode: |F|AWTI:F'

Connect Socket Timeout: | 10000
Sent Ta Metwark Delay: ,07

Specific settings: |

Wiite Log To File ‘

Update @ Cancel |

;} Enable @ .=

Dizable Part

Add Port Delete Port ‘

1. The Gateway address is the IP address where you can reach the eWON (through
Talk2M). If your eWON is on your LAN network, you will use its LAN address, in our

example it is 192.168.0.53.

2. Set Gateway port to 23.

3. The Communication mode to RAWTCP.

4. Set Specific settings to fx melsoft gx developer
5. Click Update.

6. Click Enable Port.
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5. PLC software mapping configuration

Once enabled, eVCOM will show your new virtual COM port like following:
Key to status icons (left from com port name):

File Help

Virtual Ports :—7j enabled
Port Mame Port Type .
}ECDM:& STANDARD WCOM | ‘ # disabled

j Py communication OK

ot . . .
I ~' communication with errors

7. Leave eVCOM open, port enabled until you don't need the communication anymore.

Note: If you try to close eVCOM while the virtual port is still enabled, the program asks you
if you want to minimize it (all functions active) or if you want to really quit it. If you click on
Really Quit the software closes the port, retains the existing parameters until you reopen a
new session.

5.1.2 Mitsubishi MelSoft GX configuration
1. Open Melsoft GX and open your project.

# MELSOFET series GX Developer
Project o 3

Mew project ... Chrl4M |- ‘

ol o o Blal gl elel el J
Close project @Ia& e
Save Chr+S : {

A

FindiFeplace  Yiew Ornline Diagnostics  Tools  Window  Help -

Delete project ..,
Werify ...

-
Copy .. d k7] sF8| aF7] sF8

aFS | caFS | caf0 F10 | 5FS
HHEEEEEET] f

Save as .. ’

ST ] T O B e e =

Edit Data

-

Charge PLC bype ...

Import File 3
’ | I Co|ESEE|ED R L = | =] [
Export file r |F9 sre| ‘et |eE | e e | a5 | arsl =5 7) sre| aFa] aRo cFQr\

Macro 4

Function Block. >

Prinker setup ...
Prink ... Chr+P

1 C\MELSEC|GPPWAICHL FXsU @
2 CAMELSEC)GPPYWATZM _DemaoPanel

3 DavidCastelin-FR]

4 C\MELSEC|GPPWAICNL

Start new GY Developer session
Exit @¥ Developer
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5. PLC software mapping configuration

2. Click Online > Transfer Setup from the menu bar

:lProject Edit Find/Replace

= MELSOFT series GX Developer C:MAELSECYGPPWAICN1_FX3U -

Corvert  View Rl nostics  Tools

()

0 |Dq.|n| @ || | | | @ Transfer setup ... @_
[Frogeam e | i
werify with PLC ...
‘witite bo PLC(Flash ROM)
el
"|:5|‘| |‘|l:’é“ “9’ ‘ -I[:S}‘ | | | PLC user data
T T Manit
Sl [ & Tl= =l oo
| | | | | | Trace

Remoke operation ...

Keyword setup
Clear PLC memary ...

Sek kime ...

[LD{Read mode]
Window  Help

Alt+6

MAIN 219 Step]

‘\\ y\-'-v\.‘\ \_"-\_‘“_"'-. -’L"“- e it et AT \._I"""“"\_‘ﬁ‘-._‘.-u

3. Set the serial parameters as shown below and click OK.

1%

Mo specifization O
Time out [Sec.] ,ﬁ

PC side I/F Serial setting

& RS232C @

[include F-USB-4W / F3U-USE-BD)
(™ USB[GOT tranzparent mode]

Cancel

Setup...

COmM 4 -

COb port

Tranzmizzion speed

[D B
Serial ETA0H]  MNET(] CC-Link. Ethernet PLC AF 55C
board board board board board board net Jﬂ
COM |COME  Transmission speed [115.2Kbps
PLC  MNETAOH] MMET(I CC-Link. Ethernet C24 G4 Busz
moduls Jj

%

Connection channel list...

PLL direct coupled setting

Connection test

FLC type

|

— — 1 —
C24 META10H]  MET(I) CC-Link  Ethernet
System  image...
JJJJ TEL [FXCPU]...
C24 META10H] MET(]  CC-Link  Ethemet ok, |
Accessing host station
Close |

> In Transmission speed (4) put 9.6Kbps
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5. PLC software mapping configuration

4. Test the connection by clicking Connection test.

Connection channel list... ‘

- network] PLC direct coupled zetting ‘

Connection test

PLC type

MELSOET series GX Developer

‘!f) Successfully connected with the FR3IU0CWCPLUL

Note: To test the communication remotely, you need to establish the Talk2M VPN bridge

first (as explained in Step 6).

5. End of software mapping in serial connection.
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5. PLC software mapping configuration

5.2 Ethernet connection

- Tips -

As of firmware v12, there is a PLC Discovery feature inside the eWWON. This allows
the automatic discovery of PLC (linked to the eWON) on the network while you are
connected through Talk2M. No need to set the IP of the PLC in the same range
than the IP of the eWON.

For more information, please refer to AUG-070: PLC Discovery through Talk2M

5.2.1 Mitsubishi MelSoft GX configuration

1. Open Melsoft GX and open your project (as decsribed in § 5.1.2 Mitsubishi MelSoft GX
configuration)

2. Click Online > Transfer Setup from the menu bar.

3. Set the Ethernet parameters like shown below and click OK

-

' zide |/
gl | | | §o | | |
Serial METAI0H]  METIIN CC-Link Ethernet FLC AF S5C
bioard board board bioard board board net Jj
PLC zide |/F ‘ ‘ ‘ ‘ E @ ‘ ‘ ‘
FLC  MMETAOMH] MMWET[)  CC-Link Ethernet C24 G4 Bus
module module module module module module Jj
PLC side IfF detailed setting of Ethernet module f‘$_<|
Computer type —_
PLC [FXaUENET ;@ cared
Mo specification g
Time out [Sec.)
& IP address [1a2 168 0 51®nput format - ——
1 7 Host Name ——
C24 MET|
C24 WET/10H] MET[]]  CC-Link  Ethemet 0K
Arcessing other station
Cloge

Access Mistubishi PLCs through an existing Talk2M connection (How to)

Page 12/15


https://ewon.biz/sites/default/files/aug-070-0-en-plc_discovery_through_talk2m.pdf

5. PLC software mapping configuration

Applicable parameters are:
PC side I/F = just select Ethernet board,

Note: on some Mitsubishi software versions (like GX IEC), an interface is asking you
to define a station number, which is the the station number of the PC that has to be
different from the PLC station number.

PLC side I/F = Click on Ethernet module and configure as shown above:
PLC > type of the Ethernet module (normally part of your project)
IP Address > |P address of the PLC (in our case 192.168.0.61).

4. Test the connection by clicking Connection test.

Note: To test the communication remotely, you need to establish the Talk2M VPN bridge
first (as explained in Step 6).

5. End of software mapping in Ethernet connection.
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Accessing your PLC through MelSoft GX Chapter 6.

6. Accessing your PLC through MelSoft GX

1. Establish the remote connection to the eWON as explained in Step 6 of the eWON
configuration part.

2. Once the Talk2M VPN tunnel towards the eWON is established by eCatcher, start the
MelSoft GX software.

In MelSoft GX select Online > Remote operation

4. Allow enough time for the connection to actually take place, especially when using a
modem connection since the throughput may be relatively slow.

5. As soon as the connection is working, it appears in the status bar of MelSoft GX.

6. You can now work in remote programming mode.
Once you finished your work with MelSof GX:
- Go Offline and close

7. Once you finished your work with 6. MelSoft GX:
e Select “Work Offline” and close 6. MelSoft GX
e Close the Talk2M connection (VPN tunnel) by clicking Disconnect in eCatcher.

; - T e e s EERS s -
- L £ e e o ¥ s L ey S, A T

=25
eWON list f
B

Pool
[ BE8O0s:--a

Account

e Note: If the eWON is connected to the Internet using a GPRS/Edge modem, you
may want to disconnect it to save connection costs. To close the line, you have to
use the Go offline button which is displayed on the context menu when you right-
click the eWON in the eWON list.

[N o S| PAR— L
Plant X OFfline PLC at plank x

E Dekail

B
. Hiskary

G0 offlige
. Cunnm

, '-“’t"* - — = o e

e End of Accessing your PLC through MelSoft GX.
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Revision history

Revision Level Date Description
1.0 02/12/11 First issue
1.1 15/12/16 Added “PLC Discovery” to Chapter 5.2

Document build number: 15

Note concerning the warranty and the rights of ownership:

The information contained in this document is subject to modification without notice. The vendor
and the authors of this manual are not liable for the errors it may contain, nor for their eventual
consequences.

No liability or warranty, explicit or implicit, is made concerning quality, the accuracy and the
correctness of the information contained in this document. In no case the manufacturer's responsibility could
be called for direct, indirect, accidental or other damage occurring from any defect of the product or errors
coming from this document.

The product names are mentioned in this manual for information purposes only. The trade marks
and the product names or marks contained in this document are the property of their respective owners.

This document contains materials protected by the International Copyright Laws. All reproduction
rights are reserved. No part of this handbook can be reproduced, transmitted or copied in any way without
written consent from the manufacturer and/or the authors of this handbook

eWON sa, Member of ACT'L Group.
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