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This guide explains in a few steps how to configure your eWON, your Talk2M account and
your PLC software to access your Siemens S7-300, S7-400 PLCs through TIA for remote

diagnosis and programming. TIA
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Hard- and software requirements Chapter 1.

1. Hard- and software requirements

1.1 Hardware requirements
In order to follow this guide you'll need:

m 1 eWON with VPN capabilities (for example eWON 2101CD with integrated
modem or a 2005CD with second Ethernet interface)

m 1 Siemens PLC S7-300 or S7-400 Series
both featuring MPI/Profibus and/or Ethernet ISOTCP interface

m PC suitable to configure the eWON and the PLC

1.2 Software requirements
1.2.1 eWON related software
+ Web browser — Internet Exploreri or Firefoxii
to configure the embedded eWON parameters.

+ eBuddy — eWON detection and firmware maintenance utility
http://support.ewon.biz/softwares.htm

+ eCatcher — VPN tunneling utility
http://support.ewon.biz/softwares.htm
Note: this utility will be used to create the Talk2M account and to connect to your
eWON remotely.

1.2.2 Siemens related software

o TIA V11iigoftware. The version of the TIA V11 software must allow the use of the
TCP/IP interface (version 5.3 or higher).

1.3 eWON Firmware Version

Successfully following these guidelines requires an eWON firmware version 6.1s2 or
higher. The eBuddy application will allow you to upgrade your eWON firmware if
required.
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Objective Chapter 2.

2. Objective

The objective of this document is to guide you through the steps required to enable
remote access of your Siemens PLCs.

The remote access setup is composed of 4 different parts:

+ Communicating with your eWON through the Internet

+ Connecting your eWON with your Siemens PLC

+ Configuring your Siemens software to correctly communicate through the eWON.
+ Accessing your PLC through the Internet

To configure the eWON, all you need is a Web Browser and to open the internal
Web page of the eWON. (http://10.0.0.53 is the default IP factory setting)

If you are connecting to an eWON for the first time, you should read the "Quick
Start Guide for eWWON" shipped with your eWON. This document explains step
by step how to change the IP address of the eWON LAN port in order to be able
to connect to it.
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Typical configuration setup Chapter 3.

3. Typical configuration setup

Configuring remote access is simple. However, you will need to pay attention to the
different IP ranges involved. The diagram below summarizes the different network
ranges in use (IP numbers are examples).

When it is hooked on the Company LAN (or to the Site LAN) the configuration PC
needs to be configured in DHCP-enabled mode for you to be able to go through the
steps involving the general Ethernet/Internet infrastructure.

When it is hooked to the LAN-port of the eWON and the configuration PC needs to be
configured with a fixed IP address - in the eWON LAN range - for you to be able to go
through the steps involving the eWON (and the Ethernet ISOTCP connected PLCs).

Note 1: Because iterations between IP ranges are necessary during the configuration
process, you could consider using 2 different configuration PCs. It is no problem if you
use only one single PC, the present guide mentions each change in IP configuration
that will be required.

Company LAN Internet Site LAN eWON LAN
Qalc > Eixedi |
DHCP-enabled - i i o
I H ;O ‘;
‘ ] £
| DHCP-enabled PLCs (Eth - Serial) |
Company network range Site network range eWWON networl range
100 x 1010, x 192 168 0.x
25525500 SESZRE0.0 2552552550

Note 2: As the picture above shows, under normal circumstances the PC you will use
to remotely access your eWON and PLCs will be on a different network than the site
network. However, during configuration and testing, connecting PC to the site LAN is
fine. As long as the site LAN address range is different than the eWON LAN address
range you will not have routing issues.
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Prerequisite: Determining suitable IP addresses Chapter 4.

4. Prerequisite: Determining suitable IP addresses

To avoid routing problems later, it is better to start to configure the eWON and the
PLC with LAN IP addresses that will be suitable.

The type of physical carrier (GPRS or WAN/LAN) your eWON will use to connect to
the Internet will have impact on your IP address selection.

Before starting actual configuration, please read the general principles below.

4.1 Internet connection using the WAN Interface

If you plan to connect to the Internet using the WAN interface, the eWON will work
with a LAN IP address at the PLC side and a WAN IP address at the network side.

Example of IP ranges involved in a WAN/LAN configuration:

N

PLC1

192.168.0.61

Mask 255.255.255.0
GW 192.168.0.53

il —
=0 o- ©WON LAN IP
192.168.0.53
—
1
—
HEHRE
EL,_—‘ LR = 1
eWON WAN [ el = |
10.10.0.40 [NER) pc2 |0 |
192.168.0.62

Mask 255.255.255.0
GW 192.168.0.53

Important Note: The company network address ranges (Company LAN and Site LAN
in the example above) are specified and managed by the respective network
administrators. These ranges simply cannot be changed. So before configuring your
eWON LAN IP address and your PLC IP addresses, please ask for:

1. The specified company LAN network range to be used by the PC that will
initiate the remote connection (Company LAN).

In our example this range is 10.0.0.#

2. The specified company LAN network (Site LAN) range (and gateway) which
the eWON WAN port will use to get Internet connection.

In our example this range is 10.10.0.#

Knowing the ranges in use at the Company and Site side, you will be able to select a
range outside these networks for the eWON LAN-port and the PLC.

In the above example, we could select addresses in the 192.168.0.# IP range for the

eWON LAN and PLC since it does not overlap neither with the Company LAN range
nor with the Site LAN range.
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4. Prerequisite: Determining suitable IP addresses

4.2 Internet connection by modem (GSM, PSTN, ADSL)
If you plan to connect to the Internet through a modem, you only need to select an IP
address for the eWON LAN side. The IP address of the eWON LAN interface must be
compatible with the IP address of the PLC, but be outside the network address space
to which your PC is connected (Company LAN). If there is as an overlap between the
IP range of your PC and the IP-range of the eWON and the PLC LAN, the setup will

not route correctly.

Example of IP ranges involved in a GPRS/Edge modem configuration:

GPRS Machine
EDGE LAN

VPN-Server

/
1
\
\
\

Siemens
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4. Prerequisite: Determining suitable IP addresses

4.3 For proper routing, remember...
1. The eWON LAN IP address must be part of the same IP range as the PLC LAN.
2. The eWON WAN and LAN IP addresses must be in different IP ranges. The WAN

port of the eWON is generally DHCP-enabled, which is a good way to make sure
that it will be compatible with the company network.

3. The remote PLC network (eWON LAN) must be in a different IP range than the
company network on which your PC is connected (Company LAN).

Office Remote site

N

TalkZM
= X — ? =
“\\ Network 3 )
- Machine
“ Network 1 Network 2
Office Site

Network 3 = eWON LAN = PLC LAN (all in same range).
Network 3 # Network 2
Network 3 # Network 1
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Reaching your eWON through the Internet Chapter 5.

5. Reaching your eWON through the Internet

5.1 Step 1: Setting IP address of eWON LAN

Once you have selected your IP addresses, you can start configuring your eWON.
In our example, we will change the default factory address 10.0.0.53 to 192.168.0.53.

To configure your eWON LAN IP:

1. This connection will usually be made through the Company network. It can also
be made with a point-to-point link. At this stage there is no constraint on the IP
range of your PC. For this step, eBuddy can access the eWON even if your PC
and the eWON have different network address ranges. eBuddy — eWON
detection and firmware maintenance utility
http://support.ewon.biz/softwares.htm

Company LAN

Point-to-point connection
(if eWON model has only 1 LAN port use crossed cable).

2. Start the eBuddy utility on your PC
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5. Reaching your eWON through the Internet

In the home page,

select Set IP Address

File Wiew Tools Help

cBudsyg

Set IP Address

Update Firmware

Backup/Restore Application

You don't need to fill out the Serial Number, just click on Browse

File “iew Tools Help

eBoddy

Set IP Address
Click this link to set o

Update Firmware

EeBudd\,r - eWON Maintenance Utility

[l eBuddy - eWON Maintenance Utility

The eWON companion

k this link to set or modify the IP address of an eWON.

to update the firmware of an eWON.
( sl Buddy was updated with the latest firmware)

Click this link to backup or restore your @WON application.

The eWON companion

IP Address Wizard

Welcome to the IP Address Wizard

Wihich WON would you lke to corfigure? |2 ewou

g

x|

k to upda
re eBuddy wi

Backup/Restore Applid
Click this link to backi
Update eBuddy

Download the latest

Setial Mumber! Browse.

User Login
Username: adrm

Password: e

operations.

Switch to List Mode {Ad

Click this link to displ

< Back I Mext > I Cancel

e b
T - . TN Ty

eBuddy finds your eWON. Select it by double-clicking on it and the IP Address

window opens.

Enter new LAN IP address and Subnet Mask. Click Next

[$]eBuddy - eWON Maintenance Utility
File “iew Tools Help

&

@ Refresh )ﬂ Wizard Mode

IP Address Wizard

Serial Murn,,, = | Device Type

%
IP Address
0830-0012-59 SN 200500 Here you can specify the new [P settings (07 @H‘N 4

b

Serial Murmber:  0830-0012-59

1P Address: 192 . 168 . 0 . 53 w
Subnet Mask: | 255 . 255 . 255 . O %

w\\_,m... \.*‘\,\z’,,

< Back Mext =

Cancel r}

\,\" T il T g e et ——————

e, e

pr——

€ ecWEON
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5. Reaching your eWON through the Internet

6. Wait until address update and device reboot are completed. Click Finish.

[s]eBuddy - eWON Maintenance Utility

File Wiew Tools Help

/Y o
(@] Refresh | Y/} wizerd wode || IP Address Wizard X
Serial Mum... = | Davice Typs date of remote devi
0830-0012-59 EWON 2005CD i e ew‘“
3 Update request sent successfully.
£ eWON updated successfully.

R TP, T e ol

In our example the eWON was set to LAN IP address 192.168.0.53.
As shown in § 4.1 Internet connection using the WAN Interface, this address fits
into the PLC-range and does not interfere with the Company LAN.

7. End of step 1
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5. Reaching your eWON through the Internet

5.2 Step 2: Configure eWON for Internet connection
To configure your eWON's Internet connection :

1.

Configure the network parameters of your configuration PC to encompass the IP
range of the eWON LAN. To do this, go to START, Settings, Network
Connections. Open the currently used connection, select the TCP/IP parameter
row and select a fixed IP address within the range of the eWON LAN. Click OK to

close the wizard.

2. Connect the PC to one of the LAN ports of the eWON.

3. Open your Internet browser and access the eWON internal Web page by typing
the LAN address you just configured (in our example http://192.168.0.53)

4. To open the eWON wizard page, click on Configuration in the toolbar and then
on the wizard @ icon. The following page will be displayed:

iq |

-

TalkZM

#:eFive |
—d

What do you want to configure?

Configure INTERNET Connection

Use this wizard to configure how the eWORN will connect to the Internet
Test INTERNET Connection

Lize this wizard to test the e¥WON internet connection.

Configure Talk2M connectivity

Use this option to configure this eVWOM to connect to talk2k com
Thie WOk must first be definsd in Talk2h

Configure "eFive™ connectivity

Use this option to configure this VWO to connect to your eFive WP
SEPVER

The WO must first be defined in your YPR server.

Configure mdex connectivity

Use this option to configure this eWWOM to connect to mdex

5. Click on the icon next to Configure INTERNET Connection to launch the wizard.
Following window will be displayed (options in drop down are depending on

€ ecWEON

hardware configuration) :

Internet connection

I Ethemet WAN connection 'l
\No Intemet access |
[ Modem Connection :

Ethemet WAN connection &

<< Previous

Remote Access for Siemens® S7-300 & 400 PLCs through TIA (How to)
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5. Reaching your eWON through the Internet

6. According to your eWON type (with a modem or a second Ethernet interface), you
will have the possibility to choose between different connections:

e Modem Connection
e Ethernet WAN* connection
e ADSL

*WAN refers to wide area network , which is network that covers a broad
external area using the Internet infrastructure, as opposed to LAN referring to
local area network that is restricted to internal networks.

From the next step onwards, we will address the most current access which is
Ethernet WAN connection (for modem connection refer to Appendix 1 —
Specifics for Modem connections).

7. Make sure the WAN port of the eWON is physically connected with the company
network. Traffic LED do not lit yet as the connection is not yet defined.

8. Select Ethernet WAN connection. The usual configuration for Ethernet is DHCP
enabled (device obtains IP address and Internet access automatically from host).
Use a fixed IP address, Gateway and DNS only if this is clearly required by the
network admin.

Ethernet WAN connection
Address Setuy) | DHCP =

IP Address:
Subnet Mask

Default
Gatevway:

Mot for
reference
DNS ¥ via DHCP allocated

automatically
Primary DMS: 10,0013
Secondary 0.0.0.0

DNS:
HTTP Proxy

[ Connect to Talk2M through Proxy
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5. Reaching your eWON through the Internet

9. Click Next and go to step 10 Internet Connection Test.

10. The last step of the Internet configuration consist in a communication test. This
test should end up successfully as shown in the snapshot below:

Current operation

. Finished

Results

' Internet connection

« Cnline IP Check

Diagnosis

d

SUCCESE! Internst connection tested

The Internet Connection means that the eWON is correctly configured for an
Internet connection. If this test is not successful, then go back to the previous
configuration steps and recheck all settings for compatibility and accuracy.

The Online IP Check means that the eWON was actually able to reach an IP
address on Internet. It might not be so critical if this particular test fails. Go
ahead with the procedure without being too much concerned.

You normally do not need to read this manual to complete the present procedure,
but we mention for reference the detailed document describing the use of the
wizard: AUG-019-0-EN-(eWON Configuration for Internet Access Using the
Wizard). http://support.ewon.biz/docs/Talk2M_Free.htm

11. End of step 2.
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5. Reaching your eWON through the Internet

5.3 Step 3: Creating the eWON in your Talk2M account

To connect to your eWON remotely, we will use eCatcher and Talk2M.

1. You can skip the present point if you already created a Talk2M account. If you
haven't created your Talk2M account yet, install eCatcher and create your Talk2M
account as per § 3 of the guide "Talk2M — Getting started on Service Free+"
available at http://support.ewon.biz/docs/Talk2M_Free.htm. You can download
eCatcher from this link as well.

2. Connect your configuration PC to the company LAN and configure its network
parameters to DHCP enabled (acquiring an IP address automatically).

3. On the menu on the left side of the eCatcher interface click on the eWWONs button
(default view).

#®_ eCatcher (4.0.0 build 13070)
admin [admin] GettingStarted  Logout English ¥ ﬂ
Active connection

E My eWONs

RN ©
Add Ei O Refresh
E S Custom Fied 1 Custom Field 2

Mo active connection,

4. On the menu on the left side of the eCatcher interface click on the "+" (New
eWON) icon in the eWON list section. The following window appears:

eWON Name: [y ON
W ON Description: This is the description my eWon
Connection Type: Permanent (LAMN [ ADSL [ 3G) |+

Permanent (LA [ ADSL [ 3G)
Triggered (GPRS [ EDGE | 3G)
PSTH

5. Enter the eWON name you want to use on the Talk2M server to identify the
remote connection to your e WWON.

The eWON Description can be left empty.

Select the Connection Type to specify how your eWON will be connected to the
Talk2M server using:

+ apermanent LAN / ADSL / 3G connection
+ atriggered GPRS / EDGE /3G connection

+ an Internet connection over a PSTN connection (analog modem).
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5. Reaching your eWON through the Internet

If you specify a triggered GPRS / EDGE / 3G connection, then you will be asked to
specify the phone number. This will allow Talk2M to wake up your eWON
remotely using a Wake-Up SMS as described in Appendix 1 — Specifics for
Modem connections.

8. Click on Next.
#. New eWON 53
Custom Field 1 |Belgium |
Custom Field 2 |Nivelles |
Custom Field 3 T |
[ < Back ” Create H Cancel ]
Here you can enter additional information concerning your remote connection. The
Custom Fields can be used to classify or filter your different remote connections.
This will allow you to find easily the eWON you need to connect to.
In this example, we entered Belgium, Nivelles and Site A to localize where the
eWON is placed. The Custom Field names can be modified as explained later in
this document.
9. Click on Create to add the eWON to the eWON list of your Talk2M account.

10. The Talk2M Connectivity page opens:

#. eCatcher (4.0.0 build 13070)

admin [admin] GettingStarted  Logout English ¥ ﬂ
g Talk2M Connectivity: MyeWON
EWONs = Back to WO list
‘four WO is created, You should now configure the Talk2M connection on your W ON,
‘fou may configure your eWON via SMS, activation key or eWON name.,
Users Select your preferred method to configure your eWON:
S5M5
E. Send an SM3 to the eWON with its activation key,
- f\ﬁ'\”“ It will trigger the remote auto-configuration. Send SMS ko eWON

Account

Activation Key Every eWON is assigned an Activation Key during its creation in Talkam,
This key cannot be changed.

"‘K"""“— Activation Key: |c4a%1331b2635d11a39e4547d1d8%e44 | | Copy to Cliphoard ?
eW0ON Name
o
ey eWON Name: MyeWON | Copy to Clipboard
> [ J

Cedu€lson [ |ude Tallk’'M @

€ ecWEON
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5. Reaching your eWON through the Internet

11. During the Talk2M connection wizard of your e WON you will need an activation
key which will allow the eWON to get back the VPN keys and certificates needed
for the VPN connection.

Under the Configure via Activation Key section you will find the Activation Key
needed for the eWON configuration. Click on the Copy icon to copy the activation
key into the clipboard of your PC.

Note: Next to the eWON configuration using the Activation Key there are also 2
other configuration methods:

Configure via eWON Name: During the eWON Talk2M wizard, instead of using
the Activation Key you can also specify the eWON Name and use the user name
and password of your Free+ account.

Configure via SMS: If your eWON has a GSM modem and if the eWON is
already configured for Internet connection, then you can also send an SMS to the
eWON containing the activation key. When eWON receives the SMS, it will then
trigger automatically the Talk2M connection wizard and will configure itself to
connect to the Talk2M server.

12. Click Back to eWON list. The new eWON is now be displayed in My eWONs list
section in the central part of the window.

#_ eCatcher {4.0.0 build 13070) 9[(=1(E3)

admin [admin] GettingStarted  Logout English ¥ ﬂ

Active connection

E My eWONs

Add Properties  §==) Logs
=] =
()

Skatus
Accaunt

Mo active connection,

Cffline I

Ceduelso [ ek Talk’M @

13. End of step 3.
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5. Reaching your eWON through the Internet

5.4 Step 4: Configuring your eWON to connect to Talk2M

1. Configure the network parameters of your configuration PC to encompass the IP

range you used to allocate the LAN IP address to the eWON.

2. Connect the PC to one of the

LAN ports of the eWWON.

3. Open your Internet browser and access it's internal Web page by typing the LAN

address you just configured (in our example http://192.168.0.53)

4. To open the eWON wizard page, click on Configuration in the toolbar and then

on the Wizard @ icon.

The wizard window will open:

Configure INTERNET Connection

Use this wizard to configure how the VWO will connect to the Internet.

Test INTERNET Connection

Use this wizard to test the ev¥iON irternst connection.
Configure Talk2M connectivity

Use this option to configure this eWWON to connect to talk2h .com
The eidhl must first be defined in Talk2ht.

Configure "eFive™ connectivity

Use this option to configure this eWWON to connect to your eFive VPR
server

The ikl must first be defined in your WP server.
Configure mdex connectivity

Use this option to configure this WWON to connect to mdex.

Mair Menu

5. Click on the Talk2M wizard.

The following window will be displayed:

This wizard will guide you through the Talk2M ¢

TalkZM

i)t

{ Click here for old Talk2M Free )

€ ecWEON
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5. Reaching your eWON through the Internet

Click on Next to register the eWON on the Talk2M server.

Click on Register with ACTIVATION KEY, as in the previous step, we copied the
Activation Key to the clipboard of your PC. Paste the Activation Key
(Ctrl+V).

Selectyour prefered method for registering the edWOR on Talk2.com?

i Register with eWWON NAME

[y Usze the eWiON Talk2m name and your Talk2m login and pasward.
— The evwi0h] must first be defined in Talk2hd.

Register with ACTIVATION KEY
ABRKSIE Usze the eWiOn '&ctivation Key' provided by talkz2hd.com.
n : The evwi0h] must first be defined in Talk2hd.

@ & ACﬁVSﬁDnKEYZ{2}|240388f2b048ab212a8d?b8dbd82b88d |

Important: “our ebWOR must have 3 working Internet Connection
Before using the wizard, the eWOMN Internet access must be correctly configured.

-,

8. Click Next

Note: If you choose the Registration with eWON NAME method, then you will
be asked to enter the Name you specified for the remote connection in your
Talk2M account. You will also need to specify your Talk2M account name and
enter the user name and the password which you use to connect to your Talk2M
account.

The next window of the wizard will ask you if you need to connect through a Proxy
server.

Connect via HTTP proxy [
Enable this option only if you are connected to Internet via proxy (ask
wour network administrator if not sure)

=< Previous m

9. Check this option only if you need to specify a Proxy server for the Internet
connection. Otherwise leave this option unchecked and click Next.
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5. Reaching your eWON through the Internet

10. The Talk2M registration will now start and the result will be displayed on the
wizard page:

Current operation

. Testing Direct HTTP connectivity...

Results

« WAN connection

« UDP connection X X
Wait until test
pProcess is
completed

*  HTTP direct connection

« HTTP Proxy connection

*  Read Talk2M config

«  Test WPN connection

Diagnosis

The eWON will first test the different connections needed to connect to the Talk2M
server (UDP and HTTP or HTTP using a Proxy). Then the eWON will connect to
the Talk2M server and retrieve the VPN keys. At the end, the eWON will establish
the VPN connection to the Talk2M server.

Once the registration and configuration of the eWON are completed, the result will
be displayed on the Wizard page as shown in the following picture:

Current operation
@ rinished

Results

WAN connection

UDP connection

HTTP direct connection

HTTP Proxy connection Operation skipped

Read Talk2M config

N SR 8 B

Test WPN connection

Disgnosis

PN connection will use UDP mode
i SUCCESS: YPN connection configured and tested

11. Click on the Done button to close the wizard.

Your eWON is now configured to connect to the Talk2M server.
12. End of step 4.
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5. Reaching your eWON through the Internet

5.5 Step 5: Connecting the eWON remotely

Now that the eWON is configured to connect to Talk2M, we can establish the remote
connection to the eWON.

1. Connect your configuration PC to the company LAN and configure its network
parameters to DHCP enabled (acquiring an IP address automatically).

Launch eCatcher and open your Talk2M account.

In the eWON list section select the eWON you want to use for the remote
connection.

®. aCatcher {4.0.0 build 13070) =3
Tom Sawever [TSR] MyTalk2MAccount  Logout English W
E Active connection
EWONS

Mo active connectian,

E My eWONs

Add Properties Logs Connect Refresh
Ls:

iy | SWON Site A Offline Eurcpean podl, ...
Pools Print Shop Offline Printing shop ewon European pool Drukmaster Site E Utrecht
EBulk Storage Offline Conveyor Belt American pool, ... Wash Powder Inc,  Site C EBeverly Hills, US&
A{: Packaging Line § nline Palettisation _ Ametrican pool, ... | Unified Paper Mills Misare, India
ol Windmill é’ Offline skatus no... Power Plant American pool, ... Heawvy Steel Indus... Site % Osaka, Japan
Groups
(——

The eWON which you just configured should now be displayed as on line (green
tick in the action column). This means that the eWON has established its VPN
connection to the Talk2M server.

4. Double-click the online icon or click on the Connect button displayed in the
eWON list menu to establish the remote connection to this eWWON. eCatcher will
now establish the VPN connection to the Talk2M server.

5. Once the VPN connection to the eWON is established, the eWON will be
displayed in the Active connection section on the top of the window.

#. eCatcher (4.0.0 build 12668) (=113
E eWON Guest [eWON_guest] eWON_guest  Logout English ¥ H
Active connection
Devices
, .
Q.L -@ Packaging Line (1} 10.237,153.103  Palettisation line
Users ) i _;ﬁ LAN: Al devices or network are reachable by connecked users,
@ HMI Wrapping Machine  192.165.120.4:HTTP Palettisation Wrapping Machine

E& - PLC Control Room 192.168,120,233:HTTP  Palettisation Contral Room PLC

Accounk

Mame Status | Description .| Location | Site Company

Packaging Lin...| ““@§ Conne... | Palettisation line eWON_guest| Misor...

Unified Paper ...
Bulk Skorage Offline Conveyor Belk Bewverl... Site C
windrnill {6} 6’ Orline Power Plant Osaka,.. Sike X

Wash Powder Inc,

Heawy Skeel Ind. ..
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5. Reaching your eWON through the Internet

6. The PC is now connected to the eWON using the VPN tunnel and you can start to
use the remote connection.

7.

€ ecWEON

If you want/need to connect to the eWON itself, you can click on the eWON Name
link in the Active Connection section, as displayed in the following picture. Once
the home page of the eWON web interface is displayed, you know for sure that
your connection is effective.

Devices

#. eCatcher (4.0.0 build 12668) 9 [=11E3;
eWON Guest [eWON_guest] eWON_guest  Logout English ¥ E
Active connection

Users

Account

Note:

Q:EZ@-G Packa?ni Line {1} 10.237.153.103 Palettisation line
i ( __,n 2 Al devices or network are reachable by connecked users.,
HMI Wrapping Machine  192.1656.120.4:HTTP Palettisation Wrapping Machine

‘... PLE Control Room 192,168,120,233:HTTP  Palettisation Control Room PLC

My eWONs

Mame Jescription onn...| Lacation | Site Comparty

Packaging Lin...| ““@§- Conne... | Palettisation line eWON_guest| Misor... Unified Paper ...

Bulk Storage Cffline Convevor Belb Beverl... Site C ash Powder Inc,

For specifics related to modem connection (including GPRS/Edge) please

go to § 10 Appendix 1 — Specifics for Modem connections at the end of this guide.
8. End of step 5.
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5. Reaching your eWON through the Internet

5.6 Step 6: Terminating the remote connection

1. Click on the disconnect button in the Active connection section. This will close the
VPN connection with the eWON.

®._ eCatcher (4.0.0 build 13070}

admin [admin] GettingStarted  Logout English ¥ ﬂ

E Active connection

Qﬂl\@ @ MysWON 10,149,148, 175 (LAN: 192,168, 120,202)  This is the description my eWoN

_ﬁ LAM: 192.168.120.202 /24 Al devices on bhe network are reachabls by conneckad users,

Users | My eWONSs

Froperties Logs s Disconnect Refresh
()

Stal | Name Description Custom Field 1 Custom Field 2 Custom Field 3
gecalnt ~@§- Connected MyeWoN This is the description my e... | Belgium Nivelles Site A

2. Note: For specifics related to modem connection (including GPRS/Edge) please
go to § 10 Appendix 1 — Specifics for Modem connections at the end of this

guide.
3. End of step 6.
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Linking eWON and PLC Chapter 6.

6. Linking eWON and PLC

6.1 Local link capabilities

Depending on whether the PLC will be connected to the eWON with a MPI/Profibus
or Ethernet ISOTCP link, the eWON configuration and the connection to the PLC will
be different. Both types of connections will be explained.

Keep in mind that you can combine both connection types without any problem. For
example, you can connect at the same time to one or more S7-300&400 using the
MPI/Profibus port of the eWON and connect to one or more S7-300&400 PLC(s)
using the Ethernet ISOTCP connection between the eWON and the PLC.

Company Machine

LAN LAN
VPN-Server
© A
:‘(
A
Siemens TCI"(z' A 7
(%Y (Tolk2M 5=
\ = ¥ T-'
\ . ~F
\"
™
Firewall
Proxy

6.2 MPI/Profibus link configuration

1. Go to the eWON Web page either using the just configured VPN tunnel or a point-to-
point connection to the eWON LAN port.

2} eWON Session (Adm) - Microsoft Internet Explorer

File= Edit View Favortes Tools Help #
O © MEG P frroe @3- 53 B
Address @ http:/10.8.131.44:81 fAst{MainAst .shtm v| Go  Links *|
Q//ewou View IfO Alarm Summary Diagnostic Q Canfiguration
L Alarm History Files Transfer Log off
el ',,__.p“’"’\f" -'“'\_‘__’,u-‘ PUPT N W rf ., f anbiiign. g e gp— s,

2. Open the eWON IO Server configuration and go to the I0Server page

N eWON Session (Adm) - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help a.

eﬁack i \;) @ @ Ch pSearch *Favurites @ @v .3} ..‘3

Address @ httpef 10,8, 131, 44: 81 Ask/Mainfst, shkm
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6. Linking eWON and PLC

3. In the drop down field select the "S73&400" |10 Server

IMain Menu

Select an 10 Server

/

. U NP SN S S GRS e P NS o

4. Setthe Protocol Type, Baud Rate, Reply Timeout, and MPI/Profibus Highest
Station Address corresponding to those actually configured in the PLC you want to
communicate with (shown values are eWONs default values):

v ewou Tag Setup System Setup 10 Server Config Main Menu <

10 Server: ear Init Global Config 01/01/200,

S73 & 400 I0 Server & Gateway settings
i F B gﬁ
AU B15:2 FIDP SIMATIC FC stati..

Properties 3

4

I Network settings —"

Highest MP1 address: 31 -

Transmission speed: | 187.5 kbps ||

Gateway Configuration

192 kbps
Topic A: M Enabled 1.5 Mbps @
I 3Mbps

: 6 Wbps
ame: 12 Mbps #

Note: The MPI/Profibus Address is the MPI| address of the eWON not the one of
the PLC! The address configured here has to be an MPI Address that is not yet used
on the MPI network. In most cases the default value 0 will work fine.

5. Save your settings by clicking on Update Config and leave the Web configuration
interface open.

Update Config ! Cancel

6. Interconnect the MPI port of the eWON with your PLC
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6. Linking eWON and PLC

7. Go back to IOServer settings page (Edit menu) and click on the Destination MPI
Node link to check if the eWON MPI interface is correctly configured and connected
to your MPI network.

Mair Menu

8. The MPI Status Info popup opens:

<A Status Info - Microsoft Internet Exploren

status of neighbour MPL/PROFIBUS stations
-1 2 -5 [&] 7 =} 9 10 11 12 13 14 15
16 19 =z20

17 18 21 22 23 24 5 26 27 28 29 30 31

32 33 34 35 38 3F 38 39 40 41 42 43 44 45 46 47
485 49 50 51 52 53 54 55 S5 57 58 59 &0 Bl 62 63
64 65 66 6F 63 6% FO F1 Y2 V3 F4 F5 V6 Y7 VG 9
g0 81 82 &3 84 &5 S8 &7 83 89 90 91 92 93 94 95
96 97 95 99 100 101 102 103 104 105 106 107 108 109 110 111

112 113 114 115 116 117 118 119 120 121 122 123 124 125 126 127

Close
-

This window will show you the different MPI devices detected by the MPI chip of the
eWON. The ID numbers of the detected MPI/Profibus master devices are
highlighted.

If the status table does not display any MPI address, then the MPI I0Server setup
parameters for your eWON are not correct (or have not been saved using the
Update Config button). Please check the baud rate settings, verify that the eWON is
not using an already used MPI address and make sure you end-up with Update
Config.

If the status table displays only one MPI address (actually the one of your e WON), it
is likely that the Baud Rate settings are not correct or that the eWON is not properly
connected to the MPI network (or that the cable used is not OK).

9. End of serial link configuration.
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6. Linking eWON and PLC

6.3 Ethernet ISOTCP link configuration

N

PLC1
192.168.0.61

Mask 255.255.255.0
GW 192.1468.0.53

I

eWON LAN IP
192.168.0.53

T

el ][]

eWON WAN
10.10.0.40

PR =

PLC2 ]L:‘
192.168.0.62
Mask 255.255.255.0

GW 192.168.0.53

- Tips -

As of firmware v12, there is a PLC Discovery feature inside the eWON. This allows
the automatic discovery of PLC (linked to the eWON) on the network while you are

connected through Talk2M. No need to set the IP of the PLC in the same range
than the IP of the eWON.

For more information, please refer to AUG-070: PLC Discovery through Talk2M

If your eWON runs a firmware 6.2s1 or greater (see note) AND your application is

straight forward, there is nothing to do but making sure that the PLC IP address is in
the same range than the LAN IP of the eWON.

Note 1: From eWON firmware version 6.2s1 onwards, the Plug'nRoute function
automatically configures the Ethernet routing. With this configuration, it is - in

most cases - no longer necessary to set the eWWON address as Gateway into
the PLC.

If, for any reason, you are using an earlier firmware version (not recommended)

OR would the Plugn'Route function not work in your specific application , then
you should refer to Error: Reference source not found.

Note 2: The eWON types with 4 LAN ports (2005CD or 4005CD) can be
connected to the Ethernet port of the PLC directly. Whereas the eWON types
with a single LAN port (2101CD or 4101CD) need to be connected with a
crossed cable (single PLC) or an external switch (multiple PLC).

2. End of Ethernet link configuration.

€ ecWEON
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PLC software mapping configuration

Chapter 7.

7. PLC software mapping configuration

7.1 MPIl local link

If you connect to the PLC using the MPI or Profibus link, then follow the steps explained
hereunder:

Download the eWON Gateway station library for TIA from our support web page
http://support.ewon.biz/ewon_cfg.htm.

Unzip the contents to a location of your choice on your PC. You should obtain a directory
named eWON Lib containing 4 directories and an eWON Lib.al11 file.

{

Address ([ D\Documents and Setkingsipbti iy DocurmentsieWon Lib

o My Compubsr

File and Folder Tasks ¥

Other Places e P
ﬂTMF‘

(£} My Dacuments ) UserFiles

WOM Lib.al1 1

€ ecWEON

Lt
|l ‘ s Neﬁnrk Flaces . A

Open the your TIA software. Open your project. We assume there is at least one PLC CPU
included in this project. In the central work pane, select the Network view tab like shown
below.

L% 10.0.5.20 - Remote Desktop Connection

T4 Siemens - eWON-gateway
Project Edit View Insert Online

Cf (3 H saveprojet 2 ¥ 5

Options  Tools  Window  Help
X D@ 3 MEER § cooni

eWON-gateway » Devices & networks

Totally Integrated Automation
i) POR’

TAL

ne ¥ Goofiine Ao [N I8 € 1]

Devices | Topology view | [# Networkview ||t Device view || Options (]
" =
50O 2 ok vewore £ comnectons CENEY & E SI5
3

Catalog £

Do H [E=S—l
PLG_1 g Fikeer g

CFU 315-2 FN/DF. » [ PLS 2

¥ [ Hm

» [ PC syt |

» [ Drives E

» [ Netwo s E

» [igj Detecting & Monitoring E

» [ Distributed lio R

» [l Field devices ]
» [ otherfield devices =

B

< i B 4l

¥
|< properties [ info )| 2] Diagnostics | |

(]

General E

E

General 5

General Y
v Details view |

Name: | S57300/ET200M station_1 |

uthor: [Suppo
o Author: [ Support ]

> Information

4 Portal view
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7. PLC software mapping configuration

4. To import the eWON gateway station file you downloaded, click on the Libraries tab on the
left (1), then click on the Import button (2) in the Global libraries section. Browse to the
eWON Lib directory you unzipped earlier and select the eWON Lib.al11 file (3) and click
Open.

g 10.0.5.20 - Remote Desktop Connection
T4 Siemens - eWON-gateway
Froject Edit View lnsert O LOp(mns Tools tWindow Help Totally Integrated Automation
CF 3 soveproiect & X 3= 5 X D g I MG E R S coonline oF coofilne o [N 17 3¢ H 1) PORTAL
Libraries &)
Devices [& Topology view | Networkview |If Device view || Options |
. e
5o O B [ necvor ] L8 comeatns T a: = =6
ES
~  Project library H
~ ] eWONgateway =l = =
3 = o
i Add e C 2
1A » L Project libra k]
b Devices & netwarks PLC 1 Open global library = LU Fraj ry g
ra CPU 315-2 PNIDP . [=
» [ PLe_1 [GPU 9152 PHYDP) Look in SWON Lib - @3 mE
» [ Comman data " L
» (5] Dacumentation settings e Rlame Dateupodiied Type o)
Q) e AdditionalFiles 9/02/201210:26 File folder =]
» G on RecentPlaces [ 90220121026 Filefolder =
» [ SIMATIC Card Reader v System 9/02/201211:05 File folder ~ | Global libraries =
™P 9/02/201210:26 File folder m e
4 % Bl [F
Desktop UserFiles 9/02/201210:26 File folder ol s
— B ewon Lib d— 9/02/2012 11:03 Siemens: il TSRS =
- - o -ob =
<] i = B =
ibraries ) B
3 E
General Computer £
0 “ i v g
General - h C’.! 3
eneral ES
e e nane: SWON Lib - z
~ i Details view Fiesoftype:  [(Global liary < [ ceneel ] ’_D‘
7] Open as read-only ~
0
Commen T ~
v
> Parts (Project library)

5. Deploy Master Copies under the newly create entry eWON Lib in Global Libraries, click
and drag the eWON Isotcp GW object in the Network view pane like shown below.
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7. PLC software mapping configuration

L% 10.0.5.20 - Remote Desktop Connection -0l x|

TA Siemens - eWON-gateway

Project Edit View Insert Online Options Tools Uindow Help Totally Integrated Autormation

G Rl seveproiea @ X B E X Qs [ B MEE R S coonine F coofine | fip NIA x| ] 1 PORTAL
eWON-gateway » Devices & networks

|| Devices | | Topology view [, Networkview | Device view || Options

EN~) £ Network £ Gonnections TEH Qe

k

~  Project library
K= -

» LUl Froject library

5] =

+ [ ] eWOh-gateway

[EF Add new device

N e B PLC_T £WON Isotep GIV
I RIS e CPU 3152 PNIDP ! SIMATIC PC stati
» [ eWON Isotcp GW [SIMATIC PC sta
» [g§ common date
» 5] Documentstion settings
» [@ Languages & resources

TojeIes aienpien (T ]

¥ (i Online sccess
» (5 SIMATIC Card Reader

~  Global libraries

[0 LR ] G
¥ [ Buttons-and-Switche s

» LLI Monitating-and-contral-objects
templates

S[00Y U0 [=]]

I —

& Properties  |"info ] % Diagnostics | Sl

» i Types
General  [i5] Master copiq Click and Drag
General Ml [ eWoN 1sotep &W
<DE confi General ky‘
< [ B

| Details view iy

[ sepegn ] Sreerqn

Name: [eWON Isatep GW |

[7] Carnputer name identical to PC station name.
Name

Cormputer name

Authar; | Suppart |

y Camment. |

<] [0} B > Parts (Global libraries)
4 Portal view = ify Devices &ne.._ R

< N | 0

The eWON gateway is now displayed in your network view.

Click on the red square (1) of the eWON object to open the properties of the MPI interface
of the eWON. In the Properties tab below select MPI address (2)in the General tab and
configure (3) the MPI address of the eWON (here the chose address is 6).
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[ 10.0.5.20 - Remote Desktop Connection i [=[ ]

T4 Siemens - eWON gateway

Froject Edit View Insert Online Options Teols Window Help

i iRl seveprojest @ M T X e @s I BMIE DR Y coonine F cootine fp I8 % | 1] PORTAL
eWON gateway » Devices & networks
Devices |& Topologyview | Network view |} Device view || Options ]
. =
5 O © B [ o8 vewor 13 comersons o E S
E
E
K
+ 7 eWON gateway = 3
- o
I Add new device : 2
» U1 Projectlibrary. =
b Devices & nemworks PLC T SN [5otcp GYY tH b
e CPU 315-2 PN/DP SIMATIC PC stati. =3
» L PLC_1 [CPU 3152 PN/DP]
» [ ewOn Isotep GW [SIMATIC PC sta |
» [5 Comron data ]
+ [5]) Documentation settings S
DI RS s =
» i Online access E
H

@ i Global libraries
¥ 5 SIMATIC Card Reader &3 Gt B
» LI Buttons-and-Switches
» LI Monitoring-and-controkobjects
3 — - i gt

=
E
: @
¥ LLIwinac_p b3
- [l ewon Lib
& Properties %} Info 1| & Diagnostics M —
» [l Types ]
General w [&2] Master copies =
» General [ ewon 1sotcp G 5
MPI address et
< w > MPraddes 2
Assignment i
~ Details view g \ Interface networked with |
Options
LDE configuration Subnet: | Mot networked [+]
Narne Resene LSAPs Add new subnet
Paralpeters

Interface ype
3) e
Highest address

Transmission speed:

B

> iParts (Global libraries)

4 Portal view oy Devices &ne.

« N | *

8. Click on the red square (1) of the PLC hold and drag to the MPI interface of the eWON to
create the MPI network between the two devices. Once the link is create, edit the Network
settings from the General (2) tab and select the baud rate that the MPI link will use (3).
Note: the baud rate selected has to be the same than configured in the eWON 10 Server

[ 10.0.5.20 - Remote Desktop Connection i [=[ 4]

T4 Siemens - eWON-gateway

Project Edit View Insert Online  Options Tools Window  Help

Totally Integrated Automation
CF O H smepoier 2 ¥ =

aX e [ B OEER F coonline F coofiine &, MM ¥ 1] PORTAL

eWON gateway » Devices & networks
Devices |& Topology view [ Networkview [} Device view || Options ]
. =
HOQ B | metwork] £ connections [Hitconnestion  [~] F5 B @ ¢ [100% [=] =] dJe
ES
oject library H
~ 7 elfiOn-gateway = El [ hd £
[ Add rew device S
i
ahy Devices &networks AL DI itz G > WP lbrary A
Lo cPi1 3152 Click and Drag || (4 SIMATIC PC stat 5
» [ PLC_1 [CPU 3152 PRIDF]
» [ 0N Isctep SW [SIMATIG PG sta ‘k -
» [g# Cornman dats B v
» [5]) Docurentstion settings e o
» [§ Languages & resources TMPLT e
z
» [ Online acoess v | Global libraries o
» [ SIMATIC Card Reader &3 & e
» LUl Buttons-and-Switches
» LU Monitoring-and-cantrokobjects [,
<1 1] » LW tamplates 5!
b LLI WinAC_MP =
v LUl ewom Lib
[a Properties "4 Info_i] %) Diagnostics | e -
» &3] Types 0
|| General » [{3] Master copies =
Genersl [ ewon Isotep G s
" N Network settings ES
g W] Network settings 3
 : Details view |

Highest MP| address:

3 ' Transmission speed:

Name

> Parts (Global libraries)

4 Portal view i Devices &ne.

9. Double-click on the green square (1) of the eWON to configure the Ethernet Interface of the
Gateway. Select the Ethernet address option from the General tab in Properties (2).
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T4 Siemens - JCN_test
Project Edit ‘iew Insert Online Options Tools Window Help

F A smeprojet 2 X 2B X D@ §ABE DR I coonine F cooiine fp B8 % ||

Devices |§ Topology view HEE] Network view @ Device view | Options (<E]
v H x
0O Z [of neveon] 11 connecton ETOR E g
H 2
~| v i Project library 3
- JCM_test = % = - N
jﬁ;dd d G E 8
new device -
» || Project library 1
5 Devies & networks PLC_1 eWON Isotcp GW o W .
= CPU313C SIMATIC PC stati... 5624 2
» [ PLC_1 [CPU 313C)
b [0 =WON Isotcp GW [SIMATIC PC
+ (5§ Common data || u [2]
» [5] Documentation settings e
» [ Languages & resources MPI_1 s ] b E
» i Online access ’ ~ [ Glabal libraries |z
< [l BAL-N| i e
» [ SIMATIC Card Reader <l e — o T EE
» LB d h
A 1 = A T =
|t Properties  [%iinfo &2 Diagnostics | » (D Monioring and controlobiects |5
General » L) pocumentation templates 5
2
General Ethernet add b LLI winAC_mP =
~ LL| ewonN Lib
Optians o
Interface networked with [l
Ethernet addresse( 2 ] Ol WS [}
- [£] Master copies =
» Advanced options ) =
Subnet: | Mot networked [+] 9 ewon 1sotep Gw E
-
3 E—— W 4
~ : Details view I1SO protocol 4
— | [¥ Use 150 protocol
3) IP protocol
[w] Use IF protacal
P address
Subnetmask: | 255 . 255 . 0 0

[Juse Prouter B Option selected: router will be used as gateway |

E——
WALTEr Soaress: ) ) 0 arts (Global libraries)

4 Portal view

In the IP protocol area (3), enter the IP address and Subnet mask of the e WON (in our
example 192.168.0.53 and 255.255.0.0).

Save your settings by clicking on the Add new subnet button (4).

10. Your network view is configured and should look like this (names are examples):

JCH_test » Devices & networks

|E Topology view ||5E—h Network view

e Netwark EE Connections |HMI cohnection |'| % i Q!

PLC_1
CPU 313C

eWON Isotcp GW
SIMATIC PC stati...

| =

MPI_1

N ol s il PR A A el e ot ppeindl

11. End of MPI PLC software mapping configuration
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7. PLC software mapping configuration

7.2 Ethernet ISOTCP link

Actually there is no software mapping to be configured in ISOTCP link. The mapping is

managed automatically by TIA.

Open your TIA Portal, open your project and click on Project View at the bottom left of your

screen.

Click on the

o b~ 0N~

Select your CPU in the device tree

Go Online icon of the toolbar

Select TAP-Win32 Adapter V9 as PG/PC interface
The device is automatically found and appears in the device list
Click the Go Online button to communicate with the detected device

SDR

T Siemens -

Project Edit View Insert

Project tree

Devices
OO

~ ]SDR
B Add new device
ﬁE‘h Devices & networks
O'F 7 00 cr o1
+ [gf Common dats
13 ,rj[ﬂ Documentation sett
L3 ':’p Languages &resour
» [1g Online access
» P_w Card ReaderlUSB memd|

G (3 swveprojer & X 35 =

~ | Details view

Marme
=
l=gt: Program blocks
4 Technolegy objects
External source files
':a PLC tags
[ PLC data types
[52) Watch and force tables

6 Program info
&) Teatlists
@ Local modules

4 Portal view

Online Options Tools Window Help

Go online

Configured access nodes of "57-1200"

2
X D:e: [ B MK 2 R Torinei coofiine §, I & H 1]

Totally Integrated Automation
POR

X

Device Device type slot Type Address Subnet
571200 CPU1214CDCID.. 1X1 PNIE 192.168.061
———
[<] [T B
Type of the PGIPC interface: B FHIIE e
(3 b PGIFC interface: Kl TAP-Win32 Adapter VS — |®
Connect net ‘: ectatslot 1 X1 |'|®
vy | -] ©
Compatible devices in target subnet: SECC I L S0
Device Device type Type Address Target device
(4 l 57-1200 CPU1214CDCGD_.  PNIE 192168.061 57-1200 I
-~ Device

Displays the device name.

=4 Displaying accessible devices
"B General information about online mode

[ | Flash LED
Bl General information en loading

Online status information:

= Aconnection to the device with address 192.168.0.61 could be established.
€ scan completed. 1 compatible devices of 1 accessible devices found.

2 Retrieving device information...

Connection to $7-1200 terminated

L

Connected to 57-1200, address IP=192.168.0.61.

Refresh

TAL
btions B
g
-
|Find and replace =

E

sapelq &

D
Go online Cancel

<

| Languages & resource:

@

][]

[

6. Click Go Offline from the toolbar to disconnect from the device.

7. End of ISOTCP PLC software mapping configuration

€ ecWEON
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Establishing the remote connection Chapter 8.

8. Establishing the remote connection

It is supposed you have been going through the previous steps. Hence, your PLC and the
eWON are physically connected either by MPI or by Ethernet ISOTCP connection. The steps
below are the same for both connection type.

1. First establish the remote connection to the eWON as explained in Step 6 of the eWON
configuration part.

2. Once the Talk2M VPN tunnel towards the eWON is established by eCatcher, start TIA V11
and open your project.

3. Right-click on your PLC in the Devices area (1), and select Go online from the sub menu
(2). Set your type of PG/PC and PG/PC parameters like shown below (3):

% 10.0.5.20 - Remote Desktop Connection
T Siemens - eON-gateway
Project Edit View Insert Online Of Tools Wi Hel
et Edt View Insen Onine  Optons Tools Window Help ToRslF) Intharatad Aucomation
B seveproje & X % o X 2 g G MG E R S Goonline PORTAL
Options =]
Configured access nodes of "PLC_1" = :
= =]
Device Device type Type Address Subnet o o =
-
- PLC1 CPUSISZPNDP  PNIE 19216801 hProjsctlibeery)
= | ] eWON-gateway = a5 =) [ =
. CPUSIS2ZPNDP WP 2 WRI_1 L= = o
I Add new device o - 8
s Devices & networks » Sl el 4
5
U r [ YpLc_1 [cPu 3152 PrDP) | ]
» [ eWON Isotcp GW[SIMATY  Open 18]
» [§§ Commion data | Open in new editor Type ofthe 3 ® e — ]
» [E o tation settings | " t =i o
IR S e >{ PGIFCintedsce: | I Intel(R) RO 000 1 Net..|~| ©)[ ] 3
» ({9 Languages & resources | &) Copy colec ® &
i | G Paste o Connection to subnet: | Flease select -
st ! ® g CIo MG il g
» [ SIMATIC Card Reader | % Delete Del & 3 N\ (ocal) PNIE & B0 R =G
| Rename F2 FNIE_1 — r z
| k » L] Buttons-and-Switches
Accessible devices in target Showall accessible devices IS | (1] wonieringend-controbobjects  [7]
£
| Device Device type. Type Address Terget device vl templates 5
a° Goto Topology view =
h Go to network view
Compile » ]
Download to device » g
| 71 [ eWON Isotcp GW ]
< [ =& . 2l . By
| Detalls view 4 Online & diagRbsty arlen i
Nome:
5 Frogram blocks i! ot Srudetion
% Technologyobjects | & compare »
5 Eaemal source files L :
S DGR i G L ot P Nl b D g ) e et sV | L b mats o PR [ g
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8. Establishing the remote

connection

4.

As soon as the PG/PC parameters are set (1), the TIA performs a communication test with

the PLC and, and shows a green line between the devices and if successful. The PLC
appears in the list of Accessible devices in target subnet like shown below (2).

Froject  Edit View Insert Online

G (¥ seveprojeer 3 ¥ i 2

options

Taols  Window Help

X Ot @ HMEER S coie F cociine fpWIE ¥ ]

Totally Integrated Automation
POR

TAL

4 Portal view

<

iy Devices &ne..

Go online -
Devices Options (]
OO 3 oo Configured acoess nodes of *PLC1" =]
Device Device type Type Address Subnet — ES
~ E
PLCY CPU3IS2PNIDP  PIIE 192.168.0.1 Project library 2
= = s = 3
] eronigateway CPUAIS2PNDP WPl 2 MPI_1 Ciga [ F
2
B Add new device . 11 rcject forary 4
i Devices & networks B
e ]
» [gf Cammon data ype ofthe PGIFC interface: | LLFNIE - A ol
s _ o
» ] Documentation settings PGiFCinterface: | lintaI(R) PRO/1000 MT Net...| | (€ =
» [@ Languages &resources - E:
e L e Connection to subnet: | PNIE_1 [~] © — £
» i online access - | Global libraries 3
» (i SIMATIC Card Reader 1 Tstgatewey: [IE general 1 [-]® el @ G H
B ] d-switch
— Accessible devices in target subnet Shaw ell ascessible deviees [S= [T onitoring-and-controbobjects |G|
Z =
Device Device type Type Address Target device b |44 Bomerim i el g
G Regrtest CFUBT52 bE 2 (2) regrest » L winwc_ue 3
& &S ~ 1 ewon Lib | ]
o » i Types (]
Et E w (i3] Master copies =
5 ad ) ['Q eWaN 1sotep GW g
73 I — Flash LED 7 H
v i Details view L
| _[Name — Online status informalio:
iz :’“’i'e'l" W: £ Connectad to address 2 [=]
achnology abjects
= e Scanning ended =
Extemal source fles &l
@ Flctags
(2  FLCdataypes
= WWatch and force tables Gognline | Cancel
B Rogam i S s
5 reliss e v 7 3'
@ Locsl modules Subnet mask:
< [T > [] Use P router 5 | Parts (Global libraries)

You can send a test instruction to the PLC by pressing the Flash LED button. Check the
error message area to identify the cause if the test was not successful. Click on the Go
online button (3) to actually communicate with the PLC.

]

tevway

Froject Edit View Insert Online O
Cf ChH saveprojer & X = (9

ptions

X ez g M

Tools  Window  Help

G E R soonine ¥ Goofine S, A 2 H 1]

Your setup is now connected and ready to work in remote programming mode.

Totally Integrated Automation
POR

=
—OXe

TAL

< [

>

~  Details view

Name

=

online & diagnostics
Frogram blocks
Technology objests
External source files
FLCtags

PLC data types

Watch and force tables
Frogram info

Testlists

o e T T B b T

Local modules

4 Portal view

~ [&=] Master copies
5 eWon Isatop Gif

Devices |aF Topology view [, Networkview [} Device view || Options ez
. = x
OO B [l neowork| | 1Y connections [imiconnecfi  [+] S5 H @ =1F]
S
| Project library H
~ [ ewon-gateway (1] i Bl [ - E
B Add new device UL Project by 8
iy Devices & networks F =1 il i €37 S
" 315-2 PNIDP SIMATIC PC stati. =
» [ eWON Isotop GW [SIMATIC PC sta. ‘ L
O Commm | 0
5 =)
+ &l becumentation setsings You are ONLINE onyour PLC 5
» [ Languages & resources MPI_1 5
[P} ®
» [ Online aceess PIE_1 ~|~ Global libraries E
» [ SIMATIC Card Reader <l w el @ @ E:
orork » [1] Buttons-and-switches =
yL o ob B
- o = n o g i &3
Sreperies oo o ommester | L] Cumiemsorios |
Alarm display Device information | Connection information | » LI WinAc_MP =
No devices with problems ¥ U ewoniLib L
= =
¥/ onlin... T oper.. Deviceimodule Message Details Help ¥ [z Types (]
=
c
2
o

> :Parts (Global libraries)
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8. Establishing the remote connection

6. Once you finished your work with TIA V11:

e ... terminate the TIA V11 connection through the Go offline function (in toolbar or right
click on the PLC in the Devices area).

e ...terminate the Talk2M connection of the eWON explained in Step 6: Terminating the
remote connection of the eWON configuration part.

7. End of PLC remote access.
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Troubleshooting Chapter 9.

9. Troubleshooting

9.1 Cannot reach the PLC on its MPI/Profibus port?

If you cannot reach the serial PLC connected to the eWON then verify the following:

- Check 10Server configuration in eWON page (S73&400 and protocol settings)

- Open the eWON Event Log [Main Menu, Diagnostic, Event Log] to check for
error messages.

- In TIAV11 check in the Netpro network layout if the correct IP address has been
configured: You must use either the eWON LAN IP address or the eWON VPN IP
address.

9.2 Cannot reach PLC by Ethernet ISOTCP ?

To be able to reach the PLC by Ethernet ISOTCP, the following conditions must be
fulfilled:

- Reboot the PLC after IP address and/or gateway change.

- Check that the network LEDs are lighting at both ends. If they aren't, it means
there is an issue with the Ethernet cable(s). If you use an eWON having a single
Ethernet LAN port (no integrated switch), then you have to use either a crossed
Ethernet cable (point-to-point with single PLC) or an intermediate switch (multiple
PLCs).

- You might have a mismatch between the actual IP configuration of the eWON and
the eWON LAN IP address configured as Remote Network in your Talk2M
account. You can check, and if necessary, modify these settings, in eCatcher.
Under the eWON list select the Name of the remote connection and click on the
Properties button.

#_ eCatcher {4.0.0 build 13070) 9[[=1[E3;

admin [admin] GettingStarted  Logout English ¥ ﬂ

Active connection

H My eWONs

Add M Properties ==l Logs 9‘ Connect Refresh
Status & | Mame Description Custom Field 1 Custom Field 2 Custom Field 3
()

Mo active connection,

+* Online This is the description my eMWON | Belgium Mivelles Site A

Account
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9. Troubleshooting

€ ecWEON

The eWON Properties window (2) will open:

Here you can edit several parameters of the related eWON. The Ip Address an
Subnet Mask are specified under the LAN & Firewall section.

2. eCatcher (4.1.0 build 12545) =Bl X

) (2) Tom Sawyer [TSR] MyTalk2MAccount Logout English v [E
eWON Properties: Packaging Line
ELEE n Back to eWONs H TalkzM Connectivity Duplicate Delete @ Disable

T Packaging Line

= Palettisation 22 Madify LAN Subnet -
SE Company:Unified Paper Mi
: Site: Site A These fields are usually filled in by the eWON upon Talk2M registration.
Pools ’

! . ! Manual modifications will NOT be transmitted to the eWON.
Location: Misore, India

L] 1 .
. EWON's LAN TF: 192.168. /53 |4 .
M{: No eWON was connected { Modify...

eWON's LAN Network Mask: | 255.255.255.0

Groups

a o
OFFLINE since 29/11/13 1

Account Cancel m
CWON comnects sing a b
LAN & Firewall
eWOM LAN: 192.168.0.53/255.255.255.0 Configure LAN Devices & Firewall... ]
LAN devices: HMI Wrapping Machine (192.168.120.4), PLC Control Room (192.168.120.233)

3 h

Show advanced seffings...

To change the IP parameters (4) of the eWON, click on the Modify LAN Subnet...
button (3).

Once the modification is finished, click on OK. After the change you would then
have to save and Disconnect and Connect the VPN bridge to the e WON for
Talk2M to take the modification into account.

The remote PLC network must be in a different range than the company network
on which your PC is connected (see Step 1: Setting IP address of eWWON LAN).
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Appendix 1 — Specifics for Modem connections Chapter 10.

10. Appendix 1 — Specifics for Modem connections
10.1 General

The basic configuration principles remain the same except for typical modem settings.
Allow enough time for tasks to be executed when you use a modem link.

In the following explanations, we took the most current example of GPRS/Edge
modem. Extrapolating to other modem technologies is rather straight forward.

Only those steps that are different from the LAN/WAN connection are addressed.

10.2 Configuring the eWON for Internet connection
1. In the Internet configuration wizard of the eWON, select Modem Connection
option and, depending on the modem installed in the eWON, the interface asks
the user to fill out the different parameters of the relevant modem. Fill out the
different fields (PIN code, APN and user name/password) according those you
received from your Service Provider. For most Service Providers, User Name and
Password can be left empty. Click Next.

GSM connection (GPRSEDGESGG)
2L A ——
APN: |inhamet.prmi'ms_l:e
: = MNat for reference,
. take your own PIk-
User Name: | | code, APN and
M : lagin data.
Password: | ........

2. Configure how the eWON should go online, and click Next.

Configure "Go Online" trigger

* Triggered by outgoing actions

" Maintain connection

" Triggered by phone call or outgoing actions

== Previous
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10. Appendix 1 — Specifics for Modem connections

3.

4.

€ ecWEON

In most cases, it will be Triggered by outgoing actions. This option is needed to
be able to use the Wake-Up function. Only check Maintain connection if you
want to use a permanent connection to your eWON device (which can be very
expensive using a GPRS/Edge line).

Configure your online time parameters, and click Next

configuration wizard / Internet Connection

Trigger: Connect for outgoing actions

ldle time before Seconds.

hanging ugp:

call duration:

¥ Erable call budget management.

== Previous

In most cases, you can leave the default parameters.

The Max outgoing call duration is set by default to 60 minutes. The e WON wiill
drop the Talk2M connection after 1 hour. If you need longer connection times,
enter a higher value or set it to 0 for no limit.

By default, the Idle time before hanging up is set to 120 seconds. You can leave
this value as is. In fact, it is not a useful parameter for a Talk2ZM connection

because a VPN life bit is periodically exchanged preventing connection
interruptions due to idle times.

End of Step 2 in Appendix 1.
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10. Appendix 1 — Specifics for Modem connections

10.3 Creatlng the eWON in your Talk2M account

In the creation process of the eWON in your Talk2M account, the sole additional
steps are:

- specifying the connection type (in our example Triggered GPRS / EDGE / 3G)
- entering the phone number

2 eCatcher (4.1.0 build 13545) = = X
Tom Sawyer [TSR] MyTalk2MAccount Logout English v [E
E eWON Properties: Packaging Line
BWONS = Back to eWONs @ Tal (2 Connection Type: n L Iéj
E Triggered (GPRS [ EDGE / 3G) @: -
Users Packaging Line Phone number |+32477284578]
Palettisation eq : +32 477 28 45 78
-
T Company:Unified Paper M
Site: Site A
Pools
Location: Misore, India
. S
L 3 =
No eWOM was connected 9
Groups

OFFLINE since 29/11/13 15:45:50, its vpn IP was 10.237.153.103

Account -Modi
eWOMN connects using a triggered connection (PSTN): +13254 o s
LAN & Firewall
eWOMN LAN: 192.168.120.200/255.255.255.0 Configure LAN Devices & Firewall... ]

LAN devices: HMI Wrapping Machine (192.168.120.4), PLC Control Room (192.168.120.233)

Modify LAN Subnet...

Show advanced seftings...

2. End of Step 3 in Appendix 1.

10.4 Connecting the eWON remotely (Step 5)

1. If you use an eWON GPRS, then you probably configured the eWON not to stay
connected all the time to the Talk2M server. Before being able to connect to the
eWON over Talk2M you will first need to wake-up the modem of the eWON. To do
this, click on the Wake-up icon in front of the eWON name as shown in the
following picture:

m My eWONs
P.dd Ei

X

Motification;

Offline \y Wakeup SMS Sent
Paals Offline
Offline
o]
&{: OFfline status notified _
hd FFline status nokified
Groups

2. Talk2M sends an SMS (text message) to the eWON to ask the eWON to start its
Internet connection and to connect to the Talk2M server. This can take up to
several minutes; do not interfere until this process is completed.
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10. Appendix 1 — Specifics for Modem connections

Note: You do not necessarily need Talk2M to send the wake-up SMS to the
eWON. You can do this using your own GSM (cellular phone). All you need is to
have the dial number of the eWON by the hand and to send the following SMS
(text-message) to it: [Talk2ZMConnect] (without brackets).

3. Once the modem is online, the green Connect icon is shown to allow to bridge the
VPN tunnel.

4. You can now click on the Connect button as explained in the LAN/WAN
procedure to establish the remote connection.

5. Once the VPN tunnel is bridged the red Disconnect icon is shown to allow you to
cut the bridge of the VPN connection.

6. End of Step 5 in Appendix 1.

10.5 Terminating the remote connection (Step 6)
If the eWON to which you were connected uses a Modem connection for the Internet
access, then you probably want to close the Internet connection of the eWON (to save
GPRS communication costs). This is done with eCatcher.

Note that there are 2 distinct notions to be considered: Connect / Disconnect that
applies to bridging the VPN tunnel and Go Offline that closes the VPN link and hence
the modem connection (on hook)

. . #_ eCatcher (4.0.0 build 13070
1. Click on Disconnect to cut the

VPN bridge.

2. Right-click on the Online icon
in front of the eWON. In the
context menu click on the Go

Active connection

@
£
(=]
=
&

Mo active connec

offline button to send the e Y <WONs

disconnect request to the Edis [Elroseres s B come [Ereresn

eWON. The eWON will then |
. . EWON Site A OFfling Q‘ Logs

close its Internet connection Fods | print Shap pr op WO

and after a while the eWON Bulk Storage oifine e o

Packaging Line
‘windrmil

will be displayed as offline in
your Talk2M account. o

3. End of Step 6 in Appendix 1.

LY
L]

i o
Go .:.rrlin.:-“

Connect{go o]
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11. Appendix 2 — Security aspects

11.1

11.2

eWON login security

A good security practice consists in modifying the login and password of the default
super user adm/adm (this default super user cannot be deleted). Modifying the default
super user is done by clicking on Configuration, Users Setup button on the main
menu of the eWON web page.

Traffic security @ eWON level

Since the eWON firmware version 6.2s1 (see note), when the Talk2M wizard is
executed, the WAN Security setting is set automatically to Discard all traffic
excepted VPN and initiated traffic. This is preventing third party traffic to interact
with your private traffic.

If, for any reason, your eWON runs an earlier firmware version (not recommended)
OR that you want to check the WAN protection status, you can do it using the
following path: Configuration, System Setup, Communication, Networking
Config, Security.

Check that the Discard all traffic excepted VPN and initiated traffic check-box is
ticked.

(@) COM Config
[H- ¥ Interfaces
[ @_, Network connections

MNetworking security setup

WAN Protection

E@ MWetworking Config

i@ rrternet Connection
Q VPN Connection
N‘ Publish IP Address

Callback
& afihas Transparent Forwarding
i Routing
-b. Frovy
f} Security These changes will be effective from next WaAN connection r
ek IP SR fees
[]--ﬁ Manage Config 0 UpdatE j
N S R I R RN I R R S
S .

If the eWON is configured to use a modem to go out on the Internet, then the WAN
connection is the GPRS/EDGE connection. This type of access definitely requires
protection. If the eWON is configured to use its second Ethernet Interface to go out on
the Internet, then the WAN connection is the Ethernet WAN port that uses the
company infrastructure and benefits from the IT protections in place. Hence, this type
of access is less exposed to security issues.

Note: The changes applied on this page will only be effective from the next WAN
connection. So from the next GPRS connection, or after an eWON reboot if you use
the 2™ Ethernet port of the e WON for the Internet connection.
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11.3 Traffic security @ Talk2M level

Offering products featuring top-notch security is eWON's priority number one. That's
why eCatcher 4, our Talk2ZM VPN connection utility, has tools that will help you to
comply with your corporate IT security policies.

Considering the ongoing challenge of keeping corporate IT security to the level that is
appropriate to YOUR business, it is our duty at eWON to put the relevant toolbox at
your disposal. eCatcher 4 and Talk2M provide you the tools to customize the level of
security to the specific requirements of the infrastructure used to make remote
connections to your equipment.

Tal2kM Free+ already features:
« Configurable Talk2M user password requirements
+ Firewall at the VPN level

Talk2M Pro offers in addition:
« More sophisticated password policy options
Restricted access at the gateway and service levels
«  Greater access control for user groups and eWON pools
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12. Appendix 3 — MPI/Profibus cable

The MPI/Profibus cable you can use the standard Siemens Profibus cables and
connectors.

Siemens is offering a range of different MPI cable references we cannot list here.
One of the basic genuine Siemens references is 6ES7901-0BF00-0AAO.

There are compatible cables available on the market. Not having the same quality or
featuring the same functions (i.e. switchable termination resistors).

eWON is proposing a compatible unshielded cable:
P/N EW40912 - SUBD9/SUBD9 cable for Siemens S7, Length: 2 meter
Max baudrate is 1.5 MBit/s.

For higher baudrates use the Siemens genuine Profibus cables with resistor
terminations.
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Revision history

Revision Level Date Description
1.0 01/03/12 Initial version, without Ethernet connection
1.1 25/02/14 Addition of ISOTCP connection
1.2 15/12/16 Added “PLC Discovery” to Chapter 6.3

i Microsoft, Internet Explorer, Windows and Windows XP are either registered trademarks or trademarks of
Microsoft Corporation

i Firefox is a registered trademark of the Mozilla Foundation

i SIMATIC® and TIA V11 are registered trademarks of Siemens.

Document build number: 30

Note concerning the warranty and the rights of ownership:

The information contained in this document is subject to modification without notice. The vendor
and the authors of this manual are not liable for the errors it may contain, nor for their eventual
consequences.

No liability or warranty, explicit or implicit, is made concerning quality, the accuracy and the
correctness of the information contained in this document. In no case the manufacturer's responsibility could
be called for direct, indirect, accidental or other damage occurring from any defect of the product or errors
coming from this document.

The product names are mentioned in this manual for information purposes only. The trade marks
and the product names or marks contained in this document are the property of their respective owners.

This document contains materials protected by the International Copyright Laws. All reproduction
rights are reserved. No part of this handbook can be reproduced, transmitted or copied in any way without
written consent from the manufacturer and/or the authors of this handbook

eWON sa, Member of ACT'L Group.
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