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eGrablt - eFive Connection Tool

This application guide explains how to use the eGrabit software to establish a VPN client

connection between your PC and the eFive VPN server.
It also covers other conneciton types like direct VPN connection to eWONSs, dial-up

connections to eWONs and connections to eSync VPN servers.
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What is eGrabit for ? Chapter 1.

1. What is eGrabit for ?

eGrabit is a VPN client connection application for connecting to eWON’s eFive VPN appliances.
eGrabit can also manage direct VPN connection to eWONSs, dial-up connections to eWONs and

connections to eSync VPN servers.

2. Hardware and Software Requirements

2.1 Hardware requirements
In order to follow this guide you will need:

e 1 eFive 25 or 100 configured with Internet access
e 1 PC with Internet access

2.2 Software requirements
e Download the eGrabit package from http://support.ewon.biz.

3. Related documents

IG-012-0-EN-(eFive-25) - Installation Guide
IG-013-0-EN-(eFive-100) - Installation Guide

AUG-050-0-EN-(eFive VPN Client Configuration and Device Access)
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Related documents Chapter 3.

4. eGrabit Installation

4.1 Installation

Install the application on your machine.

Note: During the installation process, the installer checks whether a legacy eCatcher (version
2.1) is present on the machine. If so, you will be asked whether you want to copy the former
eCatcher configuration into eGrabit. If you answer yes, all devices installed in your eCatcher will
be copied in eGrabit.

4.2 Program Location
Once installed, the application is located in the following directory:

C:\Program Files (x86)\eWON\eGrablt

5. How Does it Work?

eGrabit allows to manage your VPN-client connection to an eFive server (one at a time). The
application is running on the PC side to establish the connection. Therefore it creates a new
instance in your Windows Network Connections.

*s Network Connections

FELEX

File Edit “iew Favorites  Tools  Advanced  Help o

= 4 e M l_ﬁ- /-\J Search i Folders mv

Address |d}, Netwiatk Connections V| Go
— Marne Twpe Skatus Device Mame Owner
Network Tasks LAN or High-Speed Internet

[G] Create anew connection

@ Change Windows Firewall
settings

& Disable this network device

B ocal Area Connection 3 LAM or High-Spe...  Metwork cable unplugge...  TAP-Win3Z Adapter Y8 Syskem

< Local Area Connection LAM or High-Spe...  Connected, Firewalled Broadcom Met¥treme 57...  Syskem
<1394 Conmection LAN or High-Spe...  Disabled, Firewalled 1394 Met Adapter System
D Talkem-eCatcher Connection LAM or High-Spe...  Disabled, Firewalled TAP-Win3z adapter 9 Syskem
) wireless Mebwork Connection LAN or High-Spe... Mot connected, Firewalled  Inkel{R) WiFi Link 5100 &GN System

Iﬂn Renarne this connection

Change settings of this
conneckion

This instance is a virtual adapter that is activated when you ask eGrabit to establish a client
connection to the VPN server.

Before starting to use eGrabit, you need to create and configure the devices you want to connect
with. These steps are explained below for the eFive and at the end of this guide for the other
devices supported.
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Add and Configure an eFive VPN Server

Chapter 6.

6. Add and Configure an eFive VPN Server

6.1 Step 1 - Add an eFive VPN Server

Start eGrabit.

¥ eGrablt 3.0 Build B1

e‘ Connect @
=

Iﬂ Show Log |ﬂ

FELEX

@ _:ﬂ Export _3 Import

eFive Servers
@‘dd an eFive
OMs - ¥PN
[@] 4dd an swon
eW0ONs - Dial-up
@F\.dd a Dial-up entry

eSync Servers

@.ﬂ.dd an eSync Server

When double clicking on Add an eFive,
a pop-up opens to enter the properties of
the relevant eFive. This pop-up has 4
tabs, the first tab VPN needs to be filled-
out, the others are optional. Enter a
server Name (1). Note: This name will
appear in the list of devices of your
eGrabit interface. It does not need to be
consistent with the Server Name that
was allocated in the configuration of the
eFive itself. The Hostname/IP field (2) is
the public IP_address of the Internet
router behind which the eFive is placed.
Alternatively this address can be a
domain name like www.company.com.

Site Phone # or Host Address  Status

eFive Properties

VRN | Motes | Action | Advanced

Marme:

Hostname/IF: | 82.83.04.85 ( 2 ,

Leave wour login empty if wou would rather
be prompted upon connection.

|
Isernarme: I pht /

£

Passwiord; connection

Certificate Authaority (280

(e (4

Marne: eWoON support CA
Company: eWoN support

| okl ﬁ) Cancel ] Sl

@ cWON

eGrablt - eFive Connection Tool (Application User Guide)
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Add and Configure an eFive VPN Server Chapter 6.

The Username and Password fields (3) are those of the VPN account created for this PC
connection in the eFive (and not those of the eFive as such). If you leave these fields blank, you'll
be prompted for the VPN account Username and Password each time you connect.

Please refer to the § Creating a VPN account in Step 4 of the AUG-050-0-EN-(eFive System and
VPN Configuration) if you want to know where these fields are defined.

Then click on the Edit button (4) to enter your Certificate Authority (CA).

An empty Certificate pop-up opens. You can either import or copy/paste (1) the relevant
Certificate Authority. Click OK when done (2).

Certificate g]
Certificate:;
————— EEGIN CERTIFICATE----- -~ fa 4 2
MITDH+HCCANEgAWIBAGT JALWHrw I 1Ddn SMADGC 3G ITh 3D 0EREQUAMF2x Cz ATE gV
BAYTAR JFMRUWEwYDV]QEEw: 1 V0O 0THN 1 cHEwen = GDAWE g VEANTD 2WXT0 doo 3%

cGOydCEDOTELMBEGC SqG3 Th3D0E JTARYManZ 1 0GV3b2duTn ]l 6ME LD TE =MD JuM=zEy
M=UlNFoxDTISMD IxM]A=MTAzNFoull=E LMak GA1 TEEhMC QkUx FTATEgNVELA 0 TD GV
TOdgc3Vwc G ydDEYMEYGAIUE AxMP ZVAPTi Bz dxBwb 3TO0IENEME swG0 T TEo Z Thew el %
AQEBF o gZnVAZdvbifiaxowygEiMAOGC S Ih3DOEBAQTALATEDwAWyyEKACTE

AQCpVIWGhr £0EdkMuckZepITTEFLXUTr tuw? A LME 3 B0V EWG0z1 1 p0WY o4+gT=zn m
Wrd 5PAADwLyHCHENwhGwTeNN 02l zhe T4+ S3G2GC Sw2 Wy VP sHikpMV 1y Lxh £0
BEJgiVrtL /E=MulSotMkiPpand IgNHYnhp 02 558k SxncHIngilFicaclx2x=s02]) 1k
SLUTMAN L i FwHYMMVe 1 dR2 TG ZRVFFLnbREP Fay+Hxk tU2k YAT=Y 35 gl Ahod
T955EPIPUEVoANdEfoDkotShedSThdRy e S¥+EnLemon £ Gp+duf tiwd+op InbualH-i
I9ipZod+g7hs=05dUwk 57 ThigMBALG] gobwgbh 0wH)YDVROOBEYE FAGRh s 1 ftwd
401219k T+L ] ZFrHMIGNE glVHSME gV UIwgYEAFAGEh =Xl ftwd401 21k T+L)ZFrH
oV+EXTELM swC Q¥ DVI0GEWI CRTEVMEMGALUE ChMMZVAdPTiE= AxEBwbh 3 J 0MR.quwF g ¥
VOQDEwS1V0S0IHN 1 cHEwehQgQOEXGEAZE gk qhk 1 GYwlECQEWD GpndUEldZ2oulndp
eoIJALWH T 1Ddn SHAwGL 1 TAEw) FMAMEAF SwD Q¥ JEo ZThwcNAQEFEQAD ggEBAGCA
ZRrOVy+ShkyubaJeNdvE /acYvRE/Fen+x 51iEQahm ]l t+J COWL 0pp YR JKS 3041 /91
ViwCuYol9) e+ e TVPHOEr UNED Fup 8G9 Ay GLY T MVLG7 0b Lxwe 8T+ iuz gk 733
eCAI¥IZ030p G/ ThURNTnE £VOFS Frnowl FUHMe S v 3 SWTwyRHMG ey S e Huk 0MeRO
FEQEIWASVZANHnE /codx01l LEERSVTwD 3 Sk 3 E50LwdnVahl 0Tn Y 2DVDhYh9evPxh
GekkeLge¥SHECWE ] SwvwhEeHOOS=TEMpp tnl INEGUCe6he sKQex GDHCLTOIIiK
pO/wiBbMDETZDL)k0 2=

Please refer to Step 4 of the AUG-050-0-EN-(eFive System and VPN Configuration) if you want to
know how to generate the Certificate Authority.

Click OK twice (2, in current capture) (5, in previous capture) when done.
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Add and Configure an eFive VPN Server Chapter 6.

In the Notes tab, you can optionally add
a text (1) related to this eFive Server

connection. WP | Motes | action | Advanced

Click OK when done (2) Here I can write a note (hinks ta remembbs, etu:]l( 1 J

X

eFive Properties

[ (0] 4 La Cancel apply

In the Actions tab, you can optionally
select the type of action (1) to execute
automatically once the connection is
established. This can be either starting
your Internet browser OR launch an &ction perfarmed upon connection:
external application like, for example, a
PLC console or the remote access
service of a SCADA application. Open Browser

Skark an exkernal program

efFive Properties

X

YPH Motes | Action |F'.|:|van|:eu:|

Mo action o

Click OK when done (2).

i
[ Ik kg) Cancel Apply
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Add and Configure an eFive VPN Server Chapter 6.

In the Advanced tab, you can optionally
select additional VPN settings including
the protocol type (UDP or TCP) and the | vy | nates | action | Advanced |
Port used (1). '

X

eFive Properties

WP Advanced Settings

In Diagnostic Level you can select the
granularity of the events log (2). The Part: lup (]| 1194 | ®
higher the number, the more events : ;
recorded. Diagnostic Lewvel: 3 - Mormal bl
0 - Loy

Click OK when done (3).

Ny —

i - Morrnal @

1
2
11
o
C

(=]

— O

w)

-
N == I = T Y

o]

Cancel Apply

The newly created eFive server appears in the list below the line Add an eFive.

FEEEX

¥ cGrablt 3.0 Build B1

Q‘ Conneck E E] Show Log Iﬂ w ! *:H Export jﬁ Irnpork
hsl, L

Sike Phone # or Host Address | Stakus

eFive Servers

[@] add an eFive
@ myeFive 192.168.12.13

eWoONs - ¥PN
[@] Add an ewon
eW0Ns - Dial-up
@ add a Dial-up entry
eSYnNC Servers

@ add an eSync Server

eGrablt - eFive Connection Tool (Application User Guide) Page 8/24
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Add and Configure an eFive VPN Server Chapter 6.

6.2 Step 2 - Connect to an eFive VPN server

Just right-click on the selected device and click on Connect like shown below:

BE LB

¥ eGrablt 3.0 Build B1

E IE Show Log |ﬂ Propetties m | ':.H Expart _ﬂ Imnpork

Sike q Fhone # or Host Address | Status
Click on the

_' Connect button, or...

v
# T
by eFive

eWONs - YPN Show Log
Right-click an
(9] actd an eiwO pelete selegcted device
GMVEWON Properties

eW0ONs - Dial-up

@ Add a Dial-up entry

Note: double-clicking on the selected device OR clicking on the Connect icon in the menu bar
are two alternatives to start the connection process.

Depending on the configuration (fields left blank) you may be prompted to enter:
e Hostname/IP
e username/password of the VPN account
Allow enough time for the connection to complete.
As soon as the connection is established, you can observe that the eFive is connected by the
word Connected in the status column as well as the green check in the devices icon.

You are now connected to the VPN network and you can start accessing the VPN devices.

#._eGrablt 3.0 Build B1 - Connected: eWON_support E] |Z||E|E|

Phone # or Host Address

Status

|

I
Connected,

eW0ONs - ¥YPN

[@] Add an evwvon
@ Myewon

61.169.23.2

If the connection fails, please have a look at the logs (see § 6.7 View logs)

eGrablt - eFive Connection Tool (Application User Guide) Page 9/24
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Add and Configure an eFive VPN Server Chapter 6.

6.3 Step 3 - Disconnect an eFive VPN server

Just right-click on the selected device and click on Disconnect like shown below:

o E=E

B eGrablt 3.0 Build B1 - Connected: eWON_support

’ . » -
ej‘ Canneck @"Dlsconnect IE Show Log |ﬂ Properties m _:?I Expart _ﬂ Imnpart
I
Sike: | r nkere# gr Host Address | Skatus

—=¥e Click onthe
[@] agd 4 disconnect button, or...

|2

W_suppark Connected.

eWONs - YPN
— Showy Log Right click on
[l add an ewion Delete selected device
& myewon

@, won_sitexy Properties

efirmx‘f vy ey com

Note: double-clicking on the selected device OR clicking on the Disconnect icon in the menu bar
are two alternatives to close the connection.

6.4 Editing the Properties of an eFive

Just right-click on the selected device and click on Properties like shown below.

‘& eGrablt 3.0 Build B2 MEINEEE
e_-_*, Connect E E Show Log h_ﬁ Properties m | & Export _ﬂ Irnport

iy
Site Phone # = u

_ eFive Servers Click on the Properties

[@] add an eFive button, or...

.
RN iveFive

192.165.12.13
Connect

eW0Ns - ¥PN Show Log
[@] add an ewon Right click on the Delete
@tyewon selected eFive

Properties

eWONs - Dial-up

@.ﬁ.dd a Dial-up entry
eMyDialLlp +32 (02} 1234567

BSYNC Servers

[@] add an esync Server

eGrablt - eFive Connection Tool (Application User Guide) Page 10/24
€@ 2c2WON



Add and Configure an eFive VPN Server Chapter 6.

6.5 Deleting an eFive

Just right-click on the selected device and click on Delete like shown below.

& aGrablt 3.0 Build 82

% Conneck E Discanneck ﬁ Show Log ‘ @ Properties

I
Sike Phone # or Host Address | Status Q’
_ efive Servers Click on the

FEEEX

@P.dd an eFive hin bLﬂIOﬂ, ar.
',i, myeFive 192.168.12.13
Conneck
 eWONs VPN — R
@Hdd an eWon R||ght_ct|j| C|’|(:[_Zlﬂ
& myewon selected eFive

eW0oNs - Dial-up

!E.ﬂ.dd a Dial-up entry
@ myhialp +32 (02) 1234567

eSync Servers

E.ﬁ.dd an eSync Server

o P\ g b o A

6.6 Export & Import the Configuration

Exporting and importing existing configurations is useful to transfer them from one PC to another.
It is also recommended to take a backup of an existing configuration.

6.6.1 Export the current config file

»> eGrablt 3.0 Build 82 o 0= =E3
% Conneck @ Disconnect Iﬁ Show Log | \ﬂ Properties w ‘ ﬁ Expork ﬁ Import
j Export eGrablt Address Book )
Save in: | (= eGrabit_Configs L2 ’ w | @ :j‘ (- -
[@] Add an eFiv
‘.i'eWON_supp A
“8myeFive [ £
eWONs - ¥PN ky Recent
Dacuments
@F\dd an e
& WO _site @
& firmiy
@MveWON Desktop
eWO0Ns - Dia >
- _\3
@F\dd 5 Dial-y I:”/
: If
MyDialUp
a My Docunients
eSync Servg —
—— File name: |JCN_Eglabit_ernlt.evpn ( 3 w | 4 ave
[@] Add an esyn \_) =
o eWONSuppd ) Save as type: | eGrablt Address Books [*.evpn)] v | Cancel
? MyeSync My Computer ne]

eGrablt - eFive Connection Tool (Application User Guide) Page 11/24
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Add and Configure an eFive VPN Server

Chapter 6.

Click on the Export icon in the menu bar (1). Create or select a directory at an appropriate

location (2). Specify a file name (3). Click Save (4).

6.6.2 Import a config file

" /eGrablt 3.0 Build 82

’E Add an eFiv

‘_5.' WON_supp
‘_‘" myeFive

eWONs - ¥PN ky Recent
Documents
|@] Add an ew
& evvon_site f@
& rirmine
EMYEWON Desktop
eWONs - Diay .

[@ladd a Dial—ul IJ
@ myDiallp L

My Documents

eSync Servs

e
— File name: |.JI:N_Eglabit_e:-cpnlt.evpn e | 4 Open
@F\dd an &Sy =
%) eWONSUpRG " Files of type: | eGrablt &ddress Books [.evpn) w | Cancel
'-:P" IyeSync by Computer [] Open as read-only b

Click on the Import icon in the menu bar (1). Select the directory where the file to import is

located (2). Select the file name (3). Click Open (4).
6.7 View logs

Just right-click on the selected device and click on Show log like shown below:

. eGrablt 3.0 Build B1

e\ Zonneck E
—

@Shaw Log

FEEEX

Site Status

Click on the
Show Log buttan, or_

eFive Servers

@.ﬁ.dd an efive

@ Properties m _g Export _ﬂ Impoart

B VPN Connection Log

=]

o I'II;.'thI'.'tf DatejTime

17]05/2013 16:48:56
17052013 16:48:56
17j05/2013 16:48:56
17j05/2013 16:48:56
17j05/2013 16:48:56
17/05/2013 16:48:56
17]05/2013 16:48:56
17]05/2013 16:48:56
17052013 16:48:56
17j05/2013 16:49:55

eWONs - YPN m——

Delete

[@] add an ewion

e Right-click on
MyetWion

) selected device
Properties

eWONs - Dial-up

@.ﬁ.dd a Dial-up entry

gMyDialUp +32 (02) 1234567

|~

Message
IMPORTANT: Opent¥PN's default port number is now 1194, based on
WARMIMG! Mo server certificate verification method has been enable
LZ0 compression initislized
Contral Channel MTU parms [ L:1542 00138 EF:38 EB:OET:0EL:D ]
Data Channel MTU parms [ L:1542 D: 1450 EF:42 EB: 135 ET:0 EL:0 &
Local Options hash (YER=Y4); '41590919'
Expected Remate Options hash (VER=v4): 'S30fdded"
UDPw4 link local: [undef]
LIDPw4 link remote: 10.0.5,135:1094
SIGTERM received, sending exit natification to peer

ket

| s

Copy log ko clipboard ] [ Close ]

eGrablt - eFive Connection Tool (Application User Guide)

@ cWON

Page 12/24



Add and Configure Other Devices Chapter 7.

7. Add and Configure Other Devices

This eGrabit software also allows to establish a connection to other systems.
The other possible connections include:
e Direct VPN connection to the eWON
(see AUG-020-0 VPN Direct Connection Using the 2d Eth. Interface and AUG-002 Direct

Connection Using Modem)

e Dial-up (ppp) connection to the eWON
(see AUG-013 Direct Phone Connection)

e VPN connection to an eSYNC server
(see AUG-053 eSync VPN Server Configuration)

FELEX

¥ eGrablt 3.0 Build 81

e_} Conneck E Iﬂ Show Log ﬂ w _}H Export _ﬂ Impoart

Site Phone # or Host Address  Status

eFive Servers

[EI &dd an eFive
eWONs - ¥PN

[@] 4dd an ewon
eWONs - Dial-up

[EI Add a Dial-up entry
eSync Servers

@ &dd an eSync Server

Note: When the eGrabit software is installed on a PC where an existing eCatcher 2.1 is installed,
the eGrabit installer automatically takes over all the devices existing from the former eCatcher.

’/@WON eGrablt - eFive Connection Tool (Application User Guide) Page 13/24
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Add and Configure Other Devices

Chapter 7.

7.1 eWON VPN Connection

When double clicking on Add an eWON, a pop-up opens to enter the properties of the relevant
eWON. This pop-up has 4 tabs, the first tab VPN needs to be filled-out, the others are optional.

Enter a Name (1).

Note: This name is the name of the VPN
connection. It will appear in the list of
devices of your eGrabit interface. It does
not need to be consistent with the Name
that was allocated in the configuration of
the eWON itself.

In the Hostname/IP field (2), you can
enter the public Internet address of your
eWON. You can let this field empty to
specify the address for every new
connection (best option if you receive the
IP address per email through the Publish
IP address feature of the eWWON).

If you have configured your eWON to
publish its address by DNS, this Dynamic
DNS name should be the Hostname/IP.

VPN Motes | Action | Advanced

eWON Properties g|

MName:

Hostname/IP: | 81.169.28.2 l 2 !

Leave blank to be prompted upon conneckion

Passphrase: azerky [ 33

[#] eMcar LAk
IP address: i . a0 ,1z0 . 0 )
Subret Mask;: 55 . 255 . 755 ., 0O Q

[ om@[ Cancel |

The Passphrase field is the one configured in the VPN parameters of the eWON configuration
(3). If you leave this field blank, you'll be prompted for the VPN account Passphrase at each

connection.

In the eWON LAN section enter the IP address range of the devices connected to the LAN side
of the eWON. This information will be used to automatically add the route on your PC to route the

packets through the VPN tunnel.

NOTE: Make sure you insert the IP address range and NOT the IP address of the eWWON.
If the eWON IP address is 10.0.120.13 with subnet mask 255.255.255.0, you should enter

10.0.120.0 mask 255.255.255.0.

Click on OK when done (5).

@ cWON
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Add and Configure Other Devices Chapter 7.

In the Notes tab, you can optionally add WON P ti
a text (1) related to this eWON & e
connection. WPN | Motes | Action | Advanced

X]

Click OK when done (2). site %Y= France 1:

Sy
[ OKl\zJ[ Cancel ] Apply

In the Actions tab, you can optionally ST Properties ['5_(|
select the type of action (1) to execute —
automatically once the connection is wer || Mokes | Action |,;.;|va.-.ce.;|

established. This can be either launch

your Internet browser OR launch an Siction performed upon connection:

external application like, for example, a Open Browser w

PLC console. By default the eWON Mo ackion
internal Web page will be displayed. 1
ISl:arl: an exkernal program

Click OK when done (2).

e

(2
[ Ik \J Cancel Apply

’/@WON eGrablt - eFive Connection Tool (Application User Guide) Page 15/24
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Add and Configure Other Devices

Chapter 7.

In the Advanced tab, you can select
additional VPN parameters including
UDP Port (1). By default the program
uses 1194 because the eWON uses port
1194 in its default configuration.

In Keep-alive, you can specify a time in
seconds corresponding to the VPN Keep-
alive (2). The default Keep-alive value for
eWON is 40 secs.

In Diagnostic Level you can select the
granularity of the events log (3). The
higher the number, the more events
recorded.

In eWON VPN IP Address you can
specify the VPN IP address of the eWON
(4). Leave the default IP if not specified
otherwise on the eWON.

Click OK when done (5).

eWON Properties

|yPH | Motes | Action | Advanced |

X

WPM Advanced Settings

1195

40 secondes

LIDP Pork:

keep-alive:

Diagnostic Level: |6 - Debug

0)
)

vl
e'-.-'-.-'ON'-.-'PNIP.ﬁ.u:Idress:| 1m 254 . 0 .

©)
2
{

Iy VPR IP Address; 10.254.0.1

@

[ OK@ [ Cancel

The eWON VPN connection you created will now appear in the list under eWWONs - VPN.

FELEX

*&r aGrablt 3.0 Build B2

E] Shaow Log \ﬂ

w _‘:Jj Export _Eﬁ Impart

Phone # or Host Address

< Click the Connect
button, or_.

o myYeriveE

= ()
|

192,168,12.13
eWONs - YPN

[@] add an ewvon
& myewon

eW0ONs - Dial-up

@ Add a Dial-up entry

Status

@ 81.169,28.2
Double click on the

eWON

eSync Servers

@ Add an eSync Server

#HM“H‘#”"M”

@ cWON
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When double clicking on Add a Dial-up

entry, a pop-up opens to enter the Dial-up | Wotes | Action
properties of the relevant eWON. This —
pop-up has 3 tabs, the first tab Dial-up Mame: | MyDiallp LD
needs to be filled-out, the others are .
optional. Connect using: | Skandard 56000 bps Modem 2 '
Note: creating a modem connection Phone Number
requires to have an installed modem on e e BEn o e
the PC.

|02 | | 1234567 {3 '
Enter a Name (1). Note: This name is Country,region code:

the name of the dial-up connection. It will
appear in the list of devices of your
eGrabit interface. In Connect using: [¥] Use dialing rules
select the modem you will use on your
PC (2) (drop down list). In the Phone
Number area: enter the phone number of , ,
your eWON (3). Select your country (4). User name; | adm |

You can use or not the dialing rules @
defined on your PC. In the Login area:
enter a valid eWON user and password

i
5). The default login is adm/adm.
( ) g ,—OIK@ Zancel

Click OK when done.

IBeIgium (32) W |

Login

Password; | e |

X]

In the Notes tab, you can optionally add  RHEIRTRHCTE
a text (1) related to this eWON Dial-Up

connection. Dial-up | Motes | Action
B PLZ Project Name:
For. example, the name of the involved Production_ 7628 l: 1)
project or the addresses of the PLCs
which will be reached through the dial-up Devices on network:

PLCI (MFI:5)
PLCZ (MFI:2)
EWON (MPT:0)|

connection.

Click OK when done (2).

™y
[ OKI\Q [ Cancel

’/@WON eGrablt - eFive Connection Tool (Application User Guide) Page 17/24
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celect he ype of acton (1) to execdts
select the type of action (1) to execute VU iy 2t X

autom_atlcally once the cc_)nnectlon_ is Hisjiiip j;'mutes'|-ﬁctinn|

established. This can be either starting

your Internet browser OR launch an Action performed upon connection: _
external application like, for example, a !Start an external program L'] |

PLC console. By default the eWON
internal Web page will be displayed.

Program Filename (Full path):
| c\Program Files i Siemens|Step? 37BINIS Thakopsx. e | E] 2

For example to launch automatically

P ks
Step7® with the relevant project: A el ol

|"|::'|,F'r|:|gram Files\Siemens! Step?| 37 projlewon_mpi | { 3 b

Action performed upon connection: i
Start an external program (1)

Program filename: Use the «...» button | |
to chose the Step7® program (2)
Program arguments: /e & full path of
your Step7® project (3)

Click OK when done (4).

r T
I OF \9 Cancel Apply

The Dial-up connection you created will now appear in the list under eWONs - Dial-up
#_ eGrablt 3.0 Build 81 OB FBX)
e__} Conr?ect @ Iﬂ Show Log \ﬂ w _':lj Expart _i-j Impart

Site u Phone # or Host Address | Status
Click on the
Connect button, or_.
WETErTE 192.168.12.13
eWONs - YPN
[@] add an ewvorn
& Myewon B1.169,28.2

eW0ONs - Dial-up

@ Add a Dial-up entry

& yDialp ﬂ +32 (02 1234567

__e5Sync Servers Double click on the

[@] Add an esyne Server Dial-up entry

,';_r"_l eWoNSupport eSync Server  10.0,5,135

’/@WON eGrablt - eFive Connection Tool (Application User Guide) Page 18/24
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7.3 eSync VPN Server

7.3.1 Creation method selection

When double clicking on Add an
eSync server, a pop-up opens to make
a choice between two methods to
create the new connection.

Either you can import a User Certificate
file (1) or edit the connection properties
manually (2). Both methods are
explained hereafter.

Mew Connection fo an eSync Server

[ 1 'wnuld voul like ko create the eSync Server connection 7

(#)1 received a configuration file that T would like bo impart:

Browse, ..

1 would like to manually edit the connection properties

O

Filename:

[ Ok l [ Cancel

7.3.2 Based upon the import of a User Certificate file

Adding an eSync VPN server can be done quickly by importing an existing User Certificate XML-
file gathered from eSync. See our AUG-053-0-EN-(eSynch - VPN Server) to understand how to

export the User Certificate.

Select the first option I received a
configuration file that | would like
to import (1), browse your PC to find
the User certificate XML-file (2) and
click OK (3).

The eSync connection you created will
now appear in the list under eSync
Servers. If you used this method, you
can now jump to the list view at the
end of the manual creation procedure.

New Connection to an eSync Server,

[ 1 ’w:uulu:l voul like ko create the eSync Server conneckion 7

{#)1 received a configuration file that T would like bo impart:

7) CEm

Filename:

Guesk,xml

{31 would like ko manually edit the connection properties

——

Oz

] [ Cancel

@ cWON

eGrablt - eFive Connection Tool (Application User Guide)
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7.3.3 Manual creation

In this case, select the second option I would like to manually edit the connection properties
in the method selection pop-up and click OK. Another pop-up opens to enter the properties of the
relevant eSync VPN Server. This pop-up has 4 tabs, the first tab VPN needs to be filled-out, the
others are optional.

Enter a server Name (1). eSync Properties x|
Note: This name will appear in the list of : - _ .
devices of your eGrabit interface. It does YPM | Motes | Action | Advanced
not need to be consistent with the Server ; '
Name that was allocated in the Mame: [ SYAEaETES @
configuration of the eSync Server itself. .

HostnamefP: | 10.0.5.133 [@

In the Hostname/IP field (2), you can

My Certificat
enter the public Internet address of your Lre

eSync Server. If you have configured blamSghiesro:
your eSync Server to publish its address Getaieli UL
by DNS, the value of the Hostname/IP Private key is set

field should be this Dynamic DNS name.
Certificate Authority (CA)

The My Certificate area (3) is the place Mame: e ONSupport Certificate Auth, . Edit... ( 4
where the VPN user account certificate Company: sWONSURPOKt ‘:)
and key are stored. This certificate can

be copy/pasted from the eSync —,

configuration interface. See AUG-053-0- [ oL{ S }[ Carcel |

EN-(eSync VPN Server Configuration).

The Certificate Authority area is where the server certificate is stored.
Click on the Edit button (4) to enter your Certificate Authority (CA).

Certificate:

-----BEGIN CERTIFICATE---—- OMIIDNzCCAqygawIBAGIJATa0ECH TxM0GCSgE3Th3DA QK 2
U0wObgERTEGMLT2sp PANETT zP+ahor M-+ SEXIOyrSTEeYUeMLZZE: ¥

’/@WON eGrablt - eFive Connection Tool (Application User Guide) Page 20/24
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An empty Certificate pop-up opens. You can either import or copy/paste (1) the relevant
Certificate Authority. Click OK when done (2).

Click OK twice (2) (5) when done.

In the Notes tab, you can optionally add
a text (1) related to this eSync server
connection.

Click OK when done (2).

In the Actions tab, you can optionally
select the type of action (1) to execute
automatically once the connection is
established. This can be either starting
your Internet browser OR launch an
external application like, for example, a
PLC console. By default the eSync
internal Web page will be displayed.

Click OK when done (2).

eSync Properties

WP | Motes | action | Advanced

3

This is & note| :

——

[ OK@[ Cancel |

Apply

|wPH | Motes | Action | Advanced

Action performed upon connection:

IRL:

oF

| http:/i10.8.0.1

@)

(3
[ (5] 4 Cancel

eGrablt - eFive Connection Tool (Application User Guide)
) cWEON
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In the Advanced tab, you can select
additional VPN settings including UDP
Port (1). By default the program uses
1194 because the eSync Server uses
port 1194 in its default configuration.

In Keep-alive, you can specify a time in
seconds corresponding to the VPN Keep-
alive (2). The default Keep-alive value for
eSync is 120 secs.

In Diagnostic Level you can select the
granularity of the events log (3). The
higher the number, the more events
recorded.

Click OK when done (4).

eSync Properties

WPH | Motes | action | Advanced |

%]

WP Advanced Settings

UDF Port: | 1 L.1 )
keep-alive: i_l_z':_'_i secondes ( 2 '
Diagnostic Level: |3 - Mormal v| 3:

L

~—
,—OKu Cancel

@ cWON

eGrablt - eFive Connection Tool (Application User Guide)
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The eSync connection you created will now appear in the list under eSync Servers

#_ eGrablt 3.0 Build B1 OENINEE
ej‘ Cu:nnnecrll.' B Iﬂ Show Log |ﬂ w _':Lﬂ Expark _ﬁ Imnpart

Site @ Chone # or Host Address | Status
— Click onthe Connect
[§ button, ar..
‘,ﬁ'mvere 192,168.12.13
eWONs - ¥YPN
[@] add an etwion
@ Myewon 51.165.25.2

eW0Ns - Dial-up

@ Add a Dial-up entry
@ MyDiallip +32(02) 1234567

ESYNC Servers

[@] add an eSync Server

% MyeSync 10.0.5.135
@ Double click on the

eSynch entry
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Revision history
Revision Level Date Description

1.0 13/09/2013 Initial version

Document build number: 72

Note concerning the warranty and the rights of ownership:

The information contained in this document is subject to modification without notice. The vendor
and the authors of this manual are not liable for the errors it may contain, nor for their eventual
consequences.

No liability or warranty, explicit or implicit, is made concerning quality, the accuracy and the
correctness of the information contained in this document. In no case the manufacturer's responsibility could
be called for direct, indirect, accidental or other damage occurring from any defect of the product or errors
coming from this document.

The product names are mentioned in this manual for information purposes only. The trade marks
and the product names or marks contained in this document are the property of their respective owners.

This document contains materials protected by the International Copyright Laws. All reproduction
rights are reserved. No part of this handbook can be reproduced, transmitted or copied in any way without
written consent from the manufacturer and/or the authors of this handbook

eWON sa, Member of ACT'L Group.
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