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This application user guide explains step by step how to configure
eSync and the eWON in order to link them by a VPN network using
the eWON as VPN-client and eSync as VPN-Server.

: The VPN solution presented in this document is superseded by newer
technologies and products including Talk2M and eFive.
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Hardware and software requirements

1 Hardware and software requirements

1.1 Hardware requirements

In order to follow this guide you will need:
m 1 eWON with a second Ethernet interface (for example : eWON 2005CD, 4005CD)

1.2 Software requirements

eWON configuration software:
The eWON is configured through its embedded web server. So all you need is a standard Web
Browser software like Internet Explorerii or Firefoxii,

Additionally we suggest you to download the eBuddy utility on our website
http://support.ewon.biz. This utility allows to list all the eWONs on your network and to change the
default IP address of an eWON to match your LAN IP address range. With eBuddy you can also
easily backup/restore your configuration or upgrade the firmware of your eWON (if required).

eGrabit:

To establish the VPN connection you need to install eGrabit on your PC. This software will act as
VPN Client for the VPN connection to the VPN server (€WON).

eGrabit can be downloaded for free from our website: http://support.ewon.biz.

1.3 eWON Firmware Version

To be able to follow this guide your eWON needs a firmware version 5.2s0 or higher.
A simple way to realize the eWON firmware upgrade is to use eBuddy, the eWON software
companion.
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Hardware and software requirements

2 What is a VPN for ?

A Virtual Private Network (VPN) is a private communication network usually used within a
company, or between companies or organizations, in order to establish secured communication
using the public network.

A good compromise is to use the Internet as carrier with a tunneling protocol (encapsulating the
encrypted data). This network is called virtual because it links two physical networks (LAN) with a
untrusted link (Internet). This network is called private because only the computers (or devices)
connected on this particular VPN can understand the encrypted data.

Unsecure Network

g'éé;ﬁ : Server

Client

Figure 1: Typical VPN Network Diagram

In brief, a VPN provide you a global secured link at low cost.
Advantages of VPN:
+ low cost
as compared to a real Wide Area Network based on expensive leased lines.
- scalability
It is easy to add/remove a computer from the VPN.
Disadvantages of VPN:
« VPNs require an in-depth understanding of public network security issues and taking
proper precautions in VPN deployment.
+ The availability and performance of an organization's wide-area VPN (over the Internet in
particular) depends on factors largely outside of their control.
« VPN technologies from different vendors may not work well together due to immature
standards.
+ VPN need to accommodate protocols other than IP and existing ("legacy") internal
network technology.
The purpose of this document is to show you how to setup your VPN (Virtual Private Network)
with eWONSs.
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eWONs as VPN routers

3 eWONSs as VPN routers

To build your VPN, all connected devices need to speak the same encrypted language. On recent
computers, the VPN software handles the VPN layer. In the case of older computers or other
Ethernet devices like PLCs, it is impossible to include these devices into the VPN network.

You need to build a Network in a way completely transparent for the participants. This job is done
by using VPN Routers. Not all eWON models are able to act as VPN Routers.

On the computer side, you have two software companions :

eGrabit: the VPN connection tool

2 @39“ eSync Connect : the VPN Server application

Today, they are many VPN technologies available, we choose to build VPN on the
OpenVPN standard  see http://openvpn.net.

In eSync Connect, we need WebServer, DataBase and ServerSide technologies, we choose to

use
Apache see http://www.apache.org
MySQL see http://www.mysqgl.com
PHP see http://www.php.net

4 VPN : general topology

With a VPN, you generally build a network like the one in Figure 2.
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VPN : general topology

VPN
Server

Figure 2: VPN general topology

Devices A, B, D, E, F and G are on the same Virtual Private Network.
All devices on the VPN can connect to any other belonging to the same VPN network.
The devices C and H have access to Internet but have no access to the VPN network.

41 VPN server

To build a VPN, you need a server acting as master of VPN communications.
Every device has to ask the Server to enter on the VPN.
eWON developed the eSync application to make the installation, configuration and daily use of
the VPN easier. The installation of your eSync is very simple (follow the installer) and eSync will
install on your computer :
e An Apache WebServer listening on port 80
Even if you have already a Webserver running on your computer, but in this case, eSync
will listen on port 81.
e A MySQL Database listening on port 3306
Even if you have already another one running on your computer, but in this case, MySQL
will use the port 3307.
e An OpenVPN layer composed of Services listening the port UDP 1194
Even if you have already another OpenVPN running on your computer, but in this case,
eSync will use the port 1195.

And you are ready to establish secured connections. You can view your VPN interface on your
Network Connections window (renamed here in VPN connection).
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VPN : general topology

LAN or High-Speed Internet

<L WPN Connection LAMN or High-Speed Inter...  Connected TAP-Win32 Adapker v3
<L Local Area Connection LAMN or High-Speed Inter...  Connected InkeliR) PROJ 1000 MT M.,

Figure 3: Network connections

With the eSync application, you manage your VPN by opening a secure tunnel of communication
between every VPN actors and the Server.
The standard setup of eSync will build a VPN where all actors receive an |IP address on the range

10.8.x.x.
10l
J File Edit View Favaorites Tools Help |J QBack ~ 3 ~ [x] [2] | & -7 Favorites | = “ @Snaglt [E28 | P
JF\ddress I@ http: fflacalhost:51/systemsetup. phpFinitialsetup=1 j —) Go
ced
7 9“ Systemn Setup eWORNs Setup Tree Setup Users Setup Main Menu
User. Admin

03/07/2006 11:47:08

VPN Settings

0
20

The eSync Server is starting up. Please wait...

@ Opening page http: fflocalhost: 81 systemsetup.php. .. || ,_ ,_ ,_ ,_ ,_ |‘d Local intranet 4
Figure 4: eSync VPN settings

These addresses could be assigned statically or dynamically.

By default, the IP address ranges are divided in two, one half for the Static IP's and the other half
for DHCP IP's.

You can define also the Base Address of all devices placed on the LAN side of eWWON-VPN.
Then, in our default configuration (see Figure 4), all devices placed behind an eWON-VPN must
have an address beginning by 10.9.x.x. to be accessible on the VPN.

After the installation, you configure eSync with your Browser, just connect you to the LAN IP
address of the server (and use the right port if necessary).

The Admin account of eSync is by default :
login: adm
password: adm
If your Server is accessible on your LAN, you can access to eSync from every computer.
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VPN : general topology

Warning!

For security reasons, changing the default password adm is absolutely required.
To change the adm password, from the menu bar, click on Users Setup and double click on the adm
entry to edit its parameters. Enter the new password twice and click Save.

Server requirements:
e The Server must be accessible from Internet, generally through a fixed IP address.
e Port TCP 80 must be open for the HTTP traffic (or 81 if eSync was installed on 81)
e Port UDP 1194 must be open on the Server.
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VPN : general topology

4.2 Local User Connection and Remote

If you want to go on the VPN from a computer, you need to use the VPN Client eGrabit.

You can download it freely from the www.ewon.biz website. The installation requires no
parameters. Now, you need a VPN account. Go on eSync Configuration, select Users Setup and
click on Create New User link.

- 1ol x|

J File Edit View Favorites Tools  Help |J QBack -~ &) - €] [2] | £ <7 Favorites | =1 |J ﬁSnagIt &' | lfr,

JAddFESS Iﬁj http:fflocalhost:531fuserssetup, php j a =
=

L eSyne

User: Admin

System Setup eWOHNs Setup Tree Setup Users Setup Main Menu

Delete Selected Users i Iser I 03./07/2006 14:54:48
Username Full Name Righb@ Description
T adm Adrmin Administra Default administrator. In production, this user should be deleted or its password should be modified.
. - - TSP PN o b et e - ey ——— - - -

Figure 5: Create new user

Fill all information

Figure 6: User Setup

-10/ x|

J File  Edit ‘“iew Favorites Tools  Help |J QBack ~ &) - ¢ [ | £ - Favorites | x, |J QSnagIt ! l’;'

Jnddress Iﬂj httpefflocalhost 181 fedituser . php j a @
-

L eSyne

User. Admin

System Setup eWONs Setup Tree Setup Users Setup Main Menu

Full Name: Password:

Username: Confirm Password:

Description:

| I iAdminiStrator |

Certificate

< The cerificate is not set.

I Create Edit Revoke
.

Add/Update | Cancel |

YOU mMust nave tne 1oliowing aispiay wnen uveruricate IS generatea.

| -/ Guest

I Create Edit Revoke

Add/Update | Cancel |
Figure 7: User Certificate generated
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VPN : general topology

Now, you need to export this Certificate to your local computer.

/3 Users Setup - Microsoft Internet Explorer

=10 x|
J File Edit View Favaorites Tools Help |J QBack ~ 3 - [x] [2] | £ ' Favorites | = |J @Snaglt = | .4!

J Address I@ http: fflocalhost:51 /userssetup. php

L eSyne

User: Adrmin

Systemn Setup eWORNs Setup Tree Setup Users Setup Main Menu

Delete Selected Users Create New User

03/07,/2006 15:04:56

Username Full Hame Rights Description @
24 Adrnin Adrministrator Default administrate=ln production, this user should be deleted or its password should be modified.
¥ guest Guest Guest User

Figure 8: Export User Certificate

For that, select the User you want to export and click to the Export Selected User link.
You will be prompted to give the location and name for this XML file.

This file is a Key to enter in your VPN !
Store it to a secured place or destroy it after usage.
you can re-export it if you need it again.

In eGrabit, click on the Add an eSync Server link and use your User Certificate file to create your
VPN link.

& eGrablt 3.0 Build B2

QJ Connect @

Site

([} wten | [

Phone # or Host Address

& Segot [ Fimpon

New Connection to an eSync Server

Hows wiould vou like ko create the eSync Server conneckion 7

Status
efive Servers

0 )

8] ada an eFive % I received a configuration file that T would like ta import:
eWONs - YPN Filenarme:

9] add an ewon Guesk, xml

Browse. .. |

T would like ta manually edit the connection properties

eW0ONs - Dial-up
@ Add a Dial-up entry

eSync Servers

[@] add an e e
. cGrablt 3.0 Build 81

o]

Cancel |

[a Show Log \ﬂ

Phone # or Host Address | Status

W

7':@ Export

e‘ Cannect @
h

Sike

— Click on the Connect

by
i button, or... —
*SFmyerve 2. 168.12,13 ///’/
eWONs - ¥PN
[@] add an ewon
@ tyewon 31.160.28.2

eWONs - Dial-up

@ Add a Dial-up entry

@ myDisiup +32 (02) 1234567

10.0.5.135
@ Double click on the
eSynch entry

If you double-click on the new eSync Server connection, you will enter in the VPN.
Now, your computer has access to all the devices connected to the VPN.

eGync Servers

@ Add an eSync Server
ﬂ MyeSync

For example, you can connect to eSync through the VPN connection if you go to
http://10.8.0.1:81 (my installation is on port 81).
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VPN : general topology

4.3 eWON dial-up on VPN

To connect your eWON on the VPN, you need to create an account for it.
Go on eSync Configuration, select eWONs Setup and click on the Add an eWON link.

Lo
J File Edt Yiew Favorites Tools J (JBack ~ * J@Snaglt L= | T
JAddress I@j http://10.5.0.1:51 fewonssetup. php j a Go |J GO\JSIE|C' |Env0yer 4' C’$ [ E v | - @] » O'

. eSyne

User: Ripak Pierre

Systermn Setup eWOHNs Setup Tree Setup Users Setup Main Menu

» pSync Recards per page: |100

Figure 9: Create eWON VPN

Fill all information

(1 eSync an Delete selected eWORNs Exzport Selected eWON 06/07/2006 15:37:51
@ Name S/N VPN IP Address LAN Description
. - — e . . » ’ .

QK

; eWON Properties - Microsoft Internet Explorer - |EI|1|
J File Edit Wiew Favortes Toos J (JBack ~ * J © snagtt |2y’ | o
Jnddress |f§] http:/{10.8.0.1:81 /editewon. phpFfolderid=-1 j ﬂ Go |J Go\:gle|Cv |Envover + 20 R R | wr &> (@)

L edyne

User: Ripak Pierre

System Setup eWONs Setup

eSyncld:

PSTM connected to PLCS
0516-0001-73

Description:

Serial Number:

Additional Information:

| Obtain an IP address automatically

VPN Settings

@ | Use the following IP Address: |1D.8.128.29

Check Suggest

LAN Settings (Must be fill

to allow remote access to the eWON LAN through the VPN)

I Check Suggest

IP Address:

Subnet Mask: I (Leave IP address and subnet mask empty if the eVWOM does not have a LAN.)

Certificate
/ eWWON 001

Create Edit Rewoke

Connection Type

I~ | GPRS
Add/Update | Cancel | -
=
[&] pone l_’_ l_’_ |_|O Internet Y
Figure 10: eWON setup
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VPN : general topology

Use the Suggest link to select a free Fixed IP Address
Don't forget to create the Certificate!

Now, you need to export this Certificate to your local computer.
/3 eWONs Setup - Microsoft Internet Explorer i ] 4]
J Fle Edt ‘Wiew Favortes Tooks J () Back ~ J & snaolt [ | 4;
Jnddress I@ hikp:ff10.8.0,1:81 /ewonssetup, php j Go “ GDEngE|C' |Envoyer {r@% M~ B~ | w5 O~
=l
. @sgm System Setup eWONs Setup Tree Setup Users Setup Main Menu
User: Ripak Pierre
» g3ync Records per page: 100 Ok
D es \?\IFON oo Add an eWON Delete selected eWONs Exzport Select 06/07,/2006 15:45:43
st Name S/N VPN IP Address |l LAN Description
@ EWON_001 0B16-0001-73 10.8.128.29 PSTN connected to
ol PLCS
- _ P I T o L e e e e . st e .
Figure 11: Export eWON Certificate
x|
For that, select the eWON you want to export and 5 . s a2
. . 0 you want to open or save this file?
click to the Export Selected eWON link.
You will be prompted to give the location of the file. @ e SWOILOBLcanda b
ype: Text Document, 3.
This file is a Key to enter in your VPN ! From: 10.8.0.1
Store it to a secured place or destroy it after - - T
g . pen ave ancel
usage. you can re-export it if you need it
again.
Note that suggested filename is @ s computet. 1 3o 4 nct vkt s 46 ek open o
“ ” save this file. at’s the risk’?
eWON_001_comcfg.txt”, the VPN parameters are i e et he st

formatted in the file to be uploaded by FTP to
configure the eWON. Just rename the file in
‘comcfg.txt” and send it to the eWON by FTP.

Now, your eWON has the VPN configuration in
place. At every connection of this eWWON on
Internet, it will setup the VPN tunnel with the server.
For example, you can configure your eWON-pstn to
use the Callback sequence to connect to Internet
and VPN.

Once the eWON is on the VPN, the eSync main page
displaying the IP address of it.

VPNCnxType:2
VPNKeyType:1

VPNSecretKey:----- BEGIN RSA PRIVATE KEY-----
MIICXA.......
————— END RSA PRIVATE KEY-----
VPNSecretCert:----- BEGIN CERTIFICATE-----
MIIDK.......
————— END CERTIFICATE-----
VPNCACert:----- BEGIN CERTIFICATE-----
MIIDGT.......
————— END CERTIFICATE-----

VPNPortout:1194
VPNATive:40
VPNSrvl:support.ewon.be
VPNSIrv2:

VPNP2PIpMode:0

shows you the eWON connected by

3 eWONs List - Microsoft Internet Explorer ;Iglll
J File Edit View Favorites Tools J (PBack - 7 J & snaglt 12 | W
J Address I@ htkp:ff10.8.0.1:81 Jewonssetup.php j Go
El
7 @sgm Mv eWONSs Cunnectiur!s Histu[y[. Configuration
User: Ripak Pierre Diagnostic Log off &
— Records per page: 100 0K

[ eSync
em Name S/N Connected sin
eWvOnr_001 0616-0001-73

a PPy

-

eSync shows eWO

— I e e e e - -
Figure 12:

P Address [escripti
06072006 16:43:27 § WPN: 10.8.128.29 P3TN connected to PLCS

06/07,2006 16:43:30
ce

N connected
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VPN : general topology

If you open another Internet Browser and use this address (http://10.8.128.29), you will be
connected on your e WON through the VPN.

a eWON Session (Adm) - Microsoft Internet Explorer - IEllll
> J & sraglt 12 | ?’

Go

m Setup O Server Config Mair Menu

EY/ON_001 Script Setup Users Setup Pages List

User session

User: (Adm)
Connection Date: 06072006 16:48:39

Close Curent Connexion

Close PPP Connexion

e e A i n L e . I

Figure 13: on eWON by VPN

PP,

If the WAN Protection (Security) is set to maximum (see Figure 14), the eWON website is
accessible only through the VPN (the WAN address provided by the ISP will not answer).

G m o m o ETWOrKINg securily secup

- ¥ Interfaces
[ g Metwork connections
EI---_L Metwarking Config

----- I]h Internet Connection
----- @ VPN Connection

----- & Publish IP Address
----- @ Callback

----- ©r Routing

----- ﬂ Security
P, These changes will be effective from next WaN connection

Figure 14: WAN Protection

If you have a PLC connected to this eWON and you want to access it with the corresponding
software, simply use this VPN IP address.
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VPN : general topology

44 eWON GPRS as VPN Gateway

The configuration of an eWON acting as VPN Gateway is the same as in the point “eWON dial-up
on VPN*

The only things that change in this configuration are :
+  eWON is used as Gateway to other ethernet devices
+  eWON uses the built in GPRS modem to be connected (permanently) to Internet

Once you create the eWON in eSync, configure the LAN settings parameters (use the Suggest

link).
'3 eWON Properties - Microsoft Internet Explorer ;lglﬂ
J File Edit VYiew Favorites Tools Help |J ':) Back ~ ) - .ﬂ .E'] | € - Favorites | =" J 6 snaglt |y | l'?
JAddress I@j http:ff10.8.0.1:81 leditewon. php¥id=1% j a =
“ ng““ System Setup eWOHNs Setup Tree Setup Users Setup Main Menu

User: Ripak Pierre

eSyncld:

Description: eWWOMN-GPRS as Gateway

Additional Information: |FEFEEEEET]

VPN Settings

| Obtain an IP address automatically

| Use the following IP Address: |1D.E|.128.33 Check Suggest

LAN Settings (Must be filled in to allow remote access to the eWON LAN through the VPH)

IP Address: |1D.9.9.D Check Suggest

Subnet Mask: | |255.255.255.0 {Leave IP address and subnet mask empty if the e¥WON does not have a LAN.)

| -/ eWON_002

I Create Edit Revoke

Connection Type
v | GPRS

Add/Update | Gancel |

Figure 15: create eWON with a LAN

Then, all devices (and eWON) must have an IP address in this 10.9.9.x range to be part of the
VPN.

If eWON has the 10.9.9.1 address, don't forget to set this address as Gateway in other devices.
If your eWON is an GPRS one, you can check the GPRS connection Type. This option will send
the KeepAlive frame slowly (in GPRS, you pay for the traffic not for the time connected).

Once the Certificate is in the eWON, you may configure the eWON to play the Gateway behavior
you want. The Gateway function is always activated in eWON - VPN, you no longer have to check
the “Enable IP Gateway” checkbox (like with firmware 4.x).
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VPN : general topology

Go on the eWON Routing page, and set the option you need.

i) COM Config
- ¥ Interfaces
[]---ﬁ_, Metwork connections

Routing setup

= L Metwarking Config
----- I‘B Internet Connection

----- Q WPM Connection MNAT and TF on WaN -
----- & Publish IP Address u
----- & Callback
i Routing These changes will be effective Fram nesxt WAN cannection

----- 0 =ecurity Update |
e e -

Figure 16: eWON Routing page

Usually, you need to set the NAT and TF (Transparent Forwarding) on WAN. This configuration
allows your ethernet devices to use the both interfaces (WAN and VPN) to go outside.

The WAN will be used if your device send an eMail to the ISP.

The VPN connection will be use when the device needs to access another VPN participant or
when it replies to a request coming from the VPN.

As you are in GPRS, you can stay connected permanently to Internet, check the Maintain
Connection checkbox.

{@) comM Config
‘ﬁ Interfaces
Eleﬂ Metwork connections

Internet connection setup

Internet access

. . Modem Connection =
Metworking Config

-‘Dlnternet Connection . v

Q WPM Connection Publish ¥waN IP address

L H B

Figure 17: Maintain Connection parameter

Be aware that eWON and eSync will send small packets (ping) to maintain the connection open
(KeepAlive). Then this permanent connection will cost some money (even if there is no usefull

traffic). Once connected on GPRS, the eWON will establish its VPN connection and be accessible
by other VPN participants.

€ Connections History Configurati
: onnections Histo onfiguration
- @SW My eWONs Disanosi Log off
User: Ripak Pierre Hiaghostic Log ol
= g3ync > Belgium Records per page: [100 | OK
E{%SSI;—CI . 20/07/2006 16:06:05
- elgium
@, eOn 001 Name S/N Connected since IP Address Description
% eyWOr_002 erCIN_001 0516-0001-73 PSTH connected to PLCS
eyvON_002 2040772006 15:13:32 wPM: 10.8.128.33 eWON-GPRS as Gateway

Figure 18: eWON-Gateway connected

The eWON is accessible at the address 10.8.128.33 (address on the VPN) or at the address
10.9.9.1 (address on the eWON LAN).

The devices placed on the LAN of the eWON are accessible by their address 10.9.9.x directly
from your computer.
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VPN : general topology

If you display the /P Routes of your computer (command ROUTE PRINT in a DOS box), you will
see that VPN has automatically add a Route to the 10.9.0.0 (Base Address of eWONSs LAN pools
in the eSync Setup).

Hetmask Gateway Interface
a.0.0.8 -a.a. 1i8.8.128.1
255.255.8.8 -a. - i8.8.128.1
255.255.255.255 -a.a. .a.8.
255.255.128.8
255.255.255.252
255.255.255.255
OCC JCC 490 i3
18.9.8. 255.255.8.
1A.255 255, P I R

18.255.255. 255.255.255.

240.0.8.
255.255.255.
255.255.255.

1 a

Figure 19: IP Routes
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VPN : general topology

4.5 eWON2005CD as broadband VPN router

In this configuration, you may want to use an ADSL router because you need to transmit a lot of

data.
The setup of this eWON is very similar than those from point 4.3 and 4.4.
The only thing that differs from point 4.4 is :

« the eWON use its WAN interface to connect on Internet.

Once you create the eWON in eSync, configure the LAN parameters like following.

User: Ripak Pierre

eSyncld:

Description: Dermo2005
Serial Number: 0516-0002-74

Additional Information:

VPN Settings

| Obtain an IP address automatically

'3 eWON Properties - Microsoft Internet Explorer ;Iﬂlﬁl

J File Edit Wiew Favortes Tools  Help |J QBack ~ ) - [x] [2] | & " Favorites | =1 J@Snaglt 125 | "

| addvess [&] hetpsf10.8.0.1:81 fedicewan php?id=12 | B eo |J Google |G- [evoyr & M~ B~ > Q-
- @‘sgl" System Setup eWONs Setup Tree Setup Users Setup Main Menu

@ | Use the following IP Address: |1D.8.128.1?’ Check Suggest

LAN Settings (Must be filled in to allow remote access to the eWON LAN through the VPN)

IP Address: I‘ID.QE.D Check Suggest

Subnet Mask: |255.255.255.U (Leave |P address and subnet mask empty if the eWON does not have a LAN.)}

Certificate
-/ JiPe2005

|

Create Edit Revoke

Connection Type

I~ | GPRS
Add/Update | Cancel | o
€l LT[ e mtemet 4
Figure 20: setup eWON2005CD in eSync
Then, all devices must have an IP address in the 10.9.6.x range to be part of the VPN.
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On the eWON2005CD, you have two Ethernet interfaces to configure, the LAN and the WAN.

(@ coM config
'x Interfaces
Eg Metwork connections

L Metworking Config
i

Figure 21: eWONZ2005CD - LAN setup

Then, if your eWON2005CD has the 10.9.6.1 LAN IP address, don't forget to set this address as
Gateway in the devices you want to access.

And the WAN Ethernet interface must be configured with parameters compatible with your ADSL
device.

Q/ewou 5 2 System P g gile Main Menu
= == : q ag

Communication

@ COM Config
= Interfaces
B g Metwork connections

Ethernet WaN Connection

Address Setup

E;& Ethernst 10.1.0.110
-, Ethl - LAaM 255.255.0.0
- by Ethz - wian 10.1.0.1
L Modem
-3 wen
[]---L Metwarking Config
I:I---'k Manage Config 105,730,221

Update |

Figure 22: eWON2005CD WAN setup

Here, you can see that we have an ADSL router on the 10.1.0.1 (eWON default gateway).

The IP addresses of your Remote
Site will be as shown on the rigth.

There is no MODEM configuration 10101
to set. You can disable the / ADSL ; e
Modem Outgoing Connection. D ]

—ﬁ| 0.9.6.10

Figure 23: eWON2005CD remote site IP addresses
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VPN : general topology

=] !:ﬁOutgoing Undate |
Global

- B Serverl

= B Serverz

Figure 24: eWON2005CD Outgoing connection disable
The VPN configuration is always the same. Put the certificate generate by eSync in the eWON.

Main Menu

@) COM Config
- =& Interfaces

El@ o _

Remote ¥PN WAN address or name
suppart.ewon.be
'@ Incoming

'@Outgoing —
Metwarking Config Connect to...: m

Manage Config

=

#_1_STnTQmHUAgHZTC iuyHgkxmhnil 1 £ Te9wTkax+LO9NIv ) BocozdUIjPocM/ C
d+£THLVhzZ Ru+6+hHidIEz2D4sUwGEY3kCVIA3 TAI 789/ SCTUQAZ S£ A0
0QSEGEXhThMhIRv0D IMAKe 0] 5 INKr wyxJ ew+/ sgtMpk+kuOCAHRNZ Ho SX0g++
pU+g2 Ve BnTgS 0o dul T,/ e YFuOOKdyDO4hHY xcpnODwx/ TDeLyPiE£Qal kG2 IPS
UDDyetx1BMrtdGOYEF/ +k60TTUE4xgWP AcED3 £ 1d3gEgl3EhpSnyESBLENSE

MIIDEJCCApOgawIEAyIEF zANEgkghkiGOwlEAQQF ADEnMQswCOYDVOOGERT i
ZTEK
MAgGAIUECEMELTEYNEYGA1UEBXMPQnIhalls 1 IGwnOly 5 ZEVENQOwC wYDVWQOK
EwRE

MIIDGTCCAOKgAwIEAgIJANIZ4Z59gkor HADGCSGS Th3DQEBEATANGEXCZAT
Boliv
BAYTAmI 1MOowC AYDVQQIEwE £ MRGwF g ¥ DVQOHE w9 ComF phinlghCdBh Gx 1dWox
DTAL

Update |

Figure 25: eWON2005CD VPN certificate setup

In the Networking Config branch, the Internet Connection must be set on the WAN interface.

Mairn Mernu

Communication
) coM Config
¥ Interfaces
ﬁ Metwork connections
E| L Metworking Config
: I]b Internet Connection
@ WPN Connection

L A Publish TP Addressa.

Internet connection setup

Internet access

Figure 26: eWON2005CD Internet Connection
If you need a permanent access to Internet, use the Maintain Connection checkbox (as shown).

VPN Connection must be enable.

eSync VPN Server Configuration Page 19/23
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Mairn Menu

Communication
E}) COM Config ¥PN network setup

-3 Interfaces ¥PN use conditions
£

]Q Metwork connections
EIL Metwarking Config
I'ﬁ Internet Connection
& wPN Connection

- &0 Publish IP Address T
pda |
- A Callback

ot e~

Figure 27: eWON2005CD VPN connection
Set the Routing configuration if you need to allow devices on LAN to go outside.

k/ewou I 2 _ _- . - Main Menu

@cum Config
- =g Interfaces

I:I"-Q Metwork connections
[—:IL Metworking Config

; I'|D Internet Connection
Q WPM Connection

- &" Publish IP Address

@ Callback

'» Routing

- [} Security Update |

----- €% 1P services
Figure 28: eWON2005CD Routing

EWAN connection

Set the Security you need.

Main Menu

Conmunication
@) coM config
I:I_x Interfaces
[]---g Metwork connections
EIL Metworking Config
: I'|ﬁ Internet Connection
Q WPM Connection
- & Publish IP Address

@ Callback

+r Routing

Networking security setup

WAN Protection

Transparent Forwarding

I ﬂ Security These changes will be effective from ne:xt Wal connection
o £x IP Services
Update
[]---'1&- Manage Config Ll
Figure 29: eWON2005CD Security

With a WAN Protection Level set to “Allow All”, your eWON accept also traffic coming from the
“‘unsecured” world (not VPN).

With this configuration, you can access your eWON2005-VPN through the ADSL.

eSync VPN Server Configuration Page 20/23
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Connections History Configuration
eSyne My oWONs s bt figurasi
Uszer. Ripak Pierre diagnostic Log oft
= eSync > Belgium Records per page: |100 Dk
22/08/2006 16:17:41
Mame S/N Connected since IP Address Description
eWVOR at Spectrum
@2 JiPe2005 SpredUlS cantrals detail
T4005 0B06-0001-75 BE ACTL HWALC syst cetafs
TGprsPct OB03-0001-73 22/08/2005 15:49:42 WPMN: 10812817 R&D machine
TGprsPort Test Spec ctrl 1
TGprsPor? Portugal QWANE 3
TGprsOyyave 0610-0002-73

Figure 30: eWON2005CD connected in eSync

The eWON2005CD is accessible at this VPN address 10.8.128.17 and at this LAN address
10.9.6.1 (eSync knows that all address belonging to 10.9.6.x must be routed to this
eWON2005CD). You can PING your eWON at 10.9.6.1 and your LAN device at 10.9.6.8.

Command Prompt

C:~>ping 18.9.6.1
Pinging 18.92_6.1 with 32 bytes of data:

Reply from 18.2.6.1: bytes=32 time=23ms TTL=255
18.92.6.1: bytes=32 time=27ms TTL=255
18.9.6.1: bytes=32 time=26ms TTL=255%

Reply from 18.2.6.1: bytes=32 time=27ms TTL=25%

Ping statistics for 18.9.6.1:

Packets: Sent = 4, Received = 4, Lost = @ (B2 loss>,
Approximate wound trip times in milli-seconds:

Minimum = 23ms. Maximum = 27ms. Average = 25ms

LR
R
C:~>ping 18.9.6.8

Pinging 18.?.6.8 with 32 bytes of data:

Reply from 18.9.6.8: bhytes=32 time=27ms TTL=254
Reply from 18.9.6.8: hytes=32 time=25msz TTL=254
Reply from 18.2.6.8: bytes=32 time=26ms TTL=254
Reply from 18.2.6.8: bytes=32 time=23ms TTL=254

Ping statistics for 18.7.6.8:

Packets: Sent = 4, Received = 4, Lost = @ (Bx loss>,
Approximate round trip times in milli-seconds:

Minimum = 23ms. Maximum = 27ms. Average = 25ms
R

Figure 31: ping through VPN
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4.6 Appendix - eWON with C configuration

oM config
= Interfaces
- @ Wetwark connections

L Ethernet
€OM con
2 le Modem N
" % Interfaces
: Incoming
4 & HNetwark connections
'ﬂ Dutgeing
L. Ethernet
P Glabal Maximum connection time
= o Modem
= 1 i
g server FyR—
o 3 serverz Bl Sutgoing
e
— P Global
L Hetwarking Config - 3 serven
[fa, Manags Corfig e — B serverz
G wen
L Hetwarking Config
[fa Mansge Config

[T ——

PPP autgaing Cannection - Server 1

I0,090930199

am264240

(@ coM config
S Interfaces

= @, Network connections
L. Ethernet

B Modem

cor config
& Interfaces
& netwark connections
L. Ethernet

VPN Connection configuration

Advanced aptions

B rodem B @ ven
&g veu P Global
P Global
> R e Incoming
1
D ncoming G outgoing
@ outgoing

) I, Networking Corfig
I Hetwarking Config -

(@ coM config
S Interfaces
& Hetwork connections
<L Ethernet

B Modem o

B9 ven Remote YPN WAN address or name
> Global support.ewan.be
P Incoming

& outgeing
- A, Wetworking Config

Establish outgoing VPN connection configuration

VPN activation rule

Accept incoming ¥PN connection configural

¥PN activation rule

Incoming ¥PN connection parameters

10,254.02
10,254.0.1

Update

R Manage Config

#_1_STnTOrHUAGHZTC1uyHgloohd
HETNLVEGS26 53 KEY 12K RF I ZhaT:
Vg TFoP4Y L T+f by OHCMLL UGSy prd
O Mepher A3T/ qUAF EHQX 1D 1¥ELIVA T
£9 251 S MIVOUADZ Ky -+ 7p FAFG o+

@ com config
% Interfaces
& Network connections

- I netnorking Config

[ 1nternet connection
T wPH Connection
& Publish IP Address
& Callback
Routing

0 security

£ 1P Servicss
[, Manage Config

B BEGIN CERTIFICATE -
MIIDK]CCAPOUAYIEAGIBED ANBgkohl
ZTER
HAgGA1UECBUBL TE ¥MEYGA1UEBx MP Or]
EWRE

B BEGIN CERTIFICATE -
MIIDGTCCAOKYAWIBANTIAM1Z42590]

BTy
BAYTAmI 1HQowC AVDVQQIEwE HRgwFg

oM config

& Interfaces

& metwork connections
& I, Networking Config

[i® 1nternet Connection
@ b Connsetion

WPN network setup

W¥PN use conditions

Internet connection setup

Internet access

Fodem Connection v

I
Publish WAN IP address
Disabled +

"On demand” Internet connection

& Publish 1P Address
@ Callback @ cor Config
S Interfaces

& Network connections
£ I networking Confi

* "B et Cannestion
@ veN Connection

@) COM Confi
= Interfaces
& metwork connections

Networking security setup

WAN Pratection

U netwarking Config
[{® tnternet Connection
D upni Connection
A Publish IP Address
G Callback
i Routing
0 'Security
£ 1P Services
b Mansge Confia

Transparent Forwarding

These: changes wil be effective: from next Wl connection

Update

AT and TF disabled_»

These changes will be effective from next WAN connection

Update
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Revision history
Revision Level Date Description
1.0 2006 Initial version (formerly User Guide eWON - VPN).

Transfer into template and AUG structure + eGrabit + new network

1.1 1912113 jiagrams + Superseded notice

i Microsoft, Internet Explorer, Windows and Windows XP are either registered trademarks or trademarks of
Microsoft Corporation
iii Firefox is a trademark of the Mozilla Foundation

Document build number: 32

Note concerning the warranty and the rights of ownership:

The information contained in this document is subject to modification without notice. The vendor
and the authors of this manual are not liable for the errors it may contain, nor for their eventual
consequences.

No liability or warranty, explicit or implicit, is made concerning quality, the accuracy and the
correctness of the information contained in this document. In no case the manufacturer's responsibility could
be called for direct, indirect, accidental or other damage occurring from any defect of the product or errors
coming from this document.

The product names are mentioned in this manual for information purposes only. The trade marks
and the product names or marks contained in this document are the property of their respective owners.

This document contains materials protected by the International Copyright Laws. All reproduction
rights are reserved. No part of this handbook can be reproduced, transmitted or copied in any way without
written consent from the manufacturer and/or the authors of this handbook

eWON sa, Member of ACT'L Group.

%e‘wem eSync VPN Server Configuration () Page 23/23
G2



	Revision history
	1 Hardware and software requirements
	1.1 Hardware requirements
	1.2 Software requirements
	1.3 eWON Firmware Version

	2 What is a VPN for ?
	3 eWONs as VPN routers
	4 VPN : general topology
	4.1 VPN server
	4.2 Local User Connection and Remote
	4.3 eWON dial-up on VPN
	4.4 eWON GPRS as VPN Gateway
	4.5 eWON2005CD as broadband VPN router
	4.6 Appendix - eWON with C configuration


