eWON Application Guide //// QWON

AUG 054 / Rev 1.2 =
ACHINES CAN TALK

SoMachine
Version 3.1.10.1

SoMachine . .
Version 3.1.10.1 9
Copyright @ 2007-2012 Schneider Blectric Industiies SAS

Allvigts rezerved

Remote Access for
Schneider M258 PLCs

Sah achine

Collaborative Automation

This guide explains in a few steps how to configure your eWON ol o
COSY, your Talk2M account and your PLC software to access your SChnelde_r
Schneider M258 PLCs for remote diagnosis and programming. LPElectric

Contents



Table of Contents

1.Hard- and Software ReqUIreMENES. .......uuieuiieieiresrmuseasrasressrmsresssasrasseassasssassnssnsssnssnsssassassasassasassasessas 3
1.1 HardwWare REQUINEMIENES. . .. ittt ettt ettt ettt ettt et e ettt tse st ese st asetesestseseseazaseneasen 3
1.2 Software ReQUINEMENTS. ...ttt ettt ettt e e i e i eeineen, 3

1.2.1 eWON Related SOftWare......ooooeeiieiiiiiiieiiieeeee et eeeeeeieeeennen, 3
1.2.2 Schneider Related SoOftWare. . ... ...oou. ittt ettt ettt et ettt st seeaseseeaseeeeaens 3
1.3 EVWON FirmMWare VOIS i0N . o ittt ettt ettt ettt ettt ettt ettt et st ee st see st ee e s teseataseseaseaeasaaznsens 3

0 ] o =Y Y= S PP 4

3.Prerequisite: Determining suitable IP addreSSes. . ....ccieiiiieiriieiresiesiensiesisasresssassasssnssassenssassenssnrans 5
3.1 Internet connection using the WAN INterface. .. ..ottt ettt ettt e e e taeteseaiaeaenass 5
3.2 FoOr proper rOUtING, FEMEMID O . ittt ettt ettt ettt ettt ettt ettt st se st seeseaeaseseaseaenseasasenss 6

4. Talk2M and eWON COSY configuUratioN........c.eeeuieieuiiiesiemsiessenscussenssnssenssassnsssassnsssassnsssassnsssnssnssases 7
4.1 Step 1: Creating a Talk2M account and adding an eWWON COSY tOiti..ceeuiiiieeiieiieiieeiieeiennne.. 7
4.2 Step 2: Setting IP_ address of eWON COSY LAN. .. .ottt ettt e e et et et eiereeaeenss 10
4.3 Step 3: Run the eWON COSY configuration Wizard.........oooueieiiiie i eieeeieaiieseieaannen, 13

4.3.1 First Login & Launch of the Wizard..........oooieeiiinoiiieiiieeiieiieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeene, 13
4.3.2 SYStEM SOIUD . ceieeiieeieieeee ettt ieeennes 15
4. 3.3 IOt SO UD. . ittt ittt ettt ettt ettt ettt et e e et ee st ee st sttt atete s tesntetnseatereasnaeass 16
4. 3.4 TalK2IM SO U . e ittt e ettt ettt ettt ettt ettt et teet ettt eeeeteeneateteea et taeeattantaeaaeazeaaen 18
4. 3.5 GalEWAY SOIUD ettt ettt ettt ettt et et etietitaiieieesieiiesieiieaieiteieeiesesiens 19
4. 3.0 FINGl CNECKS . ettt e ettt ettt ettt eee st see st seeatestaaeenttaseaatateataznaeass 21
4.4 Step 4: Connecting / disconnecting the remote eWON COSY ..ot iieeieiiieieieeenne 22

5.Linking eWON COSY and Schneider M258 PLCS......ccuiiuuirmieirusiesiensinsisassasssassasssnssassenssassensnssanss 24

6.PLC remMOtE G CCESS uuuiuuiiuiiusiunuinsiesssasrasssasrassnassasssassasssassassassssssssssssssssassssssassssssassnsssassnssnnssnssnnssnssnss 25
6.1 SoMachine V 3.0 and V 3. ..ottt ettt et ettt e ettt tee st teeseaseeaenseeaaensenazenaens 25
6.2 SOMACKHING V 4.0 ittt ettt ettt e tie e, 29

7. TrOUDIES N OO NG . e ietiiiiet i ieieesiesreasrmssesssassasssassesssassssssassssssassssssmssssssassssssassnsssassssasessasnssnssasansannns 32

8.l OGN SO CUIIY .. euuiuuieusiuuieusimsresrasressmsressasresssassassassassassassassassassasssassassesssassssssasssssnnssnssassasassasassannss 33

REVISION NMISTONY . ittt ettt ettt ettt ettt eiaaan, 35

2

eWON Remote Access for Schneider M258 PLCs (How to) Page 2/34

7



Hard- and Software Requirements Chapter 1.

1. Hard- and Software Requirements

1.1 Hardware Requirements
In order to follow this guide you'll need:
m 1 eWON with VPN capabilities (for example eWWON COSY 141)
m 1 Schneider M258 PLC
m PC suitable to configure the eWON and the PLC

1.2 Software Requirements

1.2.1 eWON Related Software
+ Web browser — Internet Exploreri or Firefoxii
to configure the embedded eWON parameters.

+ eBuddy — eWON detection and firmware maintenance utility
http://support.ewon.biz/softwares.htm

« eCatcher — VPN tunneling utility
http://support.ewon.biz/softwares.htm

Note: this utility will be used to create the Talk2M account and to connect to your
eWON remotely.

1.2.2 Schneider Related Software
+ SoMachine (version 3.0, 3.1 or 4.0)

1.3 eWON Firmware Version

Successfully following these guidelines requires an eWON firmware version 6.2 sO or

higher. The eBuddy application will allow you to upgrade your eWON firmware if
required.
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Objective Chapter 2.

2. Objective

The objective of this document is to guide you through the steps required to enable
remote access of your Schneider M258 PLCs.

The remote access setup is composed of the following steps:
+ Creating your Talk2M account and adding the eWON COSY to it
+ Assigning an IP address to your eWON with eBuddy
+ Running the eWON COSY configuration wizard
+ Connecting/disconnecting with the remote eWON
Then we address the PLC connection itself:
+ Linking the eWON COSY with your Schneider M258 PLC

¢ PLC remote access

To configure the eWON COSY, all you need is a Web Browser and to open the
internal Web page of the eWON COSY. (http://10.0.0.53 is the default IP factory
setting)

%QWON Remote Access for Schneider M258 PLCs (How to) Page 4/34
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Prerequisite: Determining suitable IP addresses Chapter 3.

3. Prerequisite: Determining suitable IP addresses

Configuring remote access is simple. However, you will have to pay special attention
to the different IP ranges mentioned below.

3.1 Internet connection using the WAN Interface

The eWON COSY connects to the Internet using its WAN interface. The eWON
COSY requires a LAN IP address at the PLC side and a WAN IP address at the
network side.

2

Somachine

Company LAN
1000#
25525500

= .

Site LAN eWON WAN eWON LAN

10.10.0# DHCP 192.168.0.53
25525500 enabled 2552552550

Important Note: The company network address ranges (Company LAN and Site LAN
in the example above) are specified and managed by the respective network
administrators. These ranges simply cannot be changed. So before configuring your
eWON COSY LAN IP address and your PLC IP addresses, please ask for:

1. The specified company LAN network range to be used by the PC that will
initiate the remote connection (Company LAN).

In our example this range is 10.0.0.#

2. The specified company LAN network (Site LAN) range which the eWON
COSY WAN port will use to get Internet connection.

In our example this range is 10.10.0.#

Knowing the ranges in use at the Company and Site side, you will be able to select a
range outside these networks for the eWON COSY LAN-port and the PLC.

In the above example, we could select addresses in the 192.168.0.# IP range for the
eWON COSY LAN and PLC since it does not overlap either with the Company LAN
range or with the Site LAN range.
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3. Prerequisite: Determining suitable IP addresses

3.2 For proper routing, remember...
The eWON LAN IP address must be part of the same |IP range as the PLC LAN.

2. The eWON WAN and LAN IP addresses must be in different IP ranges. The WAN
port of the eWON is generally DHCP-enabled, which is a good way to make sure
that it will be compatible with the company network.

3. The remote PLC network (eWON LAN) must be in a different IP_range than the
company network on which your PC is connected (Company LAN).

Office Remote site

A\

Network 3
Machine

Network 1 Network 2
Office Site

Network 3 = eWON LAN = PLC LAN (all in same range).
Network 3 # Network 2
Network 3 # Network 1
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Talk2M and eWON COSY configuration Chapter 4.

4. Talk2M and eWON COSY configuration

4.1 Step 1: Creating a Talk2M account and adding an eWON COSY to it

To connect to your eWON COSY remotely, we will use the VPN tunneling tools
eCatcher and Talk2M.

1. Connect your PC to a network with Internet access...

2. Download the eCatcher application from here
http://support.ewon.biz/softwares.htm and install it.

3. Start eCatcher and, if you do not yet have a Talk2M account, create an account
using the link Create a Free+ account.

. eCatcher (3.2.0 build B772)

Login

Username: | |

Password: | |
Forgot password

x Account: || |
Create a Free+ account
SEED Remember me

Cannect Automatically
B e RPN Y RS it oy e b

Login to your Talk2M account

On the menu on the left side of the eCatcher interface click on the "+" (New
eWON) icon in the eWON list section.

EBX

. eCatcher (3.2.0 build B772)

g Active Connection

Devices s

H Mo active connection,
2 eWON list
=

Accaount

Description

Nttt e P e s ol s - po P ot o o ettt
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4. Talk2M and eWON COSY configuration

6. The following window appears:

#. New eWON E3]
Tu l k M Now maochines con tallk
eWON Mame: |eWON Company XY |
eWON Descripkion: |eWON at Company XY |
n Connection Type: |F‘ermanent (LAM [ ADSL [ 3G) w |
"

Enter the eWON name you want to use on the Talk2M server to identify the
remote connection to your eWON COSY.

The eWON Description is optional can be left empty.

Select Permanent (LAN / ADSL / 3G) as Connection Type to specify how your
eWON COSY will be connected to the Talk2M server.

7. Click on Next.

Here you can optionally enter additional information concerning your remote

*. New eWON X
Tu l k M Mow machines can halk
Custam Figld 1 |Grou|:| of locations |
Custom Field 2 |Lcu:ation |
n Custom Field 3 |urit |
rs
[ Previous ] [ Finish ]

connection. The Custom Fields can be used to classify or filter your different
remote connections. This will allow you to find easily the eWON COSY you need

to connect to.

€ ecWEON

Remote Access for Schneider M258 PLCs (How to)
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4. Talk2M and eWON COSY configuration

8. Click on Finish. The Talk2M activation key window opens.

To enable the eWON COSY connecting to the Talk2M server, an activation key is
needed. The eWON COSY will need this key during its VPN configuration.

. eCatcher (3.2.0 build 8772) FEX

E eWON Setup
Devices
2)
E Select your preferred method to configure your eWON:

Send an SMS to the eWON with iks activation key,
It will brigger the remate auto-configuration,

Users Configure via SMS

R -
(Y AQ{»I:
Account

Configure via Activation Key

—’\KKEII—_

Configure via eWON Name

L I
— My COSY

eWON Name:

Every device receives an Activation Key during its creation in Talkzm,
This key cannot be changed..

Activation Key: |D794Fc18fd3dSbacdl al54342ca08004

by
& Firrware version 6.1 is required ta setup your ediON on a Talk2M Free+ account.

-
" 2
° kz-
Exit ’x'ﬁ"[
7 my.talkom.com | Credit: 9,3E0R | | | 1dle WON Guest [sWON_guest] @0 Talk M

Under the Configure via Activation Key section you will find the Activation Key.
Click on the Copy (1) icon to copy the activation key into the clipboard of your PC.
Keep this information on your clipboard to complete Step 3.

Click on the Return icon (2). The new eWON COSY account will now be
displayed in the eWON List section on the lower part of the window.

®_eCatcher (3.2.0 build B772)

E Active Connection

Devices s

E Mo active connection,

Users

eWON list
B T 1T 1]

Account

e e e w e e e

Action Marne #¥ Status - Description 5]
WM Company X Offline Manlual Group of locations Location Unit

— -H“#M‘ﬂ—ﬂh W‘NM\‘

Note: Using the Activation Key is the standard procedure for Talk2M
configuration. Next to this method, there are 2 alternative methods: Configure via
SMS and Configure via eWON Name.

End of step 1.
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4. Talk2M and eWON COSY configuration

4.2 Step 2: Setting IP address of eWON COSY LAN

Once you have selected your IP addresses, you can start configuring your e WON
COSY. In our example, we will change the default factory address 10.0.0.53 to
192.168.0.53. This address has to fit into the PLC-range and may not interfere with
the Company LAN (see § 3 Prerequisite: Determining suitable IP addresses).

To configure your eWON COSY LAN IP:

1. This connection can be made through the Company network or with a point-to-
point link. At this stage there is no constraint as to the IP configuration of the
Ethernet adapter of your PC. Actually, eBuddy is able to modify the LAN IP
address eWON COSY even if your PC and the eWON COSY have different
network address ranges.

Company

=

Point-to-point connection

2. Start the eBuddy utility on your PC

eBuddy — eWON detection and firmware maintenance utility
http://support.ewon.biz/softwares.htm

’%ewon Remote Access for Schneider M258 PLCs (How to) Page 10/34
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4. Talk2M and eWON COSY configuration

3.

4. You don't need to fill out the Serial Number, just click on Browse

5.

In the home page, select Set IP Address

8l eBuddy - eWON Maintenance Utility
File “iew Tools Help

eBoddy

Set IP Address

The eWON companion

Iz thiz link to set or modify the IP address of an eWON.
Update Firmware

Cl link to update the firmware of an eWON.
(Mak eBuddy was updated with the latest firmware)

Click this link to backup or restore your eWON application.

-~

4

o

Backup/Restore Application - : )

EeBudd\,r - eWON Maintenance Utility
File Wiew Tools Help

eBoddy

Set IP Address

The eWON companion

o IP Address Wizard x|
Click this link to set of

Welcome to the IP Address Wizard 7
Update Firmware Which eWON would you like to configure? L e

Setial Mumber! Browse.

Click this link to backi User Lagin

Update eBudd Username: adm

Password: aes

Download the latest
operations.

Switch to List Mode {Ad

= Back I Mext = I Cancel |

e
T e - . TN Ty

eBuddy finds your eWON COSY. Select it by double-clicking on it and the IP

Address window opens.
Enter new LAN IP address and Subnet Mask. Click Next

[$]eBuddy - eWON Maintenance Utility E,

Filz Wiew Tools Help o

2] refresh | Y/} wasrdvoce 1P Address Wizard [ X

Serial Murm,,, = | Device Type IP Address

0830-0012-59 SN 200500 Here you can specify the new [P settings (07 @H‘N 4
-

Serial Murmber:  0830-0012-59

1P Address: 192 . 168 . 0 . 53 w
Subnet Mask: | 255 . 255 . 255 . O %

w\\_,m... \.*‘\,\z’,,

< Back Mext = Cancel r}

\,\" B i i e T o

e, e

€ ecWEON
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4. Talk2M and eWON COSY configuration

6. Wait until address update and device reboot are completed. Click Finish.

[JeBuddy - eWON Maintenance Utility
File Wiew Tools Help

2] refresh | /) wizerd mode ||

Serial Mum... = | Device Type

0830-0012-59 eWON 2005CD

7. End of step 2.

x|
Update of remote device
- eWON
£3 Update request sent successfully.
£ eWON updated successfully,

R Y

€ ecWEON

Remote Access for Schneider M258 PLCs (How to)
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4. Talk2M and eWON COSY configuration

4.3 Step 3: Run the eWON COSY configuration Wizard
To configure your eWON COSY :

1. Connect the WAN port of the eWON COSY to a network with Internet access.

2. Configure the network parameters of your configuration PC to be in the same IP
range as the eWON COSY LAN.

3. Connect the PC to one of the LAN ports of the eWON COSY.

4. Open your Internet browser and access the eWON COSY internal Web page by
typing the LAN address you just configured (in our example http://192.168.0.53)

4.3.1 First Login & Launch of the Wizard
1. The eWON COSY first connection screen appears, select the language.

(= eWON - Windows Internet Explorer

@.\;v |&] 192.168.0.53 MIEEENE [[2]-

File Edit ‘iew Favorites Tools Help

i Favortes | @ swoN G- B8 S g v Page- Safety - Todks~ @
~

Select interface language

@ English

O German

I@ Configuration is in O French ﬂ

The eWON languags has not been configured yat, you can
select it now or configure it later
me is adm and the default

password is adm
> _
B e AP el sttty D e ST P
2. Log in (the default login and password are adm / adm)

>

Connect to 192.168.0.53 PIx

=

The server 192.168.0.53 ak eWON requires a username and
IQ Configuration is| P

‘Warning: This server is requesting that your username and
password he sent in an insecure manner (basic authentication
withaut a secure connection).

User name: ‘ € adm - ‘

Password: [wad] |

[ 1remember my password

Serial PLC Gateway:

http: /192, 168.0.53]ec_hello.shtm [& € mtermnet 45 v Rion v

153

’%ewen Remote Access for Schneider M258 PLCs (How to) Page 13/34
7



4. Talk2M and eWON COSY configuration

3. The wizard launch page appears, click on the Quick Launch Wizard button

)
Status #ﬂ Setlings

System Internat Talk2i Gateway Iaintenance F )

S

Quick Launch Wizard.

Thiz wizard wil drive you through the WON configuratien
atepa:

“fou can alzo run the configuration steps =eparately by using
the above menus.

€WYON Name: eV/ON

Done E e Internet 5 v Ho0% v

’%QWON Remote Access for Schneider M258 PLCs (How to) Page 14/34
7



4. Talk2M and eWON COSY configuration

4.3.2 System Setup

1. The System wizard starts. In this page you can give a name to your eWON COSY
and you can define another password to the user adm. For security reasons, it is
highly recommended to change the default password adm. Click Next.

System Internet Talk2l Gateway Maintenance F .
User Setup
Erase all first:
€WON name: —
User name:
Password:
Retype-Password:
pJoYee
eWON Name: eWON
Done [ @ mnternet fg v Hi00% -

2. Check Date and Time ans click Save.

System

Internet TalkzM Gateway HMaintenance *
Date and time
D | 28/07/2013 ‘ ddimmiyyyy

O L =3

B 0 Internet

elWON Name: eWON

f v Wi -

’%QWON Remote Access for Schneider M258 PLCs (How to)
Z
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4. Talk2M and eWON COSY configuration

3. When the System part of the wizard is successfully completed, click Next wizard

e
“v‘ Stalus #ﬁ Setlings

System \/ Internet TalkzM Gateway IMaintenance Y

Diagnosis

i

SUCCESS: System configuration updated

R

eWON Hame: eVION

Done [ € mnternet v H00%

4.3.3 Internet Setup

As required before launching the wizard, make sure to connect the WAN port of the

eWON to a network with Internet access

1. In the first page, you configure whether you want the Digital Input of your e WON

COSY to be used to open/close the Internet access or not, click Next

e e
i Status ﬂ Settings
) 4 ¢

System v Internet Talk2M Gateway Maintenance F )
Internet connection
Internet Connection:  Ethernet Internet interface
Physical protection:  [Digital Input not used v

0O E L ===y

EWON Hame: eWON

Done [ €0 mnternet dy v Homwn

’%QWON Remote Access for Schneider M258 PLCs (How to) Page 16/34
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4. Talk2M and eWON COSY configuration

If used, the digital input can lock access to the Internet from an external command

(contact or switch).

2. Configure the WAN access to define how the eWON COSY will access the
Internet. The simplest configuration is to use DHCP. Click Next

Shortcut Menu
i Status # Settings
W g

System v Internet Talk2il Galeway Maintenance Y

Ethernet WAN connection
Address Setup [oHce v |

IP Address:

Subnet Mask:

Defautt
Gateway:

DHS [#] via DHCP
DNS:

HTTP Proxy

[T Connect to Talk2M through Proxy

D0 0O M =y

elWON Name: eWON

Dane [@ € nternet Yo H00%

3. Check the connection test results and click Next wizard

System v 4 Internet v 4 TalkzM Gateway Maintenance )

Current operation

. Finished

Results

+  Internet connection

+  Online IP Check

Disgnosis

i

SUCCESS: Internet connection tested

<o Rerunwizard m

EWWON Name: eWON

S

Dane

(&3 € mternet fh v Wi0n -

Note: at least the Ethernet connection should be OK, Online IP check should be

OK as well but is less critical.

’%QWON Remote Access for Schneider M258 PLCs (How to)
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4. Talk2M and eWON COSY configuration

4.3.4 Talk2M Setup

The Talk2M registration wizard starts. Paste the activation key that is still on your

clipboard from the Talk2M configuration of your eWON COSY in Step1 and click
Next

Shortcut Menu

M stus ¥ Settings
hd bed

System N Internet v Talkz2l Gateway Maintenance )

Select your prefered method for registering the eWOM on Talk2l.com?

- Register with ev‘{ON NAME

= |

Register with ACTIVATION KEY

.\an e | -

@,. Activation Key: fb 146c1833950805 14dfd5efa6a01373

Important: Your WO must have a working Internet Connection
Before using the wizard, the eWON Internet access must be correctly configured

OOEL ==y

[& € mmrernet Ya v B0% -

Check this box only if the eWON COSY has Internet access through a proxy
server, click Test

€WON Name: eWON

2.

o Status # Settings
W E -

System \/ Internet \/ Talkzm Gateway Maintenance 3

Connect via HTTP proxy O

mere...

OB L ==

Ced € nternet

eVWWON Name: eWON

o v WD -

’%QWON Remote Access for Schneider M258 PLCs (How to)
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4. Talk2M and eWON COSY configuration

3.

Verify whether the connection tests are OK. Now your eWON COSY is configured
to work remotely using a Talk2M VPN connection. Click Next wizard

Shortcut Menu
Il Status #ﬂ Settings
System V4 Internet v Talk2m [V 4 Gateway Maintenance 3
+/ UDP connection !
+  HTTP direct connection
fe\ HTTP Proxy connection Operation skipped
g e The device serial number was already defined in TalkZM. Previous
ol FETEENET instance was disabled.
+  Test VPN connection
Diagnosis
The device serial number was already defined in TalkZM. Previous instance was dizabled
-
WPHN connection wil use UDP mode
i SUCCESS: VPN cennection configured and tested
~
eVVON Name: eWON
Done [ € Internet v v Hiok -

4.3.5 Gateway setup

1.

€ ecWEON

For the remote access to the PLC we will not use the serial connection. So here
select Serial PLC gateway not used, click Next

L S
Lihd Status ﬂ Settings
v &

System \/ Internet \/ Talk2m .‘/ Gateway Maintenance F. 3

Serial PLC Gateway configuration

Jolbriocol @ [serial FLE Gateway not used

" [TCP to Serial port (Virtual COM)

Modbus TCP to Modbus RTU

XIP to Unitelway (Schneider)

EtherNet/IP to DF1 (Allen-Bradley)

FINS TCP to FINS Hostlink (OMROM CSiCJ)

ISOTCP to PPI (Siemens ST-200)

13 3 Y Y

OO L ==

€WON Name: eWON

Done [ € mnternet £y - | ®ioow -

Remote Access for Schneider M258 PLCs (How to) Page 19/34



4. Talk2M and eWON COSY configuration

2. Click Save

System V4 Internet V4 Talk2M [V Gateway Maintenance r

Serial PLC gateway not used

*f'ou havi

cted to dizsable the serial PLC gateway

OB LH ===

(@ @ nternet f3 - Hioow -

€WON Name: eWON

3. Click All done

L ]
w Status #’ Settings

System v 4 Internet V4 Talk2m N Cateway Maintenance O

Congratulations, you have gone successfully through the whole configuration

SUCCESS: Serial PLC Gateway is disabled.

i

=

Inkernet Saov H100% v
)

eWON Name: eViON

’%QWON Remote Access for Schneider M258 PLCs (How to) Page 20/34
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4. Talk2M and eWON COSY configuration

4.3.6 Final checks
1. You return to the Quick launch Page with all parts of the wizard completed

e
@ Status h #,# Settings

I System v Internet v Talk2M v Gateway \/I IMaintenance F Y

Quick Launch Wizard.

“You can also run the configuration steps separately by using
the above menus.

€WON Name: eWOH

http:ff192.168.0.53/Ast/ec_set_t2m_wiz.shtm B e Internet #3 - 00 v

A click on Status allows to access a status summary page.

2. Status summary page.

N stans ¥ serin gs
hd &

lb Everything is OK ﬂ

Talk2M Connection:

Serial PLC Gateway: |a l

26i07/2013 15:31:07 eWON Name: eWWON

Done Cel €D nternet R S

End of Step 3.

’%QWON Remote Access for Schneider M258 PLCs (How to) Page 21/34
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4. Talk2M and eWON COSY configuration

4.4 Step 4: Connecting / disconnecting the remote eWON COSY

Now that the eWON COSY is configured to connect to Talk2M, we can establish the
remote connection to the eWON COSY.

1. Connect your PC to the company LAN and configure its network parameters to
have access to the Internet (usually DHCP enabled).

Launch eCatcher and open your Talk2M account.

In the eWON list section select the eWON COSY you want to use for the remote
connection.

#. eCatcher, (3.0.0 build 7133)

Active Connection

Description

eWON list

Account
BRBEG— B
T A’
a £

s sl N st v o AN S S

The eWON COSY which you just configured should now be displayed as on line
(green tick in the action column). This means that the eWON COSY has
established its VPN connection to the Talk2M server.

4. Double-click the online icon or click on the Connect button displayed in the
eWON list menu to establish the remote connection to this eWWON COSY.
eCatcher will now establish the VPN connection to the Talk2M server.

5. Once the VPN connection to the eWON COSY is established, the eWON COSY
will be displayed in the Active connection section on the top of the window.

*. eCatcher (3.0.00build 7144)

E Active Connection

Devices m

B
eWON Company XY

Users

Q]
EeWON list

Account
o] ] e o
v

Description User(s) connected
eWOR st Company X admin

« s v “ v «

L N R

@ Plant OfFline: plankt x

r s F 4 s o

N A el S Y S Y Sl PSPl
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4. Talk2M and eWON COSY configuration

6.

8.

9.

€ ecWEON

The PC is now connected to the eWON COSY using the VPN tunnel and you can
start to use the remote connection.

If you want/need to connect to the eWWON COSY itself, you can click on the IP
address link in the Active Connection section, as displayed in the following
picture. Once the home page of the eWON COSY web interface is displayed, you
know for sure that your connection is effective.

#. eCatcher (3.0.0 build 7189)

a Active Connection

Devices s

eWON Company B 10.8.129.82; WO ak Company =Y
Users
eWON list

Account
DEREE~-E
v v

When you no longer need it, you will have to close the remote connection. To
close the connection, click on the Disconnect button in the Active connection
section. This will close the VPN connection with the eWON COSY.

Active Connection

Mame ¥

] IP Drescripkion
eWON Company XY 10.5.129.39 eWON at Company XY
eWwon list
B 8 6 B
v »

OFfline

@ Flant %

PLC at plant x

ewoN Co

& at Company <Y

End of step 4.
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Linking eWON COSY and Schneider M258 PLCs Chapter 5.

5. Linking eWON COSY and Schneider M258 PLCs

eWON LAN
192.168.0.53

255.255.255.0 E/

HMI
192.168.0.61
255.265.255.0

192.168.0.62
255.255.255.0

There is nothing special to do but make sure that the the LAN IP of the eWON COSY
and the PLC IP address are in the same range.

- Tips -

As of firmware v12, there is a PLC Discovery feature inside the eWON. This allows
the automatic discovery of PLC (linked to the eWON) on the network while you are
connected through Talk2M. No need to set the IP of the PLC in the same range
than the IP of the e WON.

For more information, please refer to AUG-070: PLC Discovery through Talk2M

'/GWON Remote Access for Schneider M258 PLCs (How to) Page 24/34
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PLC remote access Chapter 6.

6. PLC remote access

You are supposed to be connected to the eWON through Talk2M as described in the previous
steps. You don't need a physical point-to-point connection with your PLC to configure it for
remote access. The procedure below starts on the PC having the connection with the eWON
AND hosting Schneider's SoMachine software.

6.1 SoMachineV 3.0 and V 3.1

1. Start SoMachine and open your project

& SoMachine

Most Recent Projects

Files of type View
Project files - Thumbnazils

D Create new machine

- £ i

¥ ¥

? Learning Centre

I |
Untitied1_project Untitied1._project JFU project }

2. Open the Commissioning menu...

& M258_Demo. project - SuMachine

,. S
@ ) Home Properties Configuration Program Report

Login/Logout )
( Multiple download )
Source Download )

Z
CA

o Sty By Bt by,

... and double-click on the PLC to open the MyController > Parameters window.
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6. PLC remote access

declared in this window.

£ M2528_Demo. project - SoMachine

In the Communication Settings tab, make sure as shown below that a Gateway was

2 . . S
@ 0 Home Properties Configuration Program Report
MyController [Eommarizalion Setings | sopications | Fies | Log | PLE settings | Services | 140 Happing | Status | Informatian |
_P Select the network path ta the contioller
[Gateway1 =] setadtivepath 4
Embedded Functions = ol Gateway 1 )
= Add gateway.
Expert 110 “ [l TM258LF42DT @00SOF44076Z1 [00005001] factive)
Add device
™S
Embedded IO Scan netwerk
Camricaton Al 4
Taget ID - *
Sorting order I
Name -
Back t
_ ),
Configuration Ovenview i
I~ Dar't save netwark path in projact
¥ Secure anline mods

@ M258_Demo.project - SoMachine

Open the Program Menu (1), select Online (2) > Remote connection (3)...

P4 ) ) I
o) Home Properties Configuration Program Commissioning
File Edit  “iew Project  Misualization Builn:[ Cnline IDebug,l'Watch Tools  Window  Help &o
[ = I 2 e o Login AlL+FS o
@ m P T == Wi ok Chrl+FS
Breviss - 1 Create boot application
=[5 MzSE_Demo LSE Mass Storage...
=-FH myController (TM255LF42DT) [ Renets cornection - ]
=0 pLC Logic i
=N Application Multiple Download. ..
: “ Gl Cvrload
m Library Manager Billre Eheree
1) Fiy (PRG)
; @ Sortie (PRE) Source download to connected device
+ @ Task Configuration ¥ ctart F5
@ Gestionnaire de visualisation _
@ wisualization | Stop Shift-+F3
+:: Expert Reset warm ALY
+ - TMS
: % Ethernet Reset cold 40
[ ModbusTCP_Slave_Device (Madb Reset arigin
= & Ligne série Simulatian 20
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6. PLC remote access

5. Specify the PLC IP address (1) in the Remote connection window and click Add
connection (2)

Remote connection... E]

Remate IP address:

[192 168,062 @ | Add connection
Address State Connection
< |

Connected to local Gateway

After a while, the IP address of the remote PLC appears in the lower part of the window with
connected as client in the State column.

Remote connection... @

Femate I[P address:

|1 92 168.0.62 j Add connection |
Address State Connection
192168 0.62:1...

connected as client 1 ]

< |

Connected ta local Gateway Close [

Note: At this point, if you have no Talk2M connection with the eWON , the message shown
in the State column would be connection in progress. Click Close.

6. Login to your PLC either through the menu Online > Login or through the Online Viewing
icon on the toolbar

& M258_Demo. project - SoMachine

Home Properties Configuration Commigg
File Edit ‘Wiew Project  FBOJLDYIL  Buld  Online  Debugftatch  Tools  Window  Help *
=JIE] % Bn B X bS50t 6 . 3
[ fiE - TECE RS
Devices > * X | bR fiy 8] visuslization
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6. PLC remote access

You are now remotely connected with the PLC

& 4258 _Demo.project - SoMachine

Home

Properties Configuration Commissioning Report :
File Edit View Project FBOJLD/IL Build Onlne Debug/watch Tools  Window  Help
ar
H & 2E i - O n
L i+ Ul & o w1 1 e = 5 T T e e e e 4 e 5 e 3 e 1 e 1 G O 2 IR O O = 0 ol e T 14
Devices > X HE) iy |8 Visualization 3
- @ PESE_Lemo z MyController.Application.fiy
= MyController [connected] (TMZSELF420T!
=2 PLC Logic Expression Type Prepared value Comment
= o application [run] # b BOCL ’
W@ @ bitl BOOL
m Library Manager P Yarl REAL i
@ Fiy (FRG) @ ar? CAWYORD \
1) sortie (PRG) @ Puse i i
® Task Canfiguration # bidon TIME T#180ms &
Gestionnaire de visualisation * @ Timer TON
&) visualization @ bidonz TIME T#Oms
: % Expert 1
+0 TME
= 'Y Ethermet
m ModbusTCP_Slave_Device (Modbu:
= kY Ligne série 3
[ soMachine_Metwark_Manager (Sol 1 Pulse .
2 cano Tiner.( TP
— [ ik
t§255us PT ET -bidon
Z| Timer
Pulse.( TOH

— v R
t#250na PT ET bidon2
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6. PLC remote access

6.2 SoMachine V 4.0

Reminder: You are supposed to be connected to the eWON through Talk2M as described in

the previous steps.

1. Start SoMachine and open your project

2. Click on Open Configuration

@ Demo.project@
p D C QIR ?

Workflow
Workflow
Configuration
Add and remove
devices
Configuration

The Configuration step offers the option to add and remove devices toffrom the currently opened project. Launching the

Versions

SoMachine Central - V4.0

Maintenance ¥ | |

Application Design

Tools ¥ |

Controller HMI

Program one or Program and design
multiple controllers your HMI panel.
IViotion Functional Safety
CAM and sizing Program functional
editor safety controller

Multiple Download

Download to all
devices

Maintenance

Set of fools helping
to maintain your
ine.

LogicBuilder in the configuration mode is also an option.

Help Center ¥

[ manage Devices |

| |' Open Configuration \|

Schneider

aElectric

€ ecWON
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6. PLC remote access

Select the Device tree tab on the bottom left

Select MyController in the device tree

3

4

5. Open the Controller selection tab

6. Select IP Address as Connection Mode and introduce the IP address of the target PLC
7

Click on the Login icon from the toolbar

Demo.project - SoMachine Logic Builder - V4.0

File Edit Wiew Project Buld Online Debug Tools  Window Help

| & | B B O \ | % |3 B selectal "
Devices tree * 0 X ‘ [ serial Line r@ Configuration de tache r ™S @ Counter ¥ [f] MyController x | 7] Expert ] - +m
L | Applicatinnsl Controller selection 6} I Log I FLC settings | Services I 1/ Mapping | Task deployment | Status I Information | g
- o
= %ﬂﬂv =] CYHE RS R 7
MyController {TM258LF42DT] @ o
E8 MyController ¢ 2 I C... Controller ProjectMame IP_Address TirmeSinceBaok ModeMame Projectautho a

= 'L Expert

:: PowerDistribution (POWER) q]
T
115 omzzra omzzFo) z

15 omrert (om72F1)
=-"a TMs
= ﬂ]] TMS_Manager (TMS Manager)
= ‘a Bus integre
(I« o1izoe (or1zoe)

asjosquon B

L
{I* po1zTE (po12TE) =
"3 Ethernet gn_
=% Serial Line a
m SoMachine_Metwork_Manager (SoMachine-Meb :
B CanD
=
4 1 | + &
i
Connection Mode: 1P Address; ]
Secure online mode @ [IP Address - | 192.168.0.62|
Watch 1 ~ o X
Expressian Type Walue Prepared va
& MyCantroller, Application. Fy. start BOOL Eetasy
4| 3 [ | b
E Devices tree I# Applications tree |E Tools tree < T} ] 3
[E Messages - Tokally O error(s), O warning(s), 0 messagels) I
Last build: € 0 & 0 Precampile: o Current user: (nobody)
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6. PLC remote access

8. After a while, the controller appears as connected in the Controller selection panel

sdr.project™ - SoMachine Logic Builder - V4.0
le Edit View Project Buld Online Debug Tools Window Help
| & | |84 IR - B | = |3 8 selectal - | online -
Applications tree >+ o X | [ Ethernet rm Library Manager y [ MyContraller x| ] DM7zFL ]/m SoMachine_Network_Manager ]/m Module_2 rﬁi Expert = E
. | Applications | Controller selection |Files [ Log | PLC setiings | Services | 1/0 Mapping | Task deployment | status | infarmation | 2
. . =
=g L S YHE R T g
L Applicati My Controll 3
] “ppG':? fon (MyCeontroller) [run] = C... Controller Prajecthiams TF_fddress TimeSinceBaok HodeNarme Frojectaut || &
@ MYPOL (PRG) 5] CODESYS Conkral Win V3 WRKDSZ_00& %
= i TM258LF42DT sdr 192.168.0.62 01h 03m 435 TM258LF42DT ®0080F4407621 Mot Avail| I
= Task Configuration =
=g masT T
&) mypou P
&
2D Global o
=
)
L
=
g
g
&
&
=
S
o
i
4 I, » >§
g
Conneckion Made: IP Address: =
g
Secure online mods IP Address 192.168.0.62 2]
Watch 1 -~ 3 %
Expression Type Value Prepared value Address Comment
@ MyContraller Application.gl... BOCL
8 Devices tree [ﬂz Applications tree It Tools tree
[B] Messages - Totally 0 error(s), 0 warning(s), 10 message(s) |
Last buid: €3 0 & 0 Frecompile; o RUN Program loaded Program unchanged Current user: (nobody)

9. Click on the Logout icon from the toolbar to disconnect.
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Troubleshooting Chapter 7.

7. Troubleshooting

To be able to reach the Ethernet PLC, the following conditions must be fulfilled:
- Reboot the PLC after IP address and/or gateway change.

- You might have a mismatch between the actual IP configuration of the eWON and
the eWON LAN IP address configured as Remote Connection in your Talk2M
account. You can check, and if necessary, modify these settings, in eCatcher.
Under the eWON list select the Name of the remote connection and click on the
Detail button.

W _cCatcher (3.0.0 build 7195)

g Active Connection

~
Devices
E P Description User(s) connect=d

E eWON list
Account E
I ail

A
[ I
\\ﬁh "

The eWON Detail window will open:

action &

T
\\

Here you will find the different information you configured. The Remote Network is
specified under the Remote Connection section.

eWON Detail =
e
= & 0 f
. 4
eWiN Ma . eWON Company XY !
eWON Description eWioN ab Company ®Y J
eWON Serial Number : 0530-0003-56 ‘
Connection Type : LAMADSL :
-
Country Belgium ;
PLC Lype Schneider M25&g z
Custom Field 3 i
Remote Conneckion
eWON's LAM IP: 192.1658,0.53
Metwork Mask: #55.255.255.0
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7. Troubleshooting

To change the Remote Connection settings, click on the Edit button on the top of the
page.

Once the modification is finished, click on the Save button which is displayed on the
top of the window when in edit mode. After the change you would then have to save
and Disconnect and Connect the VPN bridge to the eWON for Talk2M to take the
modification into account.

The remote PLC network must be in a different range than the company network on
which your PC is connected (see § 4.2 Step 2: Setting IP address of eWON COSY
LAN).

8. Login security

A good security practice consists in modifying the password of the default user adm.
Modifying the adm user password is done during the eWON COSY setup wizard (see
§ 4.3.2 System Setup).

If you re-run the wizard ONLY to change the password, uncheck the Erase all first
box in the fisrt system setup window.

e
L) Status t Settings
v 9

System Internet Talk2m Gateway Maintenance )

User Setup

Erase all first: D
“";‘- ration parameters

&VWON name: eWON Company XY

Retype-Password

OOL =m=m=y

Dane & @ Internet fp v HA00% -

€WON Name: eVION
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Revision history

Revision Level Date Description
1.0 05-AUG-2013 Initial release
1.1 25-FEB-2014 Addition for So-Machine V4
1.2 15/12/16 Added “PLC Discovery” to Chapter 5

i Microsoft, Internet Explorer, Windows and Windows XP are either registered trademarks or trademarks of
Microsoft Corporation
i Firefox is a registered trademark of the Mozilla Foundation

Document build number: 47

Note concerning the warranty and the rights of ownership:

The information contained in this document is subject to modification without notice. The vendor
and the authors of this manual are not liable for the errors it may contain, nor for their eventual
consequences.

No liability or warranty, explicit or implicit, is made concerning quality, the accuracy and the
correctness of the information contained in this document. In no case the manufacturer's responsibility could
be called for direct, indirect, accidental or other damage occurring from any defect of the product or errors
coming from this document.

The product names are mentioned in this manual for information purposes only. The trade marks
and the product names or marks contained in this document are the property of their respective owners.

This document contains materials protected by the International Copyright Laws. All reproduction
rights are reserved. No part of this handbook can be reproduced, transmitted or copied in any way without
written consent from the manufacturer and/or the authors of this handbook

eWON sa, Member of ACT'L Group.
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