TeWON

MACHINES CAN TALK Knowledge Base

KB-0099-00 / Rev. 1.0

eFive - Establish a VPN client connection from my PC

In some circumstances it may be required to link your PC also to the eFive VPN network.

If your PC is physically connected to the eFive LAN network, then you will have access to all
VPN clients without any supplementary action. Your PC should just have the eFive LAN
IP address as default gateway.

If your PC is not connected to the eFive LAN network, then to make part of the same VPN
network, you'll need to establish a VPN connection from your PC to the eFive.
To achieve this you'll need to install and to configure an OpenVPN client on your PC.

An easy way is to use our VPN client called eGrablt, the eFive connection tool. Refer to
following document for further explanations: AUG-052 (eGrabit - eFive Connection Tool)

Instead of using our eGrabit software, you can also use a general OpenVPN client software
like described here under.

The different steps listed here under explain how to proceed:
* Create a new VPN account on your eFive for the PC VPN connection

1. Save the CA certificate of your eFive on your PC and rename the file for example
"eFive_cacert.pem". This file will be required later during VPN client configuration on
the PC.

2. For every PC to connect, create a new VPN account inside the eFive specifying a
username and a password.

*  OpenVPN GUI configuration

1. Install an OpenVPN GUI on your PC.
You can download the OpenVPN GUI Windows installer from here:
http://swupdate.openvpn.org/community/releases/openvpn-2.2.2-install.exe

2. Onyour PC, inside directory "C:\Program Files\OpenVPN\config", copy following
openvpn configuration file: eFive.ovpn

3. Get the CA Certificate from your eFive (named eFive_cacert.pem) and copy the file
inside the same directory ("C:\Program Files\OpenVPN\config").

4. Start the OpenVPN GUI application.
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The OpenVPN GUI icon will appear inside the status bar of your PC.
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5. Right click the OpenVPN GUI icon to open the contextual menu and select the "Edit
Config" option.
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6. The Efive.ovpn configuration file will be displayed. You'll need to adapt now in this file
the public IP address on which your eFive can be reached.

[ eFive.ovpn - Notepad
File Edit Format “iew Help

client

dev tap

proto udp

remote www.myaccess. be 1164
resolv-retry infinite
nobind

persist-key

persist-tun

ca "eFive_cacert.pem”
auth-user-pass

comp-1z0
verp 3
mute 20

- Note -

If you do not use standard VPN settings (UDP 1194) on your eFive then also adapt
here the port and protocol used.

7. Save and close the configuration file.
The VPN client configuration is now terminated.

» Connecting/disconnecting the VPN client
1. To connect your PC to the eFive VPN server, double-click on the OpenVPN GUI icon.
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2. Enter the VPN account username and the password you created for this user.

Current State: Connecting

Tue Oct 30 16:38:36 200 2 OperbPN 222 Win32-4 5VC++ [S5L] [LZ02) [PRCS11] builk on Dec 152011

OpenVPHN - User Authentication

Uzemame: ||

Pazsward: |

oK | Cancel

Digconnect Reconnect Hide

3. Once the VPN connection established, the connection status window will close and
the connection status will be displayed on the status bar:

j‘_.i' eFive is now connected. | %
Assigned IP: 192,168.140.2

4. You can check the connection status at anytime, simply by moving the mouse over
the OpenVPN GUI icon on the status bar.

OpenyPM GUI

Zonnected ko: eFive
Connected since: Ock 30, 16:39
Azsigned IP: 192,168,140.2
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5. To disconnect the VPN connection just double click on the OpenVPN GUI Icon and
click on Disconnect inside the contextual menu.
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