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eWON feature: VPN Protection

The VPN Protection is an advanced eWON feature.

It allows to define which Ethernet device behind the eWON can be accessed through the
VPN connection, as for example using Talk2M.

By default the VPN Protection is disabled. All LAN devices can be accessed through the

VPN connection.
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These changes will be effective from next WaN connection

When the VPN Protection is enabled, then you must declare which device (which
IP address) can be reached through the VPN connection. All other IP addresses are not

reachable.
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I .IF' range [:lﬁ::tinati:jn IP range Destination Part Clear
Lark end

255.255.255.235 0.0.0.0

755.255.255.255 || 192.168.120.1 102.168.120.50 65535

10.8.12.96 192.168.120.100 || |192.168.120.100 [ clear |

eWON feature: VPN Protection | KB-0227-00



TeWON

MACHINES CAN TALK
Knowledge Base

KB-0227-00 / Rev. 1.0

For example, configured as shown on the print screen, e WON will allow following routing:

+ Allowed 1: Every VPN address (= each user) can access the eWON, but only on port
81 (= the second http port of the eWON)

+ Allowed 2: Every VPN address (= each user) can access the devices from
192.168.120.1 to 192.168.120.50, on every port

* Allowed 3: Only the Talk2M User which has VPN address 10.8.12.96 can access the
device 192.168.120.100 and only on port 102

- Note -

PING requests are not blocked. So the ICMP request will be forwarded to all devices
on the LAN side.

- Attention -

The VPN protection changes will be effective from next WAN connection on. So don't
forget to retrigger the WAN connection or just reboot the eWON to make sure that the
changes are applied.
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Revision

Revision History

Revision Level “ Description

1.0 28/02/2012 Creation of document

Document build number: 15
Note concerning the warranty and the rights of ownership:

The information contained in this document is subject to modification without notice. Check
http://wiki.ewon.biz for the latest documents releases.

The vendor and the authors of this manual are noft liable for the errors it may contain, nor for their
eventual consequences.

No liability or warranty, explicit or implicit, is made concerning the quality, the accuracy and the
correctness of the information contained in this document. In no case the manufacturer's
responsibility could be called for direct, indirect, accidental or other damage occurring from any
defect of the product of errors coming from this document.

The product names are mentioned in this manual for information purposes only. The trade marks and
the product names or marks contained in this document are the property of their respective owners.

This document contains materials protected by the International Copyright Laws. All reproduction
rights are reserved. No part of this handbook can be reproduced, fransmitted or copied in any way
without written consent from the manufacturer and/or the authors of this handbook.

eWON sa, Member of ACT'L Group
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