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eWON WAN protection level
When you use a Talk2M connection (or an other VPN connection), then the exchanged 
data will be protected due to the VPN tunnel. But your eWON may still be reachable on its 
WAN connection! 

If eWON is configured to use for the Internet access the "Modem Connection", then the 
WAN connection is equivalent to the GPRS/EDGE connection, so the public IP address on 
Internet.

If eWON is configured to use for the Internet access the second Ethernet Interface, then the 
WAN connection is the Ethernet WAN port, so the Ethernet WAN IP address.

You can block the access on the WAN connection by setting the Wan protection level on 
« Discard all traffic excepted VPN and initiated traffic ». This option can be set using menu 
System Setup/ Communication/ Networking Config / Security.

The WAN port will then only allow the VPN connection.

- Note -

Since eWON Firmware 6.2s0, the Wan Protection is automatically set to "Discard all 
traffic" if the Talk2M wizard is executed.

Extract of the release notes:
version 6.2s0

• CHANGED: When the Talk2M wizard is executed, the following configuration 
parameters are set: WAN interface protection allows only VPN and return traffic, No 
forwarding from VPN or LAN is allowed to WAN interface, and NAT interface 
configured to NAT on LAN (Plug'n Route)
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Revision

Revision History

Revision Level Date Description

1.0 27/01/2012 Creation of document

Document build number: 17

Note concerning the warranty and the rights of ownership:

The information contained in this document is subject to modification without notice. Check 
http://wiki.ewon.biz for the latest documents releases.

The vendor and the authors of this manual are not liable for the errors it may contain, nor for their 
eventual consequences.

No liability or warranty, explicit or implicit, is made concerning the quality, the accuracy and the 
correctness of the information contained in this document. In no case the manufacturer's 
responsibility could be called for direct, indirect, accidental or other damage occurring from any 
defect of the product of errors coming from this document.

The product names are mentioned in this manual for information purposes only. The trade marks and 
the product names or marks contained in this document are the property of their respective owners.

This document contains materials protected by the International Copyright Laws. All reproduction 
rights are reserved. No part of this handbook can be reproduced, transmitted or copied in any way 
without written consent from the manufacturer and/or the authors of this handbook.

eWON sa, Member of ACT'L Group
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