TeWON

MACHINES CAN TALK Knowledge Base

KB-0239-00 / Rev. 1.0

USB over IP

1. Intfroduction
The aim of the USB over IP is to share USB devices over the network using the e WON.

This means that the eWON Cosy 131 which is built with a USB port allows the use of its USB
over IP sharing capabilities through Talk2M.

It is basically just as if you would plug the USB device directly in the PC even if this USB
device connected to the eWON is located on the other side of the world.

2. eWON Configuration

The setup on the eWON is simple: you don't have anything fo do. The parameters used for
this sharing feature are enabled by default.

There is only one parameter you need to check: the firmware version. The required version is
9.0s0 or higher.

During the Cosy 1-2-3 setup wizard configuration, you will have to set up the Gateway
section. This is the place to disable your USB to IP if wanted (by default, it is activated).

o Status 'ﬂ‘ Settings
v *

System .\/ Internet v/ Talk2Mm \/ Gateway \/ Maintenance

USBIP Gateway configuration

| Enabled

Once the wizard completed, if a USB is plugged in, you will see it on the status page:

Summary Event Log Real Time Log System Status

Internet:

Connected since: 0:00:21:55
WAN Ip Address: 10.0.6.230

Talk2M Connection:

Connected since: 0:00:21:47
VPN Ip Address: 10.190.169.227 ﬂ

USBIP Gateway:

Shared devices
eWON-USB_Flash_Memory [5000]
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2.1. Advanced Parameters

The default configuration should be enough for most of the users. But if you were to be in
the situation where you need to configure extra settings for the USB connection, refer to our
Appendix A - Advanced Parameters

»

Configuration on PC

3.1. Installation

Same as the eWON configuration, the setup of your PC is very simple too: the only
parameter you need to check in order to use the USB connection is the version of your
eCatcher: v5.1 or higher.

When installing eCatcher 5.1 or higher for the first time, you will be asked to install the Eltima
software. The USB connection in eCatcher relies on the drivers provided by this software.
Those drivers were specifically modified to work in an eWON environment.

2 eCatcher 5.1.0 Setup = S 2 eCatcher 5.10 Setup =|=] X
Installing eCatcher 5.1.0 t | Installing eCatcher 5.1.0 ': i |
‘Windows Security &J Windows Security %
Would you like to install this device software? Would you like to install this device software?
ol L
Name: ELTIMA Software Eltima Usb Stub . Name: Eltima software System devices
J Publisher: Eltima Software :L._ Publisher: Eltima Software
[ Anways trust software from "Eitima Software”. Don't Install ] Always trust software from “Eltima Software”. Don't Install
& You should only install driver software from publishers you trust. How can I # You should only install driver software from publishers you trust. How can 1
decide which device software is safe to install? decide which device software is safe to install?
b | ver pot [ e

Once the Eltima certificates has been frusted, you wont be asked to install them again in
future versions of eCatcher.

3.2. Connection

If a USB device is plugged in the eWON and this eWON is reachable (LAN, WAN, VPN), the
USB device can now be shared on the network.

When you're logged in to your Talk2M account and connected to an eWON with a USB
device plugged in, you will have the possibility fo reach your USB device.
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ewon_support [ref: 01856] Logout English v &

E Active connection
eVWONs -

Talk?M @ Cogy 10,190,169,297 (| AN:192,168.120,232)
E &\ ~ " Gateway:

i | ¥~ USB Flash Memory=<= 6000 Connect

Users 4" LAN: 192.168.120.232/ 24 All devices on the network are reachable by connected users.
f—

The detection of a USB device plugged in the eWON is automatic. When eCatcher detects
a USB device, this one will be added under the Gateway section.

- Note -

If your USB device doesn't appear after you plugged it in the eWON, wait a few
seconds (around 15 seconds for an automatic eCatcher refresh). If you still don't see it
afterwards, manually hit the refresh button in eCatfcher.

To access your USB device, simply click on the Connect link. Status and USB icon will change
to indicate a succeeded connection.

ewron_support [ref: 01856] Logout English v &
E Active connection
eWONs

E Q:E?M)-"-"e Cosy_10,190,169.227 (| AN;192,168,120,237) _

" Gateway:

‘- USB Flash Memoryl&=3 6000 Disconnect
Users
L—

' LAN: 192.168.120.232/ 24 A/l devices on the network are reachable by connected users.

You can now access it just as if you were locally connected to it. This means browsing your
files explorer to reach the USB key, watch the USB Camera through a video software, reach
the PLC via the PLC software ...

3.3. Protection

In a Talk2M Pro account, the USB connection can be configured to be accessible to only a
group of users.

To do so, go in the properties of the eWON and click on the “Configure LAN Devices &
Firewall” button.

First, check that the firewall level is at "Enforced” at minimum. Select the USB device that
needs to be configured and click on the Properties button.

Here you will be able to set the permission either the same as the eWON either fo one or
several groups of users.
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s Devices & Firewall

‘- Win7 RDP

Firewall:

Standard

@ Cosy ewondemo USB/IP
% Gateway: Those gateways/proxies can be used by connected users

6000 2080-LC50 (Rockwell_Automation)

6001 USB Flash Memory

b T LAN: Only listed devices are reachable by connected users.

10.2.101.200:Remote Desktop Win7 RDP

High Enforced

Enforced: Access to LAN devices and Gateways is controlled by the firewall.
Only defined devices, gateway will be reachable by connected users.

Ultra

=
Add LAN Device...
Add Gateway...
Retrieve Gateway...
Modify.

4 Gateway s

eWON: Cosy

Gateway: | USB Flash Memory -

USE device (port 5000) help

Permissior () Same as eWON: Administrators, Users, Users bis

(@) Restrict to the following user groups:

Administrators

Add...

5

Remove

4. Limitations

It is possible to connect a USB HUB to eWON's USB port and therefore connect more than a
single USB device. The eWON allows a connection of MAXIMUM 10 devices.

USB devices shared over IP can suffer from networking problems. If your connection is slow,
the USB connection will be slow.

Be patient. Even if the software indicates the USB port has been connected, your computer
might take time (up to a few minutes) to process and recognize it. You should always see a
notification warning you the device is ready to be used.

5. Supported devices

There is a non-exhaustive list of devices we tested and can confirm they work with the
eWON on our Support website.
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Appendix A - Advanced Parameters

On the eWON, the USB over IP feature is controlled by few parameters in the com config file.
On the Cosy 131, you can change the configuration as described in the following picture:

Shortcut Menu
on ;
g Status #ﬁ Settings
System V/ Internet Talk2M Maintenance F

Global Configuration

Language: English ¥
Reboot eWON

Show advanced options: [

Edit COM configuration

Edit SYSTEM configuration

Once you opened the file, you can find the different parameters by typing “usbip” in the
search box.

=
®

System Internet Talk2M Maintenance &
Search:
Parameter Original Value Value Changed
UsbIPEnable 1 1
UsblpLoglLevel 0 0
UsblpPwd & 1._18= & _1_/i8=
UsblpStartPort 6000 6000

Showing 1 to 4 of 4 records (filtered from 273 total records)

These different parameters are:
» UsbIPEnable : 0 to disable, 1 to enable (default value)
* Usblploglevel : 0 to disable (default value), 1 for some logs, 2 for full logs

* UsblpPwd : a string representing your password.
Pay attention that if a password is set, the USB device will not be shown anymore in
eCatcher

» UsblpStartPort : an integer representing the port range for shared devices.
If the "UsblpStartPort" is X, the 10th device would be shared on port X + 9
Default is 6000, so the 1st device will be shared on port 6000. The second one will be
on 6001 and so on.
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Make sure that your IT allows communication on this ports if you use direct access to
your eWON.

Be aware that port allocation is not deterministic. You cannot ensure that a device X
got port Y assigned, this can change at any moment.

Appendix B - Eltima Software Configuration

It is possible to connect to the shared USB devices without eCatcher. To do so, you need to
download and install the Eltima USB Gateway Software

eCatcher uses the drivers of this Eltima software. Those drivers were specifically modified to
work in an eWON environment. By using the Eltima software itself, you will be using the
“normal” drivers.

This tool, developed by Eltima, lets you enjoy the USB over IP feature. When working with
Elfima in an eWON environment, a free license is enough.

Just run "USB Network gate" on a computer with a reachable eWON. By reachable e WON, it
means:

* You are locally connected to the same network the eWON is. The shared USB ports
will show up automatically in the software.

*  Your eWON is connected to an eFive
* You are connected directly LAN to USB

You can find here below an image describing all interesting parts of the software.

7 UsE Network Gate 6.2 by Eltima Software: =10] x|

Share devices Connect devices  View Help

\ 'You are using unregistered version of the program, Register now for unlimited sharing pos...

_ Remote
=F| Share local USB devices l':- MLISBE"' ’ devices
10.0.100.41
. Mass Storage Device
‘x" Connect | w
et DiZCONINECHEd
[15Z16856:56] — Your eWON |P
e Apple USB Ethernet Adapter
& me-nppb_m.-nppde_uss_emm_ndaptgr| Connect | w

- =

USE Flash Disk

. f'
o * | ewON-General-USE_Flash \Disk

— =

This device iS pavice nickname Local connect
protected by a button
password

In case, USE device is not automatically added.
Put the IP of your eWON.

[+ Enable RDP autoconnect
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Click on the “Connect” button and the desired remote device will be available as it was
plugged locally. Depending on the type of USB device (key, PLC...), you can use the
corresponding tool (File explorer, PLC software...) fo access it.

If you have plugged a USB device in your eWON and it doesn't show up in this software,
make sure that your eWON and PC can communicate with each other.

Only eWON with USB device connected will show up on the Remote USB devices window.
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eventual consequences.
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responsibility could be called for direct, indirect, accidental or other damage occurring from any
defect of the product of errors coming from this document.

The product names are mentioned in this manual for information purposes only. The trade marks and
the product names or marks contained in this document are the property of their respective owners.

This document contains materials protected by the International Copyright Laws. All reproduction
rights are reserved. No part of this handbook can be reproduced, tfransmitted or copied in any way
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